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4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 – Energy & Transport Sectors - Analysis

7 – Civil and National Defence - Analysis 8 – CNI  Security for “Internet of Things” 9 – Smart Security for YOUR  Business!



Securing OUR Securing OUR “21“21stst Century Cyber World”  Century Cyber World”  
•• Open World:Open World: During the last 25 years we’ve evolved from the primitive Internet 

to the complex world of Web2.0, social, mobile & wireless applications

•• Criminals and Hackers Criminals and Hackers seek every opportunity to creatively penetrate wired, 
wireless, mobile devices, and social networking applications

•• The war against cybercriminals The war against cybercriminals requires us to continuously create new 
cybersecurity solutions for every conceivable cyberattack
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•• Standards, Architectures and Operational Security Policies Standards, Architectures and Operational Security Policies all ensure that the 
“business case for cybercriminals” is much less attractive

•• The DMZ Security Firewalls The DMZ Security Firewalls of the mid-1990s are now only a partial solution to 
the protection of critical infrastructure  for governments and business

…….In this presentation we explore the foundations of cybersecurity and the need to …….In this presentation we explore the foundations of cybersecurity and the need to 

provide operational & systems integration with traditional physical security forprovide operational & systems integration with traditional physical security for CNICNI



Understanding Physical and Virtual Understanding Physical and Virtual 

Critical National Infrastructure (CNI)Critical National Infrastructure (CNI)
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A Short History of Cybersecurity for A Short History of Cybersecurity for CNI/CIICNI/CII

•• Birth of CNI: Birth of CNI: Early proposals appeared around 15 to 20 years ago, during 

the mid-1990s, after birth of commercial internet

•• International discussions International discussions from G8, OECD and EU around 10 to 15 years 

ago with main focus upon physical CNI protection & less on cyber.

•• Early CNI/CII Plans: Early CNI/CII Plans: More detailed National CNI/CII Plans started to be 

prepared and published from around 5 to 7 years ago

•• Cybersecurity for CNI: Cybersecurity for CNI: Orchestrated cyberattacks on CNI for Estonia, 
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•• Cybersecurity for CNI: Cybersecurity for CNI: Orchestrated cyberattacks on CNI for Estonia, 

Georgia and others from 2007 onwards led to major work on cyber CNI.

•• Major National Investment programmes Major National Investment programmes for Cybersecurity for CNI is 

now in place for USA, UK, Canada, Europe & Far East as previously discussed

•• Significant Cyber Focus Significant Cyber Focus now for CNI in ALL major economic sectors such 

as Defence, Finance, Energy, Utilities, Transport, IT, Comms & Healthcare.



Critical Sectors and Infrastructure in Critical Sectors and Infrastructure in CyberspaceCyberspace
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Cyber Crime Cyber Crime against Critical Economic Sectorsagainst Critical Economic Sectors

•• Government:Government:
– Theft of secret intelligence, manipulation of documents, and illegal access to confidential 

citizen databases & national records

•• Banking/Finance:Banking/Finance:
– Denial of Service attacks against clearing bank network, phishing attacks against bank account 

& credit cards, money laundering

•• Telecoms/Mobile:Telecoms/Mobile:
– Interception of wired & wireless communications, and penetration of secure government & 

military communications networks

•• Transport/Tourism:Transport/Tourism:
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•• Transport/Tourism:Transport/Tourism:
– Cyber Terrorism against airports, air-traffic control, coach/train transport hubs, & malicious 

penetration of on-line travel networks

•• Energy/Water:Energy/Water:
– Manipulation and disruption of the national energy grid & utilities through interference of the 

process control network (SCADA)

......CybersecurityCybersecurity is a Critical National Issue that now requires a Global Response!is a Critical National Issue that now requires a Global Response!
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International CyberCrime: International CyberCrime: Top 20 CountriesTop 20 Countries
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Contemporary Cybersecurity ChallengesContemporary Cybersecurity Challenges
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Cybersecurity for Critical National Infrastructure (CNI)Cybersecurity for Critical National Infrastructure (CNI)

1 – The Strategic Importance of CNI 2 – Evolving Cyber Threats for CNI Sectors 3 3 –– NationalNational and International CNI Plansand International CNI Plans
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4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 – Energy & Transport Sectors - Analysis
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Some National & International Some National & International ““CNI/CII” CNI/CII” PlansPlans

•• USA: USA: NIPP 2013 – Partnering for Critical Infrastructure Security and Resilience

•• Canada: Canada: National Strategy and Action Plan for Critical Infrastructure

•• UN/ITU: UN/ITU: Generic National Framework for CIIP

•• Joint CanadaJoint Canada--USA USA Action Plan for Critical Infrastructure

•• Australia: Australia: National Guidelines for Protecting CNI from Terrorism

•• Germany: Germany: CIP Implementation Plan of the National Plan for CIIP
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•• Germany: Germany: CIP Implementation Plan of the National Plan for CIIP

•• UK UK -- Cabinet Office: Cabinet Office: Strategic Framework and Policy Statement on 
Improving the Resilience of CII . Also the “2013 Sector Resilience Plans”

•• Scotland: Scotland: Secure and Resilient – A Strategic CNI Framework for Scotland

•• OECD: OECD: Recommendation of the Council on the Protection of CII

CNI: CNI: Critical National InfrastructureCritical National Infrastructure

CIIP: CIIP: Critical Information Infrastructure ProtectionCritical Information Infrastructure Protection



National Plans for CNIP/CIIP National Plans for CNIP/CIIP -- Critical Information Critical Information 

Infrastructure Protection: Infrastructure Protection: USA and Germany USA and Germany 
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Regional Strategic Plans for CNIP/CIIP: Regional Strategic Plans for CNIP/CIIP: 
Scotland, UK  and Washington State, USAScotland, UK  and Washington State, USA
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Cybersecurity for Critical National Infrastructure (CNI)Cybersecurity for Critical National Infrastructure (CNI)

1 – The Strategic Importance of CNI 2 – Evolving Cyber Threats for CNI Sectors 3 – National & International CNI Plans
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Basic Principles of Smart Security SolutionsBasic Principles of Smart Security Solutions
• In the opening talk we provided some background theory and 

basic principles for Smart Systems which we summarise here:

……..Smart Security Solutions typically possess the following features:……..Smart Security Solutions typically possess the following features:

1)1) SpaceSpace--Time Awareness: Time Awareness: Location (GPS) & Real-Time Clocks

2)2) Learning, Adaptation & SelfLearning, Adaptation & Self--Organisation: Organisation: Real-Time Intelligence

3)3) Massive Memory & Storage: Massive Memory & Storage: Local & Remote Cloud Storage

4)4) Sustainability: Sustainability: Embedded Security – Everywhere in the Network!
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4)4) Sustainability: Sustainability: Embedded Security – Everywhere in the Network!

5)5) Scalable Networked Architecture: Scalable Networked Architecture: Smart Architectures will need to 
scale in space & time from micro cells to macro solutions 

6)6) Decision Focus: Decision Focus: “Knowledge Lens” for Data Mining & “Big Data” 
from Social Networks, Search & On-Line Commerce

7)7) Systems Integration: Systems Integration: Cyber and Physical Solutions & Operations

………Now we’ll consider the practical applications of these principles ………Now we’ll consider the practical applications of these principles 
on the critical economic business sectors for most nations!....on the critical economic business sectors for most nations!....



Transition to Transition to Smart Security Design Smart Security Design for for 

Critical National Information InfrastructureCritical National Information Infrastructure

• In this talk we’ll apply the practical “Smart Security Design 
Principles” to just a selection of national economic sectors:

1)1) Banking and FinanceBanking and Finance

2)2) Energy, Utilities and TransportationEnergy, Utilities and Transportation

3)3) National Civil and Military Defence National Civil and Military Defence 
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3)3) National Civil and Military Defence National Civil and Military Defence 

4)4) Healthcare and Social WelfareHealthcare and Social Welfare

5)5) Education and ResearchEducation and Research

6)6) ICT, Mobile and TelecommunicationsICT, Mobile and Telecommunications

7)7) Central and Regional GovernmentCentral and Regional Government

• You’ll then be able to easily extend these “Smart Principles” to the 
other key critical economic sectors such as Manufacturing



Building our Smart Security “Toolkit”Building our Smart Security “Toolkit”

(1) Smart Decision Principles (1) Smart Decision Principles -- “D“D--Genes”Genes”
•• Business DecisionsBusiness Decisions require focusing & filtering of Big Data 

sources in Space-Time to create local knowledge (Data 

Mining). Hence a  useful metaphor is the “Knowledge Lens”:

– Smart Decision “Genes” = Space, Time and Information Focus

– Conceptual “Knowledge Lens” can filter and focus information in 

“Space” from searching Big Data Sets to a Small focused Short-List
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“Space” from searching Big Data Sets to a Small focused Short-List

– The “Knowledge Lens” can focus information & present in real-time, 

possibly as an stream of multi-media news or market intelligence

•• “Knowledge Lens”: “Knowledge Lens”: This concept can be a useful architectural principle 

in the design of smart securitysmart security, smart business & smart governance

....21stC Cyber Attacks (such as Denial of Service) occur  in real....21stC Cyber Attacks (such as Denial of Service) occur  in real--time @Optical Speeds time @Optical Speeds 

via worldwide proxy servers, so ultra fast analysis, decisions and action is a must!via worldwide proxy servers, so ultra fast analysis, decisions and action is a must!



Building our Smart Security “Toolkit” Building our Smart Security “Toolkit” 

(2) Smart Learning Principles (2) Smart Learning Principles -- “L“L--Genes”Genes”

•• Smart Learning Smart Learning requires: Self-Organisation, Adaptation, Memory and 

Scalable Architecture. The Decision “Genes” are relatively traditional 

whilst these new Learning “Genes” lie at the heart of Smart Security.

–– SelfSelf--OrganisationOrganisation & Adaptation are essential principles of living systems 

and communities which include the well known self-organisation of insect 

roles in communities such as ants & bees.

–– Cellular Automata Cellular Automata demonstrate relatively complex behaviour from simple 
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–– Cellular Automata Cellular Automata demonstrate relatively complex behaviour from simple 

mathematical rules, as in Conway’s “Game of Life”

–– Simple Dynamic Recursive Maps Simple Dynamic Recursive Maps such as x => 4x(1-x) also result in 

complex chaotic behaviour as found in real world insect populations

–– Scalable ArchitectureScalable Architecture is also an essential feature of both plants & animal 

life, and Mandelbrot’s theory of Fractal Curves provides vivid examples.

•• Current Trends: Current Trends: Research into Learning, Self-Organisation & Adaptation 

remains extremely active in both ICT R&D Labs & Academic Institutions



Hybrid Organisation: Hybrid Organisation: Hierarchical & Organic Hierarchical & Organic 

•• Transition Transition from 19thC/20thC to 21stC Business & Governance 

requires fundamental re-structuring of operations:

–– 1919ththC /20C /20ththC Industrial Organisations: C Industrial Organisations: Hierarchical 

Bureaucracies (Pyramids) to process data/information.

–– 2121ststC Intelligent Organisations: C Intelligent Organisations: Networked Peer-to-Peer 

Business & Agencies with data processed in cyber clouds
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Business & Agencies with data processed in cyber clouds

•• Living SystemsLiving Systems, such as mammals, use hybrid organisation of 

their extended nervous system (brain & body) to optimise 

real-time learning and environmental adaptation

•• Smart Security Solutions Smart Security Solutions will also require hybrid organisation 

to optimise real-time response to cyber & physical attacks.



Smart Security Smart Security –– “Design Toolkit”“Design Toolkit”

• The plan is now to apply the Smart Decision and Learning “Genes” as the 
transition design tools for these selected critical economic business sectors:

–– Smart Decision “DSmart Decision “D--Genes” : Genes” : Spatial Geo-Location, Real-Time Operations, 
& Transforming Data to Decision through “Knowledge Lens”

–– Smart Learning “LSmart Learning “L--Genes”: Genes”: Adaptation, Self-Organisation, Scalable 
Architecture and Massive Memory & Data Storage
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Architecture and Massive Memory & Data Storage

–– Smart Sustainability: Smart Sustainability: Joint Operations for Cyber & Physical Security

–– Smart Governance: Smart Governance: On-Line eGovernment Services together with new 
Laws, Legislation & Regulations for Cybercrime, eCommerce & Privacy

…..Together these Smart Principles form our …..Together these Smart Principles form our “Design Toolkit”!“Design Toolkit”!



Cybersecurity for Critical National Infrastructure (CNI)Cybersecurity for Critical National Infrastructure (CNI)

1 – The Strategic Importance of CNI 2 – Evolving Cyber Threats for CNI Sectors 3 – National & International CNI Plans
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4 – 21stC Smart Systems – “Design Toolkit” 5 5 –– Banking and Finance Sector Banking and Finance Sector -- AnalysisAnalysis 6 – Energy & Transport Sectors - Analysis

7 – Civil and National Defence - Analysis 8 – CNI  Security for “Internet of Things” 9 – Smart Security for YOUR  Business!



“Smart Security” “Smart Security” -- Banking and FinanceBanking and Finance

• For each economic sector we’ll begin by analysing each of  the critical sectors in the 
context of the Smart Genetic Design Principles of “Decisions” and “Learning”, and then 
discuss the implications for upgraded Smart Security and Governance:

–– Smart Decisions:Smart Decisions:
•• GeoGeo--Location: Location: Smart Mobile Banking, with GPS Location to provide suggestions for shopping 

(based on profile), cafes, restaurants, nearby on-line friends…

•• RealReal--Time: Time: Financial & Commodity Trading, on-line share dealing, maximise interest rates, foreign 
exchange dealing. Banking has really pioneered “real-time” financial trading & networking during 
last 30 years!

•• Knowledge Lens: Knowledge Lens: Deep Data Mining, Business Intelligence2.0  and CRM (Customer Relationship 
Management for Banking & Investment Clients

–– Smart Learning:Smart Learning:
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–– Smart Learning:Smart Learning:
•• Adaptation & SelfAdaptation & Self--Organisation:  Organisation:  Investment Banks have pioneered applications of Smart Neural 

Network Apps, Adaptive Trading and Real-Time Risk Management. 

•• Massive Memory & Storage:  Massive Memory & Storage:  Secure Resilient Databases are Fundamental to Banking

•• Scalable Architecture:  Scalable Architecture:  Banks are moving from “bricks & mortar” to global scalable networks, and 
most now provide mobile & home banking “apps” and highly secure on-line account services

–– Smart Sustainable Security Smart Sustainable Security Encryption, Portable Pin Pads, Biometrics,   Cyber Risk  
Management

–– Smart Governance, Management and Operations : Smart Governance, Management and Operations : Data Integrity, Compliance & Audit, 
New Financial Regulations



Cybercriminals Target Cybercriminals Target Major UK BankMajor UK Bank
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Process Flow of Process Flow of CyberCriminalCyberCriminal Attack on Attack on 

Major UK Major UK Financial InstitutionFinancial Institution: 2010 : 2010 

25

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014
©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 

Source: White Paper by M86 Security: Aug 2010 

Such  Cyber Attacks, with variations, take place regularly in Such  Cyber Attacks, with variations, take place regularly in Banking &  Financial ServicesBanking &  Financial Services

... during ... during Summer 2014 Summer 2014 more than more than 83Million Accounts 83Million Accounts were “hacked” @ were “hacked” @ JP Morgan Chase  JP Morgan Chase  



Financial Services Server Financial Services Server -- Cyber Attack: Cyber Attack: 

Impact of XSS CrossImpact of XSS Cross--Site Scripting Site Scripting 

Solution: Always check rigorously

for data fields that allow user-input.

Ensure that there is no possibility for
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Ensure that there is no possibility for

User Script input to be executed in 

website coded “php” or “asp” pages



Financial ServicesFinancial Services: Personal Data Loss: Personal Data Loss
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Cybersecurity for Cybersecurity for Banking & FinanceBanking & Finance
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Banking & Finance Sector: Banking & Finance Sector: Cybersecurity ThreatsCybersecurity Threats

•• Banks & Financial Banks & Financial Institutions are prime targets for cybercriminals.

•• AccessAccess to Accounts is usually indirect through phishing scams, infected websites with 

malicious scripts, and personal ID Theft.

•• OnOn--Line bank transfers Line bank transfers are also commonly used for international money laundering of 

funds secured from illegal activities

•• Instant Money Transfer Services Instant Money Transfer Services are preferred for crimes such as the classic 

“Advanced Fee Scam” as well as Lottery and Auction Scams

• An increasing problem is CyberCyber--ExtortionExtortion instigated through phishing
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• An increasing problem is CyberCyber--ExtortionExtortion instigated through phishing

•• National & Commercial Banks National & Commercial Banks have also been targets of DDOS cyber attacks from 

politically motivated and terrorist organisations

•• Penetration Scans: Penetration Scans: Banks are pivotal to national economies and will receive 

penetration scans and attempted hacks on a regular basis.

•• OnOn--Line Banking Line Banking networks including ATMs, Business and Personal Banking are at the 

“sharp end” of financial security and require great efforts towards end-user 

authentication & transaction network security



Typical Security Threats, Risks and Controls: Typical Security Threats, Risks and Controls: 

Financial Services Data Centre (1) Financial Services Data Centre (1) 
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Source: NY State Dept of Financial Services



Typical Security Threats, Risks and Controls: Typical Security Threats, Risks and Controls: 

Financial Services Data Centre (2)Financial Services Data Centre (2)
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Source: NY State Dept of Financial Services



CybersecurityCybersecurity Threats & Risks for Threats & Risks for 

the Banking & Finance Sectorthe Banking & Finance Sector
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Cybersecurity for Critical National Infrastructure (CNI)Cybersecurity for Critical National Infrastructure (CNI)

1 – The Strategic Importance of CNI 2 –Evolving Cyber Threats for CNI Sectors 3 – National & International CNI Plans

4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 6 –– Energy & Transport Sectors Energy & Transport Sectors -- AnalysisAnalysis
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4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 6 –– Energy & Transport Sectors Energy & Transport Sectors -- AnalysisAnalysis

7 – Civil and National Defence - Analysis 8 – CNI  Security for “Internet of Things” 9 – Smart Security for YOUR  Business!



“Smart Security” “Smart Security” –– Energy & UtilitiesEnergy & Utilities

–– Smart Decisions:Smart Decisions:
•• GeoGeo--Location: Location: Managing & optimised local energy & utility needs within homes, 

apartments, offices, factories and public buildings.

•• RealReal--Time: Time: Ensuring that key power plants & utilities, such as water supply, can 
meet regional requirements second-by-second.

•• Knowledge Lens: Knowledge Lens: Forecasting future demand for oil, gas, electricity and water 
based upon historical usage & forecast economic growth/decline

–– Smart Learning:Smart Learning:

34

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014
©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 

–– Smart Learning:Smart Learning:
•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Adapting to local, regional & national energy 

demand through dynamic management control systems

•• Massive Memory & Storage: Massive Memory & Storage: Consumer & Business Billing & Payment Databases 

•• Scalable Architecture: Scalable Architecture: Energy Grids are also scalable networks from local pipes 
and cables to the central coal, oil or nuclear plant 

–– Smart Security: Smart Security: Resilience to cyber attacks to SCADA control systems by 
sophisticated trojans such as Stuxnet, as well as physical plant protection

–– Smart Governance: Smart Governance: Regular physical inspections & audits to minimise risks from 
major incident such as power shutdown, radiation, chemical or water leaks



Recent Analysis & Policies for Recent Analysis & Policies for 

Cybersecurity in the Cybersecurity in the Energy SectorEnergy Sector
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Cybersecurity Cybersecurity for Critical Information for Critical Information 

Infrastructure of the Infrastructure of the Energy SectorEnergy Sector
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International “KolaNet” Project Team: International “KolaNet” Project Team: 

Regional Nuclear Safety & Security Regional Nuclear Safety & Security 
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Control Room Control Room -- Kola Nuclear Power Station Kola Nuclear Power Station -- RussiaRussia
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Kola Nuclear Power Main Control 



KolaNet Project for KolaNet Project for Nuclear Safety & Security Nuclear Safety & Security ::1990s1990s
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Cybersecurity for the Cybersecurity for the Water UtilitiesWater Utilities
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“Smart Security” “Smart Security” –– TransportationTransportation
–– Smart Decisions:Smart Decisions:

•• GeoGeo--Location: Location: Managing secure movements of traffic on the roads, rail, air and 
maritime using both wired, wireless and satellite communications

•• RealReal--Time (RT) : Time (RT) : Ensure that all devices are connected and secured for real-time 
alerts, including continuous log streaming from aircraft, ships, cars and trains

•• Knowledge Lens: Knowledge Lens: Forecasting future traffic movements in order to size growth in 
major transport hubs such as airports, train stations, motorways and ports

–– Smart Learning:Smart Learning:

•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Adapting to the dynamics of the traffic statistics, 
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•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Adapting to the dynamics of the traffic statistics, 
as well as the routing patterns, and the cargo/freight requirements

•• Massive Memory & Storage: Massive Memory & Storage: In-Depth RT information on ALL vehicle movements

•• Scalable Architecture:  Scalable Architecture:  Efficient, Flexible & Scaled Transportation Networks & Hubs

–– Smart Security: Smart Security: Resilience to breakdowns, crashes, disasters that may be caused 
through accidents or deliberate acts of physical and cyber sabotage or attack

–– Smart Governance: Smart Governance: Regular physical inspections & audits or vehicles and 
transportation infrastructure to minimise risks of failure, disaster or attack (BCP/DR)



Cybersecurity:Cybersecurity: International Airports: International Airports: LHRLHR--T5T5
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Cybersecurity for Critical National Infrastructure (CNI)Cybersecurity for Critical National Infrastructure (CNI)

1 – The Strategic Importance of CNI 2 – Evolving Cyber Threats for CNI Sectors 3 – National & International CNI Plans
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4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 – Energy & Transport Sectors - Analysis

7 7 –– CivilCivil and National Defence and National Defence -- AnalysisAnalysis 8 – CNI  Security for “Internet of Things” 9 – Smart Security for YOUR  Business!



“Smart Security” “Smart Security” –– National Security & DefenceNational Security & Defence

–– Smart Decisions:Smart Decisions:
•• GeoGeo--Location: Location: For Civil Police & Military Security Assets, National Defence, 

Trans-Border Intelligence, Satellite Imagery & Mapping

•• RealReal--Time: Time: Command & Control (C4ISR) for Civil Disturbance & Crisis and 
Regional Military Conflict, Virtual War Operations Room

•• Knowledge Lens: Knowledge Lens: Filtering through real-time multimedia raw intelligence, 
images, audio, video to make informed decisions

–– Smart Learning:Smart Learning:
•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Hybrid Adaptive Organisation with 
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•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Hybrid Adaptive Organisation with 
Hierarchical C&C Coupled with networked cellular field operations

•• Massive Memory & Storage: Massive Memory & Storage: Historical and Current National & Regional 
Intelligence, Alert & Security Database & Operations Net

•• Scalable Architecture: Scalable Architecture: Resilient and Flexible Cellular C&C Network spanning all 
defence & military facilities and security assets

–– Smart Security: Smart Security: Essential integrated physical & cybersecurity for the integrity & 
protection of Citizens, Government, Business & Financial Assets

–– Smart Governance: Smart Governance: 21stC State of the Art C4ISR C4ISR – Command, Control, 
Communications, Computers, Intelligence, Surveillance, Reconnaissance



NATO NATO CybersecurityCybersecurity

Framework ManualFramework Manual
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NATO Framework: NATO Framework: The Five Mandates and The Five Mandates and 

Six Elements of the Cybersecurity CycleSix Elements of the Cybersecurity Cycle
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NATO Cybersecurity Framework: NATO Cybersecurity Framework: 

-- Organisational Architecture Organisational Architecture --
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NATO Framework: NATO Framework: The Cybersecurity The Cybersecurity 

Incident Model with 3 CrossIncident Model with 3 Cross--MandatesMandates
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UK National UK National CybersecurityCybersecurity Budget (2011Budget (2011--2015)2015)
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UK 2010 Strategic Defence and Security Review: UK 2010 Strategic Defence and Security Review: £650m £650m –– 4 Year Cybersecurity Programme4 Year Cybersecurity Programme



Cybersecurity Mitigation Strategies        Cybersecurity Mitigation Strategies        
-- Australian Govt: Department of Defence Australian Govt: Department of Defence --

50

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014
©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 



Smart Sustainable Security will extend Smart Sustainable Security will extend 

to ALL our to ALL our National Economic SectorsNational Economic Sectors

(1) Healthcare and Social Welfare

(2) ICT, Mobile and Telecommunications

(3) Education and Research

(4) Manufacturing & Logistics
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(4) Manufacturing & Logistics

(5) Retail and Distribution

(6) Central & Regional Government

.....ALL Economic Sectors will eventually require embedded .....ALL Economic Sectors will eventually require embedded 

“”smart security” “”smart security” in order to provide realin order to provide real--time resilience to time resilience to 

simultaneous physical and cyber attacks or sabotagesimultaneous physical and cyber attacks or sabotage



“Smart Security” “Smart Security” –– Healthcare & Social WelfareHealthcare & Social Welfare

–– Smart Decisions:Smart Decisions:
•• GeoGeo--Location: Location: GPS Location for Medical Emergencies, Patient Images, Crisis 

Management, Ambulance Routing, Regional Social Support

•• RealReal--Time: Time: On-Line Telemedicine Consultation & Preliminary Diagnosis. Also 
Smart Support during Intensive Hospital Surgery

•• Knowledge Lens: Knowledge Lens: Filtering & Analysing Complex 3D Medical Scan Images, as 
well as future Data Mining for On-Line Patient Records

–– Smart Learning:Smart Learning:
•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Challenging Medical Research in New 
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•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Challenging Medical Research in New 
Treatments for Cancer & Neural Diseases through Global Partnerships

•• Massive Memory & Storage: Massive Memory & Storage: Design, Analysis and extensive Patient Trials of 
New Pharmaceutical Drugs, including new “Smart Drugs”

•• Scalable Architecture: Scalable Architecture: National professional support network for both social 
welfare as well as citizen health, diagnosis and treatments

–– Smart Security: Smart Security: Cybersecurity & Personal Privacy for Patient Records, as well as 
integrated security for hospitals, medical assets, drugs & social welfare facilities

–– Smart Governance: Smart Governance: Professional Government Support, Management & Funding 
for National Medical & Social Welfare Services



Cybersecurity for the Cybersecurity for the Healthcare SectorHealthcare Sector
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Healthcare in the Russian Arctic Healthcare in the Russian Arctic –– Kola PeninsulaKola Peninsula
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“Smart Security” “Smart Security” -- ICT, Mobile & TelecommunicationsICT, Mobile & Telecommunications

–– Smart Decisions:Smart Decisions:
•• GeoGeo--Location: Location: Local Mobile Information – Maps, Satellite Imagery, 

Climate, Geology, History, On-Line Persons on Smart Devices.

•• RealReal--Time: Time: Financial Transactions, ePayments, eGovernment Services, 
IM, Social Media, MMORG and Immersive Virtual Worlds

•• Knowledge Lens: Knowledge Lens: Global Data & Information can be filtered and 
focused for Local Decisions with ICT enabled “Knowledge Lens”

–– Smart Learning:Smart Learning:
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–– Smart Learning:Smart Learning:
•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Mobile, Wireless & Cellular Ad-Hoc 

Networks use adaptive routing & roaming protocols

•• Massive Memory & Storage: Massive Memory & Storage: ICT provides the essential Smart Storage 
& Processing Tools including System Virtualisation & Cloud Computing

•• Scalable Architecture: Scalable Architecture: Fundamental for smart ICT systems that already 
scale from nano machines to global search & social media “apps”

–– Smart Security: Smart Security: Cybersecurity needs to be embedded EVERYWHERE!

–– Smart Governance: Smart Governance: ICT requires new laws, regulations & governance



Cybersecurity Cybersecurity for ICT, for ICT, 

Mobile & TelecommunicationsMobile & Telecommunications
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UN/ITU UN/ITU CybersecurityCybersecurity Guides & ToolkitsGuides & Toolkits
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“Smart Security” “Smart Security” -- Education & ResearchEducation & Research

–– Smart Decisions:Smart Decisions:

•• GeoGeo--Location: Location: Mobile Education, Navigation & Mapping, Augmented & 
Immersive Reality based on Geo-Location with Mobile Devices & Headsets

•• RealReal--Time: Time: Networked Laboratories for Synchronised Parallel Research in 
Genetics, High-Energy Physics, Optical & Radio-Astronomy

•• Knowledge Lens: Knowledge Lens: Smart Grid Computing with In-Depth Data Mining in search for 
New Particles in CERN LHC Collider. 

–– Smart Learning:Smart Learning:
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–– Smart Learning:Smart Learning:

•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Virtual On-Line Colleges for remote students. 
Collaborative academic & commercial Techno Parks & Labs

•• Massive Memory & Storage: Massive Memory & Storage: Crowd Sourced Volunteer PC Research as in the 
SETI Project (BOINC – Berkeley Open Net Computing)

•• Scalable Architecture: Scalable Architecture: Business Opportunities for Global Niche College for 
minority study & research themes. Study courses on mobile “apps”!

–– Smart Security: Smart Security: College Campus & Laboratory Cyber & Physical Security

–– Smart Governance: Smart Governance: Rigorous Educational Data Audit & Compliance Regime



National Initiative for Cybersecurity Education National Initiative for Cybersecurity Education (NICE)(NICE)
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“Smart Security” “Smart Security” -- GovernmentGovernment

–– Smart Decisions:Smart Decisions:
•• GeoGeo--Location: Location: Tracking all government assets, physical & electronic documents and 

devices to reduce loss or corruption of information

•• RealReal--Time: Time: Ensure that the government ALWAYS has complete real-time info on its 
resources, staff and financial & political affairs

•• Knowledge Lens: Knowledge Lens: “In-Depth” Smart Data Mining to link Government Databases 
relating to ALL Government Ministries & Agencies 

–– Smart Learning:Smart Learning:
•• Adaptation & SelfAdaptation & Self--Organisation: Organisation: Flexible Networked Government Organisations and 

Operations to respond to evolving national & international events, policies & overall 
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Operations to respond to evolving national & international events, policies & overall 
business & political environment

•• Massive Memory & Storage: Massive Memory & Storage: Ability to store and analyse PetaBytes of  Government 
Data relating to Programmes, Policies & Governance

•• Scalable ArchitectureScalable Architecture: Efficient networked operational framework for the transparent 
management of national, region and local citizen programmes

–– Smart Security: Smart Security: Implementation of integrated Physical and Cyber Security Operations 
according to International Standards – ISO/ITU

–– Smart Governance: Smart Governance: Provision of Open eGovernment Portal supporting ALL major 
Ministries, Agencies and Partners for On-Line Transaction Processing & Analysis



Smart Security: Smart Security: GovernmentGovernment
•• Cyber Agencies: Cyber Agencies: Governments such as UK, USA, Canada, Malaysia, South Korea , Australia and 

many other nations have all implemented cybersecurity agencies & programmes

•• eGovernment ServiceseGovernment Services are critically dependant upon strong cybersecurity with authentication for 
the protection of applications, and citizen data

•• Compliance Audit: Compliance Audit: All Government Ministries & Agencies should receive in-depth ICT physical & 
cyber security audits, as well as full annual compliance reviews

1) National Defence Forces

2) Parliamentary Resources

3) Land Registry & Planning System

4) Citizen IDs and Passports

5) Laws, Legislations, and Policies
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5) Laws, Legislations, and Policies

6) Civilian Police, Prisons & National e-Crimes Unit (NCU)

7) National CERT – Computer Emergency Response Team

8) Inter-Government Communications Network

9) eServices for Regional & International Partnerships

10) Establishment of cybersecurity standards & compliance

11) Government Security Training and Certification 

.......Eventually ALL UN Member States will find it necessary to implement, regulate, audit and manage 

Cybersecurity through some form of dedicated National Cybersecurity Agency National Cybersecurity Agency (Smart Security)



Cybersecurity Benefits: Cybersecurity Benefits: GovernmentGovernment

• Improved cybersecurity provides significant economic & political benefits to 

the Government & Critical National Service Sectors including:

–– eGovernment: eGovernment: Fully secure & cost effective delivery of on-line services to both citizens and 

businesses, such as taxes & customs, social welfare, civil & land registries, passports & 

driving licences

–– eDefence: eDefence: Early warning, alerts and defences against cyber attacks through national CERT 

(Computer Emergency Response Centre)
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(Computer Emergency Response Centre)

–– Cybercrime: Cybercrime: Investigate, Digital Forensics and Prosecution of cybercrimes such ID & Financial 

Theft, “Computer Misuse, Laundering, On-Line Drug Trafficking & Pornographic Materials

–– Cyberterrorism: Cyberterrorism: Ability to assess, predict and prevent potential major cyber terrorist attacks, 

and to minimise damage during events

–– Power & Water Utilities: Power & Water Utilities: Prevent malicious damage to control systems

–– Telecommunications: Telecommunications: Top security of government communications with alternative routings, 

encryption & protection against cyber attacks both internet & external to the nation state.



UN/ITU UN/ITU -- Georgian Cyber Mission Georgian Cyber Mission Objectives & OutcomesObjectives & Outcomes

•• Stakeholders: Stakeholders: Interview the key stakeholders including the major civil Government 
Ministries, Parliament, Georgian CERT (GRENA) & Critical Infrastructure Sectors 
(Telecommunications, ISPs, National & Commercial Banks)

•• UN/ITU UN/ITU -- GCA: GCA: Follow the 5 GCA Pillars: Legal, Technology, Organisation, Capacity Building 
& Partnerships and develop detailed recommended Action Plan Action Plan & Rolling Project RoadRolling Project Road--Map Map 
for the Georgian Government

•• General Outcomes: General Outcomes: 

–– National Cybersecurity Agency(NCA) : National Cybersecurity Agency(NCA) : Recommendation to establish an NCA with 
authority and budget to manage the national cybersecurity strategy & programmes  -
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authority and budget to manage the national cybersecurity strategy & programmes  -
The Data Exchange Agency (DEA) within Georgian Ministry of Justice manages National 
Cybersecurity Programmes.

–– Georgian CERTs: Georgian CERTs: Key players with professional skills that can be leveraged to build up 
capacity across both the Public and Private Sector working with International Partners

–– Critical Infrastructure: Critical Infrastructure: Recommendation to Review, Audit and then Upgrade Critical 
Infrastructure to International Technical & Operational Security Standards (ITU/ISO)

…………LongLong--Term Success will be dependant upon developing professional cybersecurity Term Success will be dependant upon developing professional cybersecurity 
skills through publicskills through public--private partnerships that leverage all skills & knowledgeprivate partnerships that leverage all skills & knowledge



Cybersecurity forCybersecurity for the the Georgian ParliamentGeorgian Parliament
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…..Critical Infrastructure Analysis during the UN/ITU Cybersecurity Mission included Georgian Parliament…..Critical Infrastructure Analysis during the UN/ITU Cybersecurity Mission included Georgian Parliament



Georgia: Data Exchange Agency (DEA)                         Georgia: Data Exchange Agency (DEA)                         

-- Cybersecurity and eGovernance Cybersecurity and eGovernance --
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Cybersecurity for Critical National Infrastructure (CNI)Cybersecurity for Critical National Infrastructure (CNI)

1 – The Strategic Importance of CNI 2 – Evolving Cyber Threats for CNI Sectors 3 – National & International CNI Plans

4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 – Energy & Transport Sectors - Analysis
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4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 – Energy & Transport Sectors - Analysis

7 – Civil and National Defence - Analysis 8 8 –– CNICNI Security for “Internet of Things”Security for “Internet of Things” 9 – Smart Security for YOUR  Business!



European Research Cluster: European Research Cluster: Internet of ThingsInternet of Things
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CybersecurityCybersecurity for Critical Sector Environmental Networks:for Critical Sector Environmental Networks: “Internet of Things”“Internet of Things”

Sensor Networks
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IERC IERC –– Research Cluster Reports on Research Cluster Reports on ““Smart Smart 

Systems” & the Internet of ThingsSystems” & the Internet of Things
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Cybersecurity for Critical National Infrastructure (CNI)Cybersecurity for Critical National Infrastructure (CNI)

1 – The Strategic Importance of CNI 2 – Evolving Cyber Threats for CNI Sectors 3 – National & International CNI Plans

4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 – Energy & Transport Sectors - Analysis
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4 – 21stC Smart Systems – “Design Toolkit” 5 – Banking & Finance Sector – Analysis 6 – Energy & Transport Sectors - Analysis

7 – Civil and National Defence - Analysis 8 – CNI  Security for “Internet of Things” 9 9 –– SmartSmart Security  for YOUR Business!Security  for YOUR Business!



“Smart Security” for Critical Sectors: “Smart Security” for Critical Sectors: 

YOUR Shopping and To Do List!YOUR Shopping and To Do List!
•• Security Audit: Security Audit: In-Depth Security Audit and Action Report - Spanning BOTH 

Physical and Cybersecurity Operations, Assets and Technologies

•• International Standards: International Standards: Understand and Implement Security Policies and 
Programmes to International Standards – ISO/IEC, UN/ITU, IEEE, NIST, ASIS, ISF

•• Training: Training: Professional Training: Form strategic partnerships with leading 
educational & research institutions to develop pipeline of professional 
graduations in cybersecurity & integrated security technologies 
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graduations in cybersecurity & integrated security technologies 

•• CERT/CSIRTs: CERT/CSIRTs: Understand the critical role of Cybersecurity CERTs and link their 
alerts and operational processes within your overall security policies

•• Security AssociationsSecurity Associations: Join Security Associations and follow emerging 
developments in Cybersecurity for ““Smart Systems” Smart Systems” &  “Internet of Things”“Internet of Things”

•• .......YOUR Top Priority is Professional Cybersecurity Training & Certification .......YOUR Top Priority is Professional Cybersecurity Training & Certification 
with regular course “Topwith regular course “Top--Ups” since the field is moving at supersonic speed!Ups” since the field is moving at supersonic speed!



Traditional Traditional “Physical Security” “Physical Security” Programmes in the Programmes in the 

context of context of “Cybersecurity” “Cybersecurity” for for “Critical Sectors”“Critical Sectors”
•• Audit & Compliance: Audit & Compliance: Investments in establishing and upgrading cybersecurity defences against 

cybercrime means that all physical security and associated operational staff should also be reviewed for 
compliance with policies, and audited to international standards

•• Integration: Integration: Physical and Cybersecurity operations should be linked “step-by-step” at the command and 
control level within each prioritised critical economic sector

•• Physical Security Physical Security for critical service sectors such as governments, airports, banks, telecommunications, 
education, energy, healthcare  and national defence should be included within the strategy and policies for 
Cybersecurity and vice versa

•• Upgrades: Upgrades: In order to maximise security, Government and Businesses need to upgrade and integrate 
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•• Upgrades: Upgrades: In order to maximise security, Government and Businesses need to upgrade and integrate 
resources & plans for both physical & cybersecurity during the next 3 to 5 years. 

•• Training:  Training:  Investment in Programme of Cross Training and Awareness such that Cybersecurity Specialists have 
good knowledge and understanding of physical security and vice versa

•• Roadmap: Roadmap: I’d recommend developing a focused totaltotal security action plan and roadmap (Physical & Cyber) for 

each critical sector within YOUR National Economy & Enterprise Zones following the UN/ITU GCA FrameworkUN/ITU GCA Framework

....Ensure that these ActionsActions are also all listed in your “Shopping and To Do List”!“Shopping and To Do List”!



Engineering Cybersecurity for CNI: Engineering Cybersecurity for CNI: Cyber Skills StrategyCyber Skills Strategy

•• National and SectorNational and Sector--Based CERTs: Based CERTs: Each country needs to build cybersecurity skills within 

the context of its national cybersecurity plan, led by the National CERT /CSIRT

•• Stakeholders: Stakeholders: The skills development programme will be an on-going multi-year programme 

and should be undertaken by the government in partnership with key public & private security 
stakeholders including:

– Academic & Research Institutions such as major Universities & Colleges

– Awareness Programmes with High Schools through competitions such as the UK and US 
Government “Cyber Challenge” Programmes , and Global Cyber Forensics  Challenge

– ICT Market Sector, including the major Telecommunications, ISP & Mobile Players

– Critical Service Sector Businesses including Energy, Financial & Transportation
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– Critical Service Sector Businesses including Energy, Financial & Transportation

– Strong focus on training for Law Enforcement Professional & Civilian Agencies

•• Support: Support: The Government should provide some financial support to “kick-start” the programme 

which should initially run for 3 to 5 years, with the aim to train-up professionally certified 
cybersecurity specialists at major educational institutions. UK’s GCHQ has recently launched HighUK’s GCHQ has recently launched High--
Level MSc Cybersecurity Training through university affiliates that are audited and then certified.Level MSc Cybersecurity Training through university affiliates that are audited and then certified.

……..PeoplePeople are both the most important asset, but also often the weakest link!are both the most important asset, but also often the weakest link!



Internet Training Course: Internet Training Course: Kola Academy of Sciences Kola Academy of Sciences 
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Whiskey 137 Class Whiskey 137 Class –– Soviet Submarines (Project 613) Soviet Submarines (Project 613) 
Proposed Barter Deal in 1992 for Proposed Barter Deal in 1992 for Training Centre Training Centre Network (Network (СПИИРАНСПИИРАН))
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CybersecurityCybersecurity Skills & Capacity BuildingSkills & Capacity Building
•• Critical Cyber Skills Shortage: Critical Cyber Skills Shortage: Professional Cybersecurity Skills are currently in extremely 

short supply even in developed countries & regions such as USA, UK and Europe!

• US Cyber Skills Report: S Cyber Skills Report: The US Centre for Strategic and International Studies published a 
report in July 2010 recommending ways to overcome the skills crisis
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•• UK Cyber Challenge: UK Cyber Challenge: The UK Government launched the Cybersecurity Challenge – 2010

•• GCHQGCHQ launched Partnership Programme for Cybersecurity Master Degrees (MSc) with 
several UK Universities including Oxford, Edinburgh, Lancaster & London – August 2014 



Annual International Annual International Digital Forensics Digital Forensics ChallengeChallenge

Winning Team 2009 : Winning Team 2009 : fromfrom South KoreaSouth Korea
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Some Professional Some Professional CybersecurityCybersecurity RolesRoles

1) Chief Information Security Officer (CSO/CISO)

2) Systems Operations & Maintenance Personnel

3) Network Security Specialists

4) Digital Forensics & Incident Response Analysts

5) Information Security Assessor
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5) Information Security Assessor

6) Information Systems Security Officer

7) Security Architect

8) Vulnerability Analyst

9) Information Security Systems & Software Development



Critical Cybersecurity Critical Cybersecurity Skills NeedsSkills Needs

Management Information Assurance Technical

• Cybersecurity business case 

formulation

• IT Base skills

• Staff Management skills/ Leadership 

skills

• Personnel Security 

• Multi-Disciplinary skills (technology, 

• Cybersecurity Policies, Standards 

and Procedures

• Risk Management

• System Accreditation

• Compliance Checking 

• Audit and Monitoring

• User Rights and Responsibilities

• IT technical skills (security 

management)

• IT technical skills (IT defences 

deployment)

• Security Design Principles e.g. 

zoning

• Resilient Infrastructure

79

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014
©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 

• Multi-Disciplinary skills (technology, 

people etc)

• Communication skills

• Cyber-Criminal Psychology

• Cyber-Ethics Skills

• Data ownership

• User Rights and Responsibilities

• Incident Management Process 

Design

• Assurance, trust and confidence 

mechanisms

• Resilient Infrastructure

• Data Protection/ System 

administration

• Cryptographic and Applied Crypto 

Skills

• Data custodianship

• Operational Security

• Incident Management



UN/ITU: Global Cybersecurity ProgrammesUN/ITU: Global Cybersecurity Programmes
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Multiple ITU Programmes that contribute to National Cybersecurity Skills Building! Multiple ITU Programmes that contribute to National Cybersecurity Skills Building! Multiple ITU Programmes that contribute to National Cybersecurity Skills Building! Multiple ITU Programmes that contribute to National Cybersecurity Skills Building! 



ITU Standardization Work
ICT Security Standards Roadmap 
ITU-R Security Activities

ITU-T Study Group 17 
ITU-T Study Group 2

ITU Standardization Work
ICT Security Standards Roadmap 
ITU-R Security Activities

ITU-T Study Group 17 
ITU-T Study Group 2

Technical and 
Procedural MeasuresITU Toolkit for Cybercrime Legislation

ITU Publication on Understanding 
Cybercrime: A Guide for Developing 
Countries

ITU Toolkit for Cybercrime Legislation

ITU Publication on Understanding 
Cybercrime: A Guide for Developing 
Countries

Legal MeasuresLegal Measures

ITU-IMPACT CollaborationITU-IMPACT Collaboration

Organizational Structures

UN/ITU: Global Cybersecurity Agenda: UN/ITU: Global Cybersecurity Agenda: Training ResourcesTraining Resources
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ITU High Level Expert Group (HLEG) 
ITU-IMPACT Collaboration
ITU Cybersecurity Gateway
ITU’s Child Online Protection (COP)

ITU High Level Expert Group (HLEG) 
ITU-IMPACT Collaboration
ITU Cybersecurity Gateway
ITU’s Child Online Protection (COP)

International Cooperation

ITU National Cybersecurity/CIIP Self-Assessment Tool 
ITU Toolkit for Promoting a Culture of Cybersecurity 
ITU Botnet Mitigation Toolkit and pilot projects

IMPACT Training and Skills Development Centre
IMPACT Research Division

ITU National Cybersecurity/CIIP Self-Assessment Tool 
ITU Toolkit for Promoting a Culture of Cybersecurity 
ITU Botnet Mitigation Toolkit and pilot projects

IMPACT Training and Skills Development Centre
IMPACT Research Division

Capacity Building

ITU-IMPACT Collaboration
National CIRT establishment 
ITU-IMPACT Collaboration
National CIRT establishment 



CISSP CISSP Certification Certification –– International Cyber QualificationInternational Cyber Qualification

• The CISSPCISSP –– Certified Information Systems Security Professional is one of the 

highest international qualifications from the (ISC)² , and is based upon the core 

tenets of Confidentiality, Integrity & Availability:Confidentiality, Integrity & Availability:

1) Access Control

2) Application Security

3) Business Continuity and Disaster Recovery

4) Cryptography
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5) Information Security and Risk Management

6) Legal, Regulations, Compliance and Investigations

7) Operations Security

8) Physical (Environmental) Security

9) Security Architecture and Design

10)Telecommunications and Network Security

•• An inAn in--depth study of all these security topics would fill an intensive 3 month training depth study of all these security topics would fill an intensive 3 month training 

schedule, but I hope that my “trilogy“ of presentations has provided the foundations!schedule, but I hope that my “trilogy“ of presentations has provided the foundations!



Striving forStriving for Cybersecurity Cybersecurity Resilience!Resilience!
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Painting Courtesy of Painting Courtesy of -- Dr Alexander RimskyDr Alexander Rimsky--Korsakov  Korsakov  - Great Grandson of the Russian Composer



The Surrealistic Paintings of Dr Alexander RimskyThe Surrealistic Paintings of Dr Alexander Rimsky--KorsakovKorsakov
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EastEast--West Security Conference West Security Conference –– Paris 2014  Paris 2014  

-- Cybersecurity Presentation Slides (PDF) Cybersecurity Presentation Slides (PDF) --
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Download Link: Download Link: www.valentina.net/Eastwww.valentina.net/East--West2014/West2014/



“Cybersecurity for Critical “Cybersecurity for Critical 

National Infrastructure”National Infrastructure”
3030thth EastEast--West Security Conference West Security Conference –– Paris, FranceParis, France

“Cybersecurity for Critical “Cybersecurity for Critical 

National Infrastructure”National Infrastructure”
3030thth EastEast--West Security Conference West Security Conference –– Paris, FranceParis, France

ThankThank--You!...You!...ThankThank--You!...You!...
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ThankThank--You!...You!...ThankThank--You!...You!...

Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/

Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/



Professional Profile Professional Profile -- Dr David E. Probert Dr David E. Probert 
�� Computer Integrated Telephony (CITComputer Integrated Telephony (CIT)) – Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with 

telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

�� Blueprint for Business CommunitiesBlueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the 

“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

�� European Internet Business Group (EIBGEuropean Internet Business Group (EIBG) ) – Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included 

support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.  

Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

�� Supersonic Car (ThrustSSC)Supersonic Car (ThrustSSC) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st Multi-Media and e-Commerce Web-

Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record. (Oct 1997), which still stands after 17 years!

�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 

networking products with technology partners from both UK and Taiwan. 
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�� Networked Enterprise SecurityNetworked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall 

responsibility for 50+ professional engineers & a diverse portfolio of hi-tech networked security products across global markets.

�� GeorgiaGeorgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make recommendations on all aspects of IT security, 

physical security and BCP/DR relating to the Georgian Parliament. Also  appointed by the UN/ITU  as expert for in-depth cybersecurity audit & roadmap.

�� ArmeniaArmenia – Appointed by USAID/CAPS to develop  eGovernance,  eSecurity , eSociety Report, Roadmap & Action Plan which has since been implemented

�� UN/ITUUN/ITU – Senior Adviser – Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1stst Class Honours Degree in Mathematics (Bristol Class Honours Degree in Mathematics (Bristol 

University) &  PhD  from Cambridge University in SelfUniversity) &  PhD  from Cambridge University in Self--Organising Systems (Evolution of Stochastic Automata) , and his Organising Systems (Evolution of Stochastic Automata) , and his 

full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007--2015 Editions2015 Editions.



Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/

Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/
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Thank you for your time!Thank you for your time!Thank you for your time!Thank you for your time!



“Cybersecurity for Critical “Cybersecurity for Critical 

National Infrastructure”National Infrastructure”
3030thth East/West Security Conference East/West Security Conference –– Paris, FranceParis, France
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Smart Sustainable Security Smart Sustainable Security –– “Theme Trilogy”“Theme Trilogy”
Theme (1) Theme (1) –– SmartSmart Security : Security : Integrated Cybersecurity and Physical SecurityIntegrated Cybersecurity and Physical Security

-- Understanding and Mapping the Worldwide Cyber ThreatsUnderstanding and Mapping the Worldwide Cyber Threats

-- Transition to Smart Systems : Embedded Networked Intelligence Transition to Smart Systems : Embedded Networked Intelligence 

-- Emergence of Smart Security:  Hybrid CyberEmergence of Smart Security:  Hybrid Cyber--Physical ApplicationsPhysical Applications

“Operational“Operational ConvergenceConvergence “                                                              “                                                              1313thth Oct: 09:10 Oct: 09:10 –– 09:5009:50

ThemeTheme (2)(2) –– National Security : National Security : Strategy,  Models, and Road MapsStrategy,  Models, and Road Maps

-- UN/ITU UN/ITU –– Global Cybersecurity Agenda and GuideGlobal Cybersecurity Agenda and Guide

-- Operations, Technology, Legal, Training, PartnershipsOperations, Technology, Legal, Training, Partnerships
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-- UN/ITU UN/ITU –– Global Cybersecurity Agenda and GuideGlobal Cybersecurity Agenda and Guide

-- Operations, Technology, Legal, Training, PartnershipsOperations, Technology, Legal, Training, Partnerships

-- Case Studies of “National Cybersecurity Agencies”Case Studies of “National Cybersecurity Agencies”

“Architecture & Standards”“Architecture & Standards” 1313thth Oct: 14:30 Oct: 14:30 –– 15:1015:10

Theme (3)Theme (3) -- Critical Security : Critical Security : Sector Threats and Smart SolutionsSector Threats and Smart Solutions

-- Smart Security for Critical National Infrastructure (CNI):  Smart Security for Critical National Infrastructure (CNI):  

-- Finance, Transportation, ITC, Energy, Defence and more!...Finance, Transportation, ITC, Energy, Defence and more!...

-- Engineering Smart Technical and Operational SolutionsEngineering Smart Technical and Operational Solutions

“Intelligent  Applications” “Intelligent  Applications” 1414thth Oct:Oct: 11:15 11:15 –– 11:5511:55

Download SlideDownload Slides: s: www.valentina.net/Eastwww.valentina.net/East--West2014/West2014/



Additional Additional CybersecurityCybersecurity ResourcesResources
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21stC Technology Foundations for 21stC Technology Foundations for Smart SystemsSmart Systems

•• Smart Systems Smart Systems require a wide diversity of functions & features just like “living organic cells”. 
Advanced ICT technologies now provides many existing & emerging smart options:

–– Networks: Networks: High-Speed Giga Byte Networking: Physical, Mobile & Wi-Fi

–– Virtualisation: Virtualisation: Multi-Threaded Processors & System Virtualisation

–– Massive Storage: Massive Storage: Internal, External & “Cloud” Storage, with Data Mining

–– Semantic Web:  Semantic Web:  Led by W3C – “Smart Web” with linguistic understanding

–– Cybersecurity: Cybersecurity: Real-Time Security for O/S & Applications Software

–– Architecture : Architecture : Scalable Architecture Solutions for Software Platform

–– Interface: Interface: Intelligent User Interface:  Touch & Body Control
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–– Interface: Interface: Intelligent User Interface:  Touch & Body Control

–– Standards: Standards: Conformance to International Standards (ISO/IEEE)

–– Location: Location: Location Aware (GPS) & Environmental Sensors/Feedback

–– Immersive Media: Immersive Media: Augmented Reality (AR) for Immersive Real/Virtual Worlds

–– Social Media & Search: Social Media & Search: Both are now generic global ICT service capabilities

–– Smart Mobile Media: Smart Mobile Media: At the heart of new Business Models & Architectures

•• Internet Protocol Internet Protocol –– TCP/IP (1975 TCP/IP (1975 –– VintVint Cerf & Robert Kahn) Cerf & Robert Kahn) -- is itself an adaptive is itself an adaptive 
networking protocol with dynamic routing, transmission and congestion controlnetworking protocol with dynamic routing, transmission and congestion control



“Master Class”: Armenia “Master Class”: Armenia -- DigiTec2012DigiTec2012

-- Smart Security, Economy & Governance Smart Security, Economy & Governance --
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Download: Download: www.valentina.net/DigiTec2012/



Cyber Attack Cyber Attack on on Personal Laptop:Personal Laptop: 33rdrd Oct 2014 Oct 2014 

• Downloaded Express Thumbnail Creator 
(Shareware) from Tucows.com for Web Page

• Chose Advanced Option not to install alternative 
Browser Tabs or new Search Software

• Installation Software took much longer than 
expected and started to install “Potentially 
Unwanted Programs” (PUPs) = Malware

• Malware downloaded included unwanted 
StormWatchStormWatch, , RocketTabRocketTab and GroovorioGroovorio

• McAfee Real-Time Applications Checker 
quarantined multiple Artemis Trojan AppsArtemis Trojan Apps!

• System Restore failed with Corrupt Files Error

• Reset Firefox, IE and Chrome to Factory Settings

• Full Virus Check with McAfee McAfee Total Protection

• Use sfcsfc//scannowscannow to repair some files but error 
shows remaining windows OS corruption

• Used CheckDiskCheckDisk on all drives to fix corruption

• Finally used DISMDISM for On-Line HealthCheckHealthCheck and 
RestoreHealthRestoreHealth for Windows OS 8.1 for repairs

• Edited Start Menu to delete unwanted malware

• Installed and scanned using MalwareBytes.orgMalwareBytes.org
which found several dangerous malware files

(1) Sequence and Symptoms of Cyber Attack(1) Sequence and Symptoms of Cyber Attack (2) Steps to Discover and Delete Malware(2) Steps to Discover and Delete Malware
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quarantined multiple Artemis Trojan AppsArtemis Trojan Apps!

• Stopped Software Download & Installation 
prematurely since clearly something  wrong!

• Discovered Internet Explorer had new Proxy 
Server Setting and could not connect to Internet

• Rebooted computer and received unusual blank 
command Prompt Screen on start-up sequence

• Both Windows and McAfee Firewalls disabled

• Result was PC wide open to hacker attacks 
via open firewall and internet routed through 
criminal proxy server for theft of personal ID

which found several dangerous malware files

• Installed  Hitman_x64Hitman_x64 as second opinion scanner 
which discovered further client.exe startup file for 
the RocketTab Malware as well as numerous ad 
cookies.

• Used McAfee Virtual McAfee Virtual TechnicanTechnican to check on Anti-
Virus Installation. Still failed some checks so fully re-
installed Mcafee on-line for maximum security

•• Time to Fix Malware Attack = 5+ Hours!Time to Fix Malware Attack = 5+ Hours!



Ages of Computing, Networking & Intelligence: Ages of Computing, Networking & Intelligence: 1960 1960 -- 21stC21stC
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Ages of Computing, Networking & Intelligence: Ages of Computing, Networking & Intelligence: 1960 1960 –– 2020+2020+

•• 1960 to 1980 (Computing Big Bang 1960 to 1980 (Computing Big Bang –– PhysicalPhysical Data Data ): ): “Big is Beautiful” 

– Era of Massive Mainframe Computing with Minimal Networking

•• 1980 to 2000 (Network Architecture 1980 to 2000 (Network Architecture –– Fluid InformationFluid Information): ): “Small is 

Beautiful” – Evolution of Networking (Ethernet, Token-Ring, and TCP/IP: 

‘75 – Vint Cerf & Robert Kahn ), PCs, Web1.0: ‘92-’94 & Mobile Phones
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•• 2000 to 2020+ (Intelligent Systems 2000 to 2020+ (Intelligent Systems –– Cellular KnowledgeCellular Knowledge): ): “Smart 

Solutions”- Web2.0, Social Media, Smart Phones & Intelligent Apps.

•• Summary: Summary: The Evolution of ICT mirrors the Evolution of the Physical 

Universe, DNA/RNA Bio-Architecture, Intelligent Organisms & Life.


