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UN/ITU: HighUN/ITU: High--Level Expert Group Level Expert Group 

–– Global Cybersecurity Agenda Global Cybersecurity Agenda --
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…..The UN/ITU Secretary General established “Cybersecurity” as a TOP priority!…..The UN/ITU Secretary General established “Cybersecurity” as a TOP priority!
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Global IP Connectivity: Global IP Connectivity: RealReal--Time InfectionTime Infection
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“Visualisation of Cyberspace”: “Visualisation of Cyberspace”: Global IP “WHOIS” AddressesGlobal IP “WHOIS” Addresses
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…From 19…From 19ththC Physical World  To 21C Physical World  To 21ststC Intelligent WorldC Intelligent World! ...! ...



Big HornBig Horn

(2) Rock Creek to Big Horn: (2) Rock Creek to Big Horn: Overland Stage CoachOverland Stage Coach
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1919thth C RoadC Road--Map Map –– Rev Herbert E. Probert Rev Herbert E. Probert –– Cheyenne City to Big Horn, Wyoming Cheyenne City to Big Horn, Wyoming –– 18841884

Cheyenne CityCheyenne City

Rock CreekRock Creek

(1) Cheyenne City to Rock Creek: (1) Cheyenne City to Rock Creek: Union Pacific RailroadUnion Pacific Railroad



PhysicalPhysical Exploration Exploration -- 1885 1885 –– 1887 : 1887 : Rev Herbert E. Probert Rev Herbert E. Probert 

-- Travelling from Big Horn, Wyoming, USA to Equatorville, Congo, Central AFRICA Travelling from Big Horn, Wyoming, USA to Equatorville, Congo, Central AFRICA --
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“Life and Scenes in Congo” “Life and Scenes in Congo” –– Published 1889 Published 1889 –– FreeFree eBook eBook download from: download from: www.archive.orgwww.archive.org



Densely Populated Regions of IP Densely Populated Regions of IP CyberspaceCyberspace
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Visual IP CyberspaceVisual IP Cyberspace: Asia: Asia--Pacific, Europe & AmericaPacific, Europe & America
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The Challenging Complexity of The Challenging Complexity of Securing IP CyberspaceSecuring IP Cyberspace
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Smart 3D Network Cyber Simulation: Smart 3D Network Cyber Simulation: HyperglanceHyperglance
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Worldwide Security in Worldwide Security in CyberspaceCyberspace!!

-- (1) (1) ––

LegalLegal MeasuresMeasures

-- (3) (3) ––

Organisational Organisational 

-- (4) (4) –– Capacity BuildingCapacity Building

-- (2) (2) ––

Technical Technical 

& & 
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LegalLegal MeasuresMeasures
Organisational Organisational 

StructuresStructures

-- (5) (5) –– Regional and International CollaborationRegional and International Collaboration

& & 

Procedural Procedural 

MeasuresMeasures
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4 – Dimensions  of National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations

7 – New Legislation, Training and Partners 8 –National Roadmap - “Shopping List” 9 – Implementing YOUR Action Plan!



“Smart Security”: “Smart Security”: National Cybersecurity Case StudiesNational Cybersecurity Case Studies

•• UK Government: UK Government: Cybersecurity Strategy for the UK – Safety, Security & Resilience in 

Cyberspace (UK Office of Cybersecurity – June 2009)

•• US Government: US Government: Cyberspace Policy Review – Assuring a Trusted and Resilient 

Information and Communications Infrastructure – May 2009

•• Canada:Canada: Canadian Cyber Incident Response Centre (CCIRC) – Integrated within the 

Strategic Government Operations Centre (GOC)

•• Australia:Australia: Australian Cybersecurity Policy and Co-ordination Committee (CSPC – Nov 

2009), within the Attorney-General’s Government Dept
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2009), within the Attorney-General’s Government Dept

•• Malaysia:Malaysia: “Cybersecurity Malaysia” – Mosti : Ministry of Science, Technology & 

Innovation, and includes the MyCERT & Training Centre

•• Singapore:Singapore: Cybersecurity Awareness Alliance & the IDA Security Masterplan (Sept 2009) 

-Singapore Infocomm Technology Security Authority - SITSA

•• South Korea: South Korea: Korea Internet and Security Agency (KISA – July 2009)

•• Latin America : Latin America : CITEL/OAS has developed regional cybersecurity strategy

•• European Union: European Union: ENISA – European Network and Information Security Agency 

(September 2005) tackles all aspects of cybersecurity & cybercrime for the EU & Beyond



US Government : US Government : Office of Cybersecurity Office of Cybersecurity (CS&C) (CS&C) 
• Following the June 2009, US Government Policy Review, the Department of Homeland Security 

(DHS) has responsibility for hosting the “Office of Cybersecurity and Communications” Office of Cybersecurity and Communications” 

(CS&C)(CS&C). . Within this large organisation is the “National Cyber Security Division”National Cyber Security Division” (NCSD):(NCSD):

–– National Cyberspace Response SystemNational Cyberspace Response System

• National Cyber Alert System

• US-CERT Operations

• National Cyber Response Co-ordination Group

• Cyber Cop Portal (for investigation & prosecution of cyber attacks)

–– Federal Network SecurityFederal Network Security
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–– Federal Network SecurityFederal Network Security

• Ensuring  maximum security of executive civilian offices & agencies

• National CDMCDM Cyber Program – Continuous Diagnostics & Mitigation

–– CyberCyber--Risk Management ProgrammesRisk Management Programmes

• Cyber Exercises: Cyber Storm

• National Outreach Awareness 

• Software Assurance Program

….The US Government DHS also has a National Cyber Security Center (NCSC) with ….The US Government DHS also has a National Cyber Security Center (NCSC) with 

the mission to  protect the US Government’s Communications Networksthe mission to  protect the US Government’s Communications Networks



Evolving Cybersecurity for US Defence:Evolving Cybersecurity for US Defence:
“The Pentagon’s Cyberstrategy”“The Pentagon’s Cyberstrategy”
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Mapping the Mapping the SANSSANS Critical Security Controls:Critical Security Controls:
US Govt US Govt –– Dept of Homeland Security CDM Program Dept of Homeland Security CDM Program --
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SANS Link: SANS Link: www.sans.org/criticalwww.sans.org/critical--securitysecurity--controls/controls/



Canadian Government : Canadian Government : CCIRCCCIRC

•• The Canadian Cyber Incident Response Centre (CCIRC) The Canadian Cyber Incident Response Centre (CCIRC) monitors the cyber threat environment 
around the clock and is responsible for coordinating the national response to any cyber security 
incident. Its focus is the protection of national critical infrastructure against cyber incidents. The Centre 
is a part of the Government Operations Centre and a key component of the government's all-hazards 
approach to national security and emergency preparedness.
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•• Critical Infrastructure Role: Critical Infrastructure Role: CCIRC works with national and international counterparts to collect, 
analyze and disseminate data on cyber threats. The Centre provides analytical releases, as well as a 
variety of information products and services specifically for IT professionals and managers of critical 
infrastructure and other related industries.



UK Office of Cybersecurity UK Office of Cybersecurity –– OCS & CSOCOCS & CSOC
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Australian Government : Australian Government : CSPCCSPC
•• The The Cyber Security Policy and Coordination (CSPC) Committee Cyber Security Policy and Coordination (CSPC) Committee is the 

Australian Government committee that coordinates the development of 

cyber security policy for the Australian Government. The CSPC Committee:

– Provides whole of government strategic leadership on cyber security

– Determines priorities for the Australian Government

– Coordinates the response to cyber security events

– Coordinates Australian Government cyber security policy internationally.
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Malaysian Government: Malaysian Government: MOSTiMOSTi
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Phishing and Identity TheftPhishing and Identity Theft
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Security Checklist & MalwareSecurity Checklist & Malware
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Singapore Government :Singapore Government : SITSASITSA
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South Korea Government: South Korea Government: KISAKISA

KISA = “Korean Internet & Security AgencyKISA = “Korean Internet & Security Agency”
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KISA KISA : Korea Internet & Security Agency: Korea Internet & Security Agency

•• KISA(Korea Internet & Security Agency) KISA(Korea Internet & Security Agency) was established as the public 

corporation responsible for managing the Internet of Korea on July 23th, 2009, by 

merging three institutes NIDA, KISA, and KIICA.

– NIDA(National Internet Development Agency of Korea)

– KISA(Korean Information Security Agency)

– KIICA(Korea IT International Cooperation Agency) 
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•• KISAKISA has the following roles:

– Protects Internet infrastructure from hacking cyber-terror, spam and other malicious activities

– Operates krCERT CC (Korea Computer Emergency Response Team Coordination Center) to improve 

Internet security in Korea

– Supporting international organizations such as ITU and OECD and assisting Korean IT companies

– Specifically, KISA manages the Internet address resources such as IP address and .kr domain name as 

the national NIC (Network Information Center), and also researches for the next generation Internet 

address resources of Korea.



European Network and European Network and 

Information Security Agency: Information Security Agency: enisaenisa
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National Cybersecurity for Latin America & Caribbean:National Cybersecurity for Latin America & Caribbean:

-- CITEL/CICTE/OAS CITEL/CICTE/OAS --
• Within Latin America & Caribbean, CITEL, CICTE  and the OAS are working together on 

Regional Cybersecurity Strategy, Plans & Programmes with UN/ITU support:

•• CITELCITEL = Inter-American Telecomms Commission

•• CICTECICTE = Inter-American Committee against Terrorism

•• OASOAS = Organisation of American States
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National Cybersecurity Agencies: Common RolesNational Cybersecurity Agencies: Common Roles

� Common roles and responsibilities for all these national cyber agencies:

�� Cyber Alerts:Cyber Alerts: Management of the National Response to Cyber Alerts, and Attacks

�� Education:Education: Co-ordination of the National Awareness and Skills Training Programmes

�� Laws: Laws: Leadership role in the development and approval of new cyber legislation

�� Cybercrime:Cybercrime: Facilitation for building a National Cybercrime of e-Crime Unit

�� Standards: Standards: Setting the national cybersecurity standards and auditing compliance
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�� Standards: Standards: Setting the national cybersecurity standards and auditing compliance

�� International: International: Leadership in the promotion of international partnerships for

�� Research: Research: Support for research & development into cybersecurity technologies

�� CriticalCritical Sectors: Sectors: Co-ordination of National Programmes for Critical Infrastructure

�� IntegrationIntegration with National Physical Defence  Resources – both Civilian and Military

....Next we..Next we consider the major benefits from Integratedconsider the major benefits from Integrated

Physical Security and Cybersecurity Physical Security and Cybersecurity = “Smart Security”!.....= “Smart Security”!.....



National Cybersecurity Strategy, Roadmap & ActionsNational Cybersecurity Strategy, Roadmap & Actions

1 – Our Global Cybersecurity Challenge 2 – Developing the UN Cyber Framework 3 – National Cybersecurity Case Studies
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4 4 –– DimensionsDimensions of National Cybersecurityof National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations

7 – New Legislation, Training and Partners 8 – National Roadmap - “Shopping List” 9 – Implementing YOUR Action Plan!



The UN/ITU GCA The UN/ITU GCA -- Global Global 

Cybersecurity Agenda:Cybersecurity Agenda:
--------------------

11 – Legal Measures

2 2 – Technical Measures

33 – Organisational Measures

44 – Capacity Building

UN/ITU:UN/ITU:–– Global Cybersecurity Agenda (GCA)Global Cybersecurity Agenda (GCA)
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44 – Capacity Building

55 – International Cooperation

--------------------

...The UN/UN/ITUITU constitutes a unique unique 

global forum global forum for partnership and 

the discussion of cybersecurity.cybersecurity.

--------------------



National Cybersecurity Strategy, Roadmap & ActionsNational Cybersecurity Strategy, Roadmap & Actions

1 – Our Global Cybersecurity Challenge 2 – Developing the UN Cyber Framework 3 – National Cybersecurity Case Studies
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4 – Dimensions  of National Cybersecurity 5 5 –– TheThe UN Global Cyber Agenda (GCA)UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations

7 – New Legislation, Training and Partners 8 – National Roadmap - “Shopping List” 9 – Implementing YOUR Action Plan!



ITU: Global Cybersecurity Agenda ITU: Global Cybersecurity Agenda –– OnOn--LineLine
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UN/ITU : GCA UN/ITU : GCA –– The Seven Strategic Goals The Seven Strategic Goals 
-- for National & International Cybersecurity for National & International Cybersecurity --
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….These 7 goals can be achieved through the implementation of ….These 7 goals can be achieved through the implementation of National CERTs!National CERTs!



National Cybersecurity Strategy, Roadmap & ActionsNational Cybersecurity Strategy, Roadmap & Actions

1 – Our Global Cybersecurity Challenge 2 – Developing the UN Cyber Framework 3 – National Cybersecurity Case Studies
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4 – Dimensions  of National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 6 –– Technology, Standards & OperationsTechnology, Standards & Operations

7 – New Legislation, Training and Partners 8 – National Roadmap - “Shopping List” 9 – Implementing YOUR Action Plan!



Practical International Practical International Cybersecurity Cybersecurity StandardsStandards
•• Benefits: Benefits: Cybersecurity Standards and Technological Solutions are of great benefit in the 

establishment of organisations & operational policies, through reducing both costs & risks

•• Business Case: Business Case: The use of security standards, guidelines and ITU Recommendations should be 
driven by the organisation’s economic business case, including a full evaluation of the short, 
medium and longer term risks & rewards

•• Start with StandardsStart with Standards: It is always much better to engineer new ICT systems and operations to 
standards, rather than to add them later!

•• Open Mobile Cloud World: Open Mobile Cloud World: The open world of mobile devices, social networking  and cloud 
computing means that cybersecurity professionals have to continually design new technical 
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computing means that cybersecurity professionals have to continually design new technical 
solutions to maintain comprehensive security

•• The ITU X800/X1200 Series The ITU X800/X1200 Series of Recommendations provide excellent ICT security frameworks 
for Government and Enterprises, whilst the ISO/IEC 27001/27002 are accepted worldwide for 
ISMS operations. Other standards may also be deployed.

…….Engineering and Managing ICT Operations to International Standards will…….Engineering and Managing ICT Operations to International Standards will

place a major deterrence upon cybercriminals, hackers & attackers.place a major deterrence upon cybercriminals, hackers & attackers.



UN/ITU Technical UN/ITU Technical SecuritySecurity StandardsStandards
• The ITU Technical Families of Security Standards (from A to Z Series)    are extremely 

comprehensive and span practically all technical aspects of government and enterprise 

cybersecurity systems and architectures.

• The standards are also being continuously developed and upgraded by professional 

specialists from the ICT Industry, Government & Academia

–– X.805X.805 –– Security Architecture for End-to-End Communications

–– X.1121X.1121 – Security Technologies for Mobile Data Communications

–– X1191X1191 –– Functional Requirements for IPTV Security Agents

–– X.1205X.1205 –– Overview of Cybersecurity and General Guidelines
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–– X.1205X.1205 –– Overview of Cybersecurity and General Guidelines

–– X.1250 X.1250 –– Security Standards for Identity Management

–– X.509 X.509 –– Public Key Infrastructure & Certificate Frameworks

–– H.323 H.323 – Multimedia Communications Systems Security

–– J.170 J.170 –– Security Specifications for TV & Multimedia Cable Networks

…….We’ll be focusing primary on the X.800X.800 and X.1200X.1200 Series of Standards 

• The ITU security standards can be freely downloaded from the ITU website

Download Link: www.itu.int/rec/T-REC/



ITUITU--T XT X--Series Series –– Data Nets, OSI and SecurityData Nets, OSI and Security
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ITUITU--T XT X--Series Series SecuritySecurity Recommendations Recommendations 
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UN/ITU UN/ITU –– X.805 X.805 Cybersecurity ArchitectureCybersecurity Architecture
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UN/ITU UN/ITU -- X.805 Cybersecurity Architecture: X.805 Cybersecurity Architecture: 

Mapping Security Dimensions to ThreatsMapping Security Dimensions to Threats
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UN/ITU UN/ITU -- X.805 : Cybersecurity Architecture X.805 : Cybersecurity Architecture 
Mapping out the Eight Security DimensionsMapping out the Eight Security Dimensions
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UN/ITU UN/ITU -- X.805: Security Module 4X.805: Security Module 4
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International Cybersecurity Standards: International Cybersecurity Standards: PlayersPlayers
•• Multiple Players: Multiple Players: There are multiple international and national organisations that define and 

publish standards relating to physical and cyber security. In general these standards, 
recommendations and guidelines are complementary

•• UN/ITU: UN/ITU: We shall be focusing in this session of the technical security standards & 
recommendations published by the ITU as their X-Series as well as H-Series

•• Partnerships: Partnerships: The ITU works closely in partnership with many other organisations, particularly 
for emerging Telecommunications. Multimedia, Mobile & IP Networking:

–– ENISAENISA – European Network and Information Security Agency

–– ISOISO – International Standards Organisation
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–– ISOISO – International Standards Organisation

–– IETFIETF – Internet Engineering Task Force

–– ETSI ETSI – European Telecommunications Standards Institute

–– IEEEIEEE – Institute of Electrical and Electronic Engineers

–– ATISATIS – Alliance for Telecommunications Industry Solutions

–– 3GPP3GPP – 3rd Generation Partnership Project

–– ANSIANSI – American National Standards Institute

–– NISTNIST – National Institute of Standards and Technology

–– ISFISF – Information Security Forum



Recommended Book: Security in a Web2.0 World Recommended Book: Security in a Web2.0 World ––
-- A Standards Based Approach(UN/ITU A Standards Based Approach(UN/ITU -- X.805) X.805) –– Author: C. Solari Author: C. Solari --
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Carlos Solari: Ex CIO Carlos Solari: Ex CIO 

US Government US Government --

White HouseWhite House



UN/ITU:UN/ITU: X.1200 X.1200 Security Standard SeriesSecurity Standard Series

•• X.1205X.1205 provides a full definition and overview of most technology aspects of 

cybersecurity, building upon the X.805X.805 architecture

•• X.1240/X.1241X.1240/X.1241 provide technical strategies for countering spam email

•• X.1242X.1242 provides SMS spam filtering system based on user-rules
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•• X.1244X.1244 provides ways of countering spam in IP Multimedia Systems

•• X.1251/X.1252X.1251/X.1252 provide frameworks and technical models for the secure 

management of on-line digital identity 

• ….Here we shall provide an overview of X.1205X.1205 and X.1251/X.1252X.1251/X.1252



X.1205 X.1205 CybersecurityCybersecurity Technologies (1)Technologies (1)
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X.1205 X.1205 Cybersecurity Cybersecurity Technologies (2)Technologies (2)
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Securing VoIP Securing VoIP –– IP Telephony IP Telephony –– X.1205X.1205
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Other Cyber & Physical Security Standards: Other Cyber & Physical Security Standards: 

-- ISO/IEC, NIST, ENISA, ISF, IEEE ISO/IEC, NIST, ENISA, ISF, IEEE --

•• ISO/IEC: ISO/IEC: These are often adopted as “best practice” for operational aspects of 

security including the ISO27001 – Information Security Management System, and 

the ISO27002 – ISMS Code of Practice

•• NIST: NIST: The comprehensive publications of the “800 Series” from the Computer 

Security Division are complementary to the ITU standards

•• ENISA: ENISA: The European Networks Security Agency publishes many detailed 
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•• ENISA: ENISA: The European Networks Security Agency publishes many detailed 

security studies and recommendations, with some useful work and guidelines for 

the establishment of national CERTs

•• ISFISF – Information Security Forum – Founded 1989 to provide  research, analysis 

and methodologies for Information Security and Risk Management

•• IEEE: IEEE: An important global player in ICT standards, and a key ITU partner in the 

development of new standards for open network cybersecurity



ISO/IEC 27000/2ISO/IEC 27000/2-- Info Security ManagementInfo Security Management
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Information Security Management System: Information Security Management System: 

Implementation Process: ISO27001/2Implementation Process: ISO27001/2
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FlowFlow--Chart: Route to Chart: Route to ISO27001/2 ISO27001/2 CertificationCertification

54

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014

©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 



NIST Security Publications: “800 Series”NIST Security Publications: “800 Series”
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ISF: Information Security Forum ISF: Information Security Forum 
(25(25thth Anniversary Anniversary -- Founded 1989)Founded 1989)
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Implementation of ITU’s GCA Implementation of ITU’s GCA Cybersecurity Cybersecurity FrameworkFramework

• The Implementation of the the ITU GCA ITU GCA Framework can be significantly accelerated using 
the National CERT National CERT as a key programme catalyst:

–– Legislation, Laws & Regulations Legislation, Laws & Regulations – Many CERTs support their government legal professionals in 

the definition, drafting & review of new cyberlaws & regulations

–– Technical & Procedural Measures Technical & Procedural Measures – CERTs will usually have the most professional technical & 

operational cyber skills that can be replicated within critical sectors

–– Organisational Structures Organisational Structures – The CERT may work with both public & private sector as the catalyst to 

support the creation of a national cybersecurity agency
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support the creation of a national cybersecurity agency

–– Capacity Building Capacity Building – CERTs may work with the Educational Sector (Universities,  Colleges & Schools), as 

well as Specialised Cybersecurity Businesses to organise and staff in-depth professional cybersecurity 
workshops and training courses

–– International Collaboration International Collaboration – The ITU already partners with many International and National CERT 

organisations including IMPACT, FIRST, US-CERT & ENISA.

…..In summary, the ITU encourages & supports countries to establish CERTs/CSIRTs and …..In summary, the ITU encourages & supports countries to establish CERTs/CSIRTs and 
to further leverage these skills in the provision of a national cybersecurity strategyto further leverage these skills in the provision of a national cybersecurity strategy



Special Cybersecurity Special Cybersecurity Technical OrganisationsTechnical Organisations

• Effective national and enterprise cybersecurity requires the implementation of 

professionally staffed technical organisations that are dedicated to security operations

• Here we’ll consider the Cybersecurity organisations and associated technical skills for:

–– CERT/CSIRT: CERT/CSIRT: Computer Emergency Response Team – We’ll explore the steps required to 

establish and manage a National or Enterprise CERT. We will use the CMU (Carnegie Mellon 

University), and ENISA (European Network & Information Security Agency) Guidelines as the 

foundations for our technical and management analysis

–– NCCU/eCrime Unit: NCCU/eCrime Unit: 
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–– NCCU/eCrime Unit: NCCU/eCrime Unit: National CyberCrime Unit (NCCU)– We’ll use the UK National  Cyber 

Crime Unit as an example of “Best Practice” for the organisation, including the process for 

cybercrime investigation, evidence collection and the skills for Digital Forensics

–– Global IMPACT CentreGlobal IMPACT Centre: : International Multi-Lateral Partnership against Cyber Threats  -

This is a unique organisation is an alliance with several major global players including the 

UN/ITU and Interpol. We’ll present some of the programmes that may be relevant to YOUR 

own Government, Institutions and Commercial Enterprises



Professional Professional CERT/CSIRT CERT/CSIRT OrganisationsOrganisations

•• Benefits: Benefits: Every national government, and major multi-site enterprise should consider 

the economic benefits of establishing a CERT/CSIRT.

•• Origins: Origins: The original CERTs were established in the early 1990s following the arrival of 

the first computer viruses, worms & trojans. 

•• CERT.org: CERT.org: Carnegie Mellon University formed the 1st National CERT under contract 

from the US Government, and now runs www.CERT.org as a global partnership of 
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from the US Government, and now runs www.CERT.org as a global partnership of 

national and regional CERTs.

•• ENISA: ENISA: Within European, the TERENA organisation (Trans-European Education and 

Research Networks Association) works with ENISA to manage the network of European 

CERTs, including skills training.



CERT/CSIRT CERT/CSIRT Operations Alert CentreOperations Alert Centre
•• Alerts: Alerts: A Fundamental Process within any CERT is the management and 

classification of “incidents”, and their routing to provide a response

•• Triage: Triage: Some “incidents” may actually be due to some unusual statistical traffic 
patterns rather than an actual alert, “hack” or cybercrime

•• Risk: Risk: Once an incident is classified the CERT will need to assign staff responsibility 
to assess the event risk and potential impact & damage
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•• Communicate: Communicate: The CERT will communicate their analysis with relevant 
stakeholders, that may include government agencies, business stakeholders, and 
those responsible for critical information infrastructure

•• Neutralise: Neutralise: CERT will work with partners to minimise the disruptive risk & damage 
in order to neutralise the cyber attack and any future threat



CERT/CSIRTCERT/CSIRT –– Information Process FlowInformation Process Flow

61

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014

©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 



Networks of Public & PrivateNetworks of Public & Private CERTs/CSIRTsCERTs/CSIRTs
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Working with Major Stakeholders to Working with Major Stakeholders to 

create create youryour National CERT/CSIRTNational CERT/CSIRT
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CERT/CSIRTCERT/CSIRT RollRoll--Out Action PlanOut Action Plan

• Government and Business may upgrade their CERT/CSIRT capability using the excellent 

on-line guidebooks from Carnegie Mellon University (CMU)  & the European EU/ENISA

• These comprehensive step-by-step guides cover all aspects of the start-up action plan 

including:

–– Business CaseBusiness Case: Development of the CERT/CSIRT Business Case

–– Stakeholders: Stakeholders: Recruiting and Partnering with National Stakeholders

–– Staff Training: Staff Training: Recruitment and training of professional CERT staff
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–– Staff Training: Staff Training: Recruitment and training of professional CERT staff

–– Operations: Operations: Establishing the Operational and Technical Procedures

–– Incident ResponseIncident Response: Documented Process for classifying and responding to alerts

• Establishing a fully functional national CERT/CSIRT will probably take between 12 to 18 

months depending on the scope of initial operations

• CERTs will need to continuously evolve, adapt and be trained to respond to new 

cyberthreats and potential attacks, and will to undergo annual compliance audits



ENISA: European ENISA: European CERTCERT Exercises & PilotsExercises & Pilots
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Download: Download: www.enisa.europa.eu/act/cert/www.enisa.europa.eu/act/cert/



ENISA ENISA –– Latest CERT InventoryLatest CERT Inventory –– June 2014June 2014
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National Cybersecurity Strategy, Roadmap & ActionsNational Cybersecurity Strategy, Roadmap & Actions

1 – Our Global Cybersecurity Challenge 2 – Developing the UN Cyber Framework 3 – National Cybersecurity Case Studies
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4 – Dimensions  of National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations

7 7 –– NewNew Legislation, Training & PartnersLegislation, Training & Partners 8 – National Roadmap - “Shopping List” 9 – Implementing YOUR Action Plan!



UN/ITU UN/ITU CybercrimeCybercrime ToolkitToolkit
•• ITU Toolkit: ITU Toolkit: An excellent toolkit for countries to review and update legislation to 

reflect all aspects of cybercrime & cyberterrorism. Successive sections of the ITU 

toolkit consider:

•• Substantive Provisions: Substantive Provisions: Acts Against Computers, Computer Systems, Networks, 

Computer Data, Content Data, and Traffic Data

•• Procedural ProvisionsProcedural Provisions: : for Criminal Investigations and Proceedings for Offenses 

within both revised and new Legislation related to Cybercrime and Cybersecurity
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•• Jurisdictional Provisions Jurisdictional Provisions and International Cooperation

•• Country Work SheetsCountry Work Sheets: : In-Depth Templates that comprehensively span most of 

the conceivable cybercrime activities & attacks that may occur

•• International Comparisons: International Comparisons: Matrix of Provisions of the Cybercrime Laws that 

were reviewed from major countries as the basis for the toolkit 



UN/ITU Toolkits: UN/ITU Toolkits: Cybercrime Legislation Cybercrime Legislation 

& & Cybercrime Guide Cybercrime Guide for Developing Countriesfor Developing Countries
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ITU CYBERCRIME TOOLKIT LEGISLATIVE REQUIREMENTS

Acts Against Computers, Computer Systems, Networks, Computer 
Data, Content Data, and Traffic Data

Section 1: Definition of Terms

Section 2: Unauthorized Access to Computers, Computer Systems, and 
Networks

Section 3: Unauthorized Access to or Acquisition of Computer Data, Content 
Data, Traffic Data

Section 4: Interference and Disruption

Section 5: Interception

Section 6: Misuse and Malware

Section 7: Digital Forgery

Jurisdictional Provisions

Section 21: Jurisdiction

International Cooperation

Section 22: International Cooperation: General Principles

Section 23: Extradition Principles 

Section 24: Mutual Assistance: General Principles

Section 25: Unsolicited Information

Section 26: Procedures for Mutual Assistance

Section 27: Expedited Preservation of Stored Computer Data, 

Summary of the UN/ITU Cybercrime Toolkit for Summary of the UN/ITU Cybercrime Toolkit for Cybersecurity Laws Cybersecurity Laws & New Legislation& New Legislation
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Section 7: Digital Forgery

Section 8: Digital Fraud, Procure Economic Benefit

Section 9: Extortion

Section 10: Aiding, Abetting, and Attempting

Section 11: Corporate Liability 

Provisions for Criminal Investigations and Proceedings for Offenses 
within this Law

Section 12: Scope of Procedural Provisions

Section 13: Conditions and Safeguards

Section 15: Expedited Preservation and Partial Disclosure of Traffic Data

Section 17: Production Order

Section 18: Search and Seizure of Stored Data

Section 19: Interception (Real Time Collection) of Traffic Data

Section 20: Interception (Real Time Collection) of Content Data

Section 27: Expedited Preservation of Stored Computer Data, 
Content Data, or Traffic Data

Section 28: Expedited Disclosure of Preserved Content Data, 
Computer Data or Traffic

Section 29: Mutual Assistance Regarding Access to Stored 
Computer Data, Content Data, or Traffic Data

Section 30: Trans Border Access to Stored Computer Data, 
Content Data, or Traffic Data 

Section 31: Mutual Assistance In Real Time Collection of Traffic 
Data 

Section 32: Mutual Assistance Regarding Interception of Content 
Data or Computer Data



UK CYBERCRIME LEGISLATION

1.  The Official Secrets Acts - 1911 to 1989

2.  The Public Records Acts - 1958 to 1967

3.  The Data Protection Act - 1998

4.  The Freedom of Information Act - 2000

5.  The Human Rights Act - 1998

6.  The Computer Misuse Act 1990

7.  The Copyright Designs and Patents Act 1988

8.  The Civil Evidence Act 1968

9.  The Police and Criminal Evidence Act 1984

UK UK CybercrimeCybercrime LegislationLegislation
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10. The Wireless Telegraphy Act 1949 - 2006

11. The Communications Act 2003

12. The Regulation of Investigatory Powers Act 2000 (RIPA)

13. The Telecommunications Regulations 2000 (Interception)

14. The Civil Contingencies Act 2004

15. The Anti-Terrorism, Crime and Security Act 2001

16. The Forgery and Counterfeiting Act 1981

17. The Fraud Act 2006

18. Police Justice Act 2006

19. The Theft Act - 1978 to 1996

20. The Cybersecurity Strategy - Cabinet Office - June 2009



1. UK 1. UK Official Secrets Acts 1911 to 1989 Official Secrets Acts 1911 to 1989 
• Official Secrets Acts 1911 to 1989 

– Unauthorised Disclosure of Official Information 

� Under the Official Secrets Act 1989, it is an offence for a Crown servant or government 

contractor to disclose official information in any of the protected categories if the 

disclosure is made without lawful authority and is damaging to the national interest. It 

is also an offence if a member of the public, or any other person who is not a Crown 

servant or government contractor under the Act, has in his or her possession, official 

information in one of the protected categories, and the information has been disclosed 
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information in one of the protected categories, and the information has been disclosed 

without lawful authority, or entrusted by a Crown servant or government contractor on 

terms requiring it to be held in confidence.

� Cybersecurity Relevance: Covers all electronic communications, documents and media 

whatever format.



6. Communications and Information Systems 6. Communications and Information Systems 

Computer Misuse Act 1990 Computer Misuse Act 1990 –– (CMA)(CMA)
6. Communications and Information Systems Computer Misuse Act 1990 – (CMA)

� This deals with the rights of computer owners against the unauthorised use of a computer by 

any party, making offences of attempted or actual penetration or subversion of computer 

systems. Under the terms of Section 3 of the Computer Misuse Act it is a criminal offence to 

introduce unauthorised software into a computer system with the intention of impairing the 

operation of the computer system or the integrity of any data or program stored within the 

computer system. Updated through the Police and Justice Act (2006)
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� - Cybersecurity Relevance: This is a key act that makes it illegal to penetrate or hack computer 

systems, as well as to install malicious codes, “bots”, trojans or any other unauthorized 

software or device.



15. The UK Anti15. The UK Anti--Terrorism, Crime & Security Act 2001 Terrorism, Crime & Security Act 2001 

15. The Anti-Terrorism, Crime and Security Act 2001 

� This relatively recent act includes electronic evidence as well as covering other aspects of 21st

Century threats, risks and challenges that are closely related to cyberattacks and cybercrime.

� Cybersecurity Relevance: Establishes the right of the authorities to take away electronic 
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� Cybersecurity Relevance: Establishes the right of the authorities to take away electronic 

evidence and assets such as laptops, storage & networking device that may then be used as 

criminal evidence in court.



A Strategic Approach to eA Strategic Approach to e--Crime Unit Strategy Crime Unit Strategy 
Since 2013: UK National Cyber Crime Unit Since 2013: UK National Cyber Crime Unit –– NCCU (PCeU & SOCA Cyber)NCCU (PCeU & SOCA Cyber)
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UK Guide to ComputerUK Guide to Computer--Based Based Electronic EvidenceElectronic Evidence
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ITU: Cybersecurity Training ITU: Cybersecurity Training –– UTECH, Kingston, JAMAICAUTECH, Kingston, JAMAICA

Government, Central Bank, Energy, Telecoms SectorsGovernment, Central Bank, Energy, Telecoms Sectors
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IMPACT Global Headquarters: IMPACT Global Headquarters: Cyberjaya, MalaysiaCyberjaya, Malaysia

79

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014

©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 

IMPACT = IMPACT = International Multilateral Partnerships Against Cyber ThreatsInternational Multilateral Partnerships Against Cyber Threats



IMPACTIMPACT : Worldwide Cybersecurity Alliance: Worldwide Cybersecurity Alliance
IMPACT International Partners:  ITU, UN, INTERPOL and CTOIMPACT International Partners:  ITU, UN, INTERPOL and CTO
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Industry Partners include: Symantec, Kaspersky Labs, Cisco, Microsoft, Industry Partners include: Symantec, Kaspersky Labs, Cisco, Microsoft, (ISC)²,(ISC)²,

FF--Secure, ECSecure, EC--Council, Iris, GuardTime, Trend Micro and the SANS InstituteCouncil, Iris, GuardTime, Trend Micro and the SANS Institute



IMPACT: IMPACT: Cybersecurity Technical TrainingCybersecurity Technical Training
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IMPACT: IMPACT: Cyber Management TrainingCyber Management Training
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IMPACTIMPACT: : Cybersecurity Training RoadmapCybersecurity Training Roadmap
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National Cybersecurity Strategy, Roadmap & ActionsNational Cybersecurity Strategy, Roadmap & Actions

1 – Our Global Cybersecurity Challenge 2 – Developing the UN Cyber Framework 3 – National Cybersecurity Case Studies

4 – Dimensions  of National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations
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4 – Dimensions  of National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations

7 – New Legislation, Training and Partners 8 8 –– NationalNational Roadmap Roadmap –– “Shopping List”“Shopping List” 9 – Implementing YOUR Action Plan!



Cybersecurity Benefits:Cybersecurity Benefits: GovernmentGovernment
• Improved cybersecurity provides significant benefits to the Government 

& Critical National Utilities & Enterprises including:

–– eGovernment: eGovernment: Fully secure & cost effective delivery of on-line services to 
both citizens and businesses, such as taxes & customs, social welfare, civil & 
land registries, passports & driving licences

–– Defence: Defence: Early warning, alerts and defences against cyberattacks through 
national CERT (Computer Emergency Response Centre)

–– Cybercrime: Cybercrime: Investigate, Digital Forensics and Prosecution of cybercrimes 
such ID & Financial Theft, “Computer Misuse, Laundering, On-Line Drug 
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Cybercrime: Cybercrime: Investigate, Digital Forensics and Prosecution of cybercrimes 
such ID & Financial Theft, “Computer Misuse, Laundering, On-Line Drug 
Trafficking & Pornographic Materials

–– Cyberterrorism: Cyberterrorism: Ability to assess, predict and prevent potential major cyber 
terrorist attacks, and to minimise damage during events

–– Power & Water UtilitiesPower & Water Utilities: Prevent malicious damage to control systems

–– Telecommunications: Telecommunications: Top security of government communications with 
alternative routings, encryption & protection against cyberattack



National Cybersecurity Strategy : National Cybersecurity Strategy : “The Shopping List”“The Shopping List”
Smart Security for Business & Government is a MultiSmart Security for Business & Government is a Multi--Year Programme!Year Programme!

1)1) National Cybersecurity AgencyNational Cybersecurity Agency: : Establishment of a CERT/CSIRT  & National 
Government Cybersecurity Agency within the Government Ministries

2)2) CNI: CNI: Long Term Critical National Information Infrastructure Protection (CNI)

3)3) System UpgradesSystem Upgrades: : Technical Infrastructure Upgrades including Hardware,  
Software, Databases, Secure Network Links, Biometrics & RFID

4) BackBack--UpUp: : Disaster Recovery, Business Continuity and Back-Up Systems

5)5) Physical  SecurityPhysical  Security: : Physical Security Applications – CCTV, Alarms, Control Centre
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5)5) Physical  SecurityPhysical  Security: : Physical Security Applications – CCTV, Alarms, Control Centre

6)6) Awareness CampaignAwareness Campaign: : Government Campaign for Cybersecurity awareness

7)7) TrainingTraining: : National Cybersecurity Skills & Professional Training Programme

8)8) EncryptionEncryption: : National User & Systems PKI Authentication Programme

9)9) Laws: Laws: Programme for Drafting and Enforcing Cyber Laws, Policies & Regulations

..….It is also important to develop an in..….It is also important to develop an in--depth economic “costdepth economic “cost--benefit” analysis and benefit” analysis and 
Business Case in order to evaluate the “Return on Investment”  for Smart SecurityBusiness Case in order to evaluate the “Return on Investment”  for Smart Security



National Cybersecurity National Cybersecurity Operational BudgetsOperational Budgets

• Managing cybersecurity is an ongoing task with a continuous need for 

government & business systems upgrades, staff training, and response to 

emergency cyber events & alerts

• Annual Operational Security Budgets will need to include allowances for:

– Staff salaries & operational costs for the proposed National Cyber Agency

– Costs for tackling cybercrime through a possible National Cybercrime Unit
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Costs for tackling cybercrime through a possible National Cybercrime Unit

– Management of cybersecurity by Jamaican Military & Defence Organisation

– Costs of required annual security audits to ensure ongoing compliance

– Professional training courses at leading Jamaican Institutions such as UTECH

– Costs for maintaining “best practice” cybersecurity within each of the critical service 

sectors within the Jamaican Economy such as Banking, Tourism & Trade

– Regular Systems, Computing & Communications reviews & upgrades for all secure 

government computing centres, as well as those for major enterprises

– On-going costs top support extensive international partnerships & collaboration



National Cybersecurity Project RoadMap: National Cybersecurity Project RoadMap: 
Spanning the UN/ITU Cybersecurity FrameworkSpanning the UN/ITU Cybersecurity Framework

1st Quarter

2nd Quarter
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3rd Quarter

4th Quarter



Critical Economic Sectors: Critical Economic Sectors: Cyber RoadMapsCyber RoadMaps

Each Critical Service Sector such as Banking & Finance, Civil & Each Critical Service Sector such as Banking & Finance, Civil & 

National Defence, Telecommunications and Energy will require its National Defence, Telecommunications and Energy will require its 

own Cyber Strategy, Risk Assessment, Roadmap & Action Plan:own Cyber Strategy, Risk Assessment, Roadmap & Action Plan:
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�Tomorrow I’ll discuss the practical ways in which 

we can develop Strategies, Actions and

Activities for Smart Security in each critical sector…

� I’ll also review  the Operational Priorities, and 

Security Policies that are required to significantly 

reduce Cybercrime, Cyber terrorism & Attacks…



eGovernance/eGovernance/eSecurityeSecurity Road Map Road Map –– 2009 to 2014 2009 to 2014 --
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National Cybersecurity Strategy, Roadmap & ActionsNational Cybersecurity Strategy, Roadmap & Actions

1 – Our Global Cybersecurity Challenge 2 – Developing the UN Cyber Framework 3 – National  Cybersecurity Case Studies

4 – Dimensions  of National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations

91

“Integrated Cyber“Integrated Cyber--Physical Security for Physical Security for 
Governments and Business”Governments and Business”

Paris, France – 13th & 14th October 2014

©  Dr David E. Probert   :  www.VAZA.com ©

30th International East/West Security Conference 

4 – Dimensions  of National Cybersecurity 5 – The UN Global Cyber Agenda (GCA) 6 – Technology, Standards  &  Operations

7 – New Legislation, Training and Partners 8 – National Roadmap - “Shopping List” 9 9 –– ImplementingImplementing YOUR  Action PlanYOUR  Action Plan



YOUR Cybersecurity YOUR Cybersecurity Action PlanAction Plan!...!...

•• Phase 1: Phase 1: Define your cybersecurity STRATEGY and OBJECTIVES

•• Phase 2: Phase 2: Establish, resource & train your cybersecurity ORGANISATION

•• Phase 3: Phase 3: Agree and communicate technical & operational standards

•• Phase 4: Phase 4: Review, Audit and Upgrade all ICT Systems during next year
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•• Phase 4: Phase 4: Review, Audit and Upgrade all ICT Systems during next year

•• Phase 5: Phase 5: On-Going Operational Management by CSO/CISO, including regular 

compliance audits and technical upgrades to new Cyber Threats

……In summary, the adoption of international standards for YOUR National & ……In summary, the adoption of international standards for YOUR National & 

Enterprise ICT systems and Operational Procedures will have a significant impact Enterprise ICT systems and Operational Procedures will have a significant impact 

on cybercrime, & reduce the risk of attacks on critical national infrastructureon cybercrime, & reduce the risk of attacks on critical national infrastructure



# Action# Action SHORTSHORT--TERM ACTION PLANTERM ACTION PLAN:    Oct:    October 2014 ober 2014 –– April 2015April 2015
1 Government Cybersecurity Accountability

Consider making cybersecurity one of the Government’s main management accountabilities with clear success criteria. 

2 Appoint National Cybersecurity Coordinator

Consider designating a senior Government Aide as  National Cybersecurity Coordinator. The official should coordinate 
cybersecurity activities across the Government and report to the appropriate national bodies

3 Complete and Promulgate National Cybersecurity Strategy

Consider using the template from the ITU Guidelines as a starting point for the National Cybersecurity Strategy. The Strategy 
should have clear roles and responsibilities, priorities, timeframes and performance metrics. Thereafter, obtain Government
approval for the Cybersecurity Strategy. 

4 Create National Cybersecurity Coordination Agency

In common with other countries, consider creating a multi-agency body as a focal point for all activities dealing with protecting ’s 
cyberspace against threats such as cybercrime.

5 Define National Cybersecurity Framework

The framework should be flexible to allow stakeholder organisations to achieve the stated goals in the most efficient and 
effective manner.

Example of National Cybersecurity Action Plan: Example of National Cybersecurity Action Plan: ShortShort--TermTerm
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effective manner.

6 Initiate Public-Private Sector Cybersecurity partnership

The process should be transparent and consider all views.

7 Create Computer Incident Response Team (CIRT)

Consider creating a national CIRT to analyse cyber threat trends, improve response coordination and dissemination of 
information across the Government, to industry, citizens and international partners. 

8 Strengthen Legal and Regulatory System

Complete the Cybercrime Legislation Programme and enforce the new laws. 

9 Initiate Cybersecurity Awareness and Education campaign

Consider working with the private sector and civil society to explain cyber threats to the citizens and their role in defending 
cyberspace.

10 Define and initiate Cybersecurity Skills and Training Programme

Consider the experience of other countries in creating a cybersecurity skills and training programme with periodic measurement 
of skills. 



# Action MID-TERM ACTION PLAN: April 2015 to December 2016
1 Define, localise and communicate Government cybersecurity Standards in areas such as Data Classification and Staff 

Vetting and Clearance.

2 The National Cybersecurity Agency (NCA) should ensure that cybersecurity policies are in line with the new 
Cybercrime legislation

3 Launch cybersecurity awareness campaign across Government and NCA website for government, commercial and 
educational sectors with guidelines, standards and training materials.

4 As National Technical Authority for Information Assurance, the NCA should advise on how to secure eGovernment 
Services.  

5 Use formal channels to organise study trips for NCA Staff to other Cybersecurity Agencies

6 Conduct in-depth cybersecurity review and audit of Government ministries, agencies and associated bodies.

7 Review Physical Security of organisations hosting critical infrastructure.

8 Parliamentary review of the proposed National Cybersecurity Act 2011

9 NCA Programme on Business Continuity and Disaster Recovery

10 Develop and Resource the national CIRT/CERT. In addition, develop national Cyber Incident Response Framework 

Example of National Cybersecurity Action Plan: Example of National Cybersecurity Action Plan: MidMid--TermTerm
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10 Develop and Resource the national CIRT/CERT. In addition, develop national Cyber Incident Response Framework 
involving public-private stakeholders. Also develop, test and exercise incident response plans for Government 
emergency communications during natural disasters, cyberattacks, crisis or war as required by the National Security 
Concept.

11 Implement six to nine months’ programme of Operational Cybersecurity upgrades. The activities may extend into 
2016 and beyond.

12 Ensure that the Government Communications Network  and all new services comply with the agreed Government 
Authentication Framework. 

13 Launch the Cybersecurity Skills and Training Programme for cybersecurity professionals and collaborate with 
commercial and educational sectors to boost cybersecurity Research and Development.

14 Secure Parliamentary, Cabinet & Government approval of the Cybersecurity Act 2015 and associated Cybercrime 
legislation.

15 Organise an annual Regional Cybersecurity Conference to communicate progress, share views and promote national 
Cybersecurity Programme.



OnOn--Line Line CybersecurityCybersecurity Resources: UN/ITU Resources: UN/ITU 
All these UN/ITU Publications can be found & downloaded from: www.itu.int

(use the titles below as search terms  on the ITU Website Home Page) 

1) Global Cybersecurity Agenda – HLEG Strategic Report – 2008

2) Cybersecurity Guide for Developing Countries – 2009

3) “BotNet” Mitigation Toolkit Guide – 2008

4) National Cybersecurity/CIIP Self-Assessment Tool – 2009

5) Toolkit for Cybersecurity Legislation – 2010
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5) Toolkit for Cybersecurity Legislation – 2010

6) Understanding Cybercrime: A Guide for Developing Countries-2009

7) Technical Security Standards & Recommendations – “X-Series” –

including X.509 (PKI), X.805 (Architecture), X.1205 (Threats & Solutions)

8) GCA: Global Cybersecurity Agenda: Summary Brochure – 2010

9) National Cybersecurity Strategy Guide – September 2011

- UN/ITUUN/ITU = United Nations United Nations –– International Telecommunications Union International Telecommunications Union 



CybersecurityCybersecurity Resources, Reports and More!...  Resources, Reports and More!...  
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LinkLink:  :  www.valentina.net/vaza/CyberDocswww.valentina.net/vaza/CyberDocs



“National Cybersecurity Strategy, “National Cybersecurity Strategy, 

Roadmap and Action Plans”Roadmap and Action Plans”
3030thth EastEast--West Security Conference West Security Conference –– Paris, FranceParis, France

“National Cybersecurity Strategy, “National Cybersecurity Strategy, 

Roadmap and Action Plans”Roadmap and Action Plans”
3030thth EastEast--West Security Conference West Security Conference –– Paris, FranceParis, France

ThankThank--You!...You!...ThankThank--You!...You!...
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ThankThank--You!...You!...ThankThank--You!...You!...

Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/

Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/



Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/

Presentation Slides: Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2014/West2014/
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Thank you for your time!Thank you for your time!Thank you for your time!Thank you for your time!



Professional Profile Professional Profile -- Dr David E. Probert Dr David E. Probert 
�� Computer Integrated Telephony (CITComputer Integrated Telephony (CIT)) – Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with 

telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

�� Blueprint for Business CommunitiesBlueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the 

“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

�� European Internet Business Group (EIBGEuropean Internet Business Group (EIBG) ) – Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included 

support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.  

Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

�� Supersonic Car (ThrustSSC)Supersonic Car (ThrustSSC) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st Multi-Media and e-Commerce Web-

Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record. (Oct 1997), which still stands after 17 years!

�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 

networking products with technology partners from both UK and Taiwan. 
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�� Networked Enterprise SecurityNetworked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall 

responsibility for 50+ professional engineers & a diverse portfolio of hi-tech networked security products across global markets.

�� GeorgiaGeorgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make recommendations on all aspects of IT security, 

physical security and BCP/DR relating to the Georgian Parliament. Also  appointed by the UN/ITU  as expert for in-depth cybersecurity audit & roadmap.

�� ArmeniaArmenia – Appointed by USAID/CAPS to develop  eGovernance,  eSecurity , eSociety Report, Roadmap & Action Plan which has since been implemented

�� UN/ITUUN/ITU – Senior Adviser – Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1stst Class Honours Degree in Mathematics (Bristol Class Honours Degree in Mathematics (Bristol 

University) &  PhD  from Cambridge University in SelfUniversity) &  PhD  from Cambridge University in Self--Organising Systems (Evolution of Stochastic Automata) , and his Organising Systems (Evolution of Stochastic Automata) , and his 

full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007--2015 Editions2015 Editions.



“National Cybersecurity Strategy, “National Cybersecurity Strategy, 

Roadmap and Action Plans”Roadmap and Action Plans”
3030thth East/West Security Conference East/West Security Conference –– Paris, FranceParis, France

BACK-UP SLIDESBACK-UP SLIDES
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BACK-UP SLIDESBACK-UP SLIDES



Smart Sustainable Security Smart Sustainable Security –– “Theme Trilogy”“Theme Trilogy”
Theme (1) Theme (1) –– SmartSmart Security : Security : Integrated Cybersecurity and Physical SecurityIntegrated Cybersecurity and Physical Security

-- Understanding and Mapping the Worldwide Cyber ThreatsUnderstanding and Mapping the Worldwide Cyber Threats

-- Transition to Smart Systems : Embedded Networked Intelligence Transition to Smart Systems : Embedded Networked Intelligence 

-- Emergence of Smart Security:  Hybrid CyberEmergence of Smart Security:  Hybrid Cyber--Physical ApplicationsPhysical Applications

“Operational“Operational ConvergenceConvergence “                                                              “                                                              1313thth Oct: 09:10 Oct: 09:10 –– 09:5009:50

ThemeTheme (2)(2) –– National Security : National Security : Strategy,  Models, and Road MapsStrategy,  Models, and Road Maps

-- UN/ITU UN/ITU –– Global Cybersecurity Agenda and GuideGlobal Cybersecurity Agenda and Guide

-- Operations, Technology, Legal, Training, PartnershipsOperations, Technology, Legal, Training, Partnerships
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-- UN/ITU UN/ITU –– Global Cybersecurity Agenda and GuideGlobal Cybersecurity Agenda and Guide

-- Operations, Technology, Legal, Training, PartnershipsOperations, Technology, Legal, Training, Partnerships

-- Case Studies of “National Cybersecurity Agencies”Case Studies of “National Cybersecurity Agencies”

“Architecture & Standards”“Architecture & Standards” 1313thth Oct: 14:30 Oct: 14:30 –– 15:1015:10

Theme (3)Theme (3) -- Critical Security : Critical Security : Sector Threats and Smart SolutionsSector Threats and Smart Solutions

-- Smart Security for Critical National Infrastructure (CNI):  Smart Security for Critical National Infrastructure (CNI):  

-- Finance, Transportation, ITC, Energy, Defence and more!...Finance, Transportation, ITC, Energy, Defence and more!...

-- Engineering Smart Technical and Operational SolutionsEngineering Smart Technical and Operational Solutions

“Intelligent  Applications” “Intelligent  Applications” 1414thth Oct:Oct: 11:15 11:15 –– 11:5511:55

Download SlideDownload Slides: s: www.valentina.net/Eastwww.valentina.net/East--West2014/West2014/



EastEast--West Security Conference West Security Conference –– Paris 2014  Paris 2014  

-- Cybersecurity Presentation Slides (PDF) Cybersecurity Presentation Slides (PDF) --
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