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- CyberTerrorism (1) -
“Conflict in Cyberspace”

Dedicated to Herbert Probert & Percival Probert: “African Adventures”
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CyberTerrorism — “Dual Themes”

Theme (1)” “Conflict in Cyberspace” : The Players, Stakeholders & Emerging Trends

WGy - The Colonisation of Cyberspace by the “Good Guys” & “Bad Guys”!
cy'be.ffer.sm(i) “- Need for Integrated Physical-Cyber Security for 215 C Terrorist Defence

Confhct in Cyberspace

am - Emergence of the “Internet of Things” as the Future Cyber Conflict Zone

“ Divergence: Chaotic Cyberspace Colonisation “ 26 May: 09:00 — 09:45

Theme (2) — “Security in Cyberspace”: Operational Security Models for 21t Century

- Survey of Cybersecurity Strategies, Models & Frameworks

- CyberTerrorism (2) -
“Sewﬂtvavberspace - Protection of Banking & Corporate Enterprises from Cyber Threats

% - Developing YOUR Action Plans & Practical Cybersecurity Programme

“Convergence: Integrated Real-Time Defence” 26 May: 14:15 — 14:55

Download Slides: www.valentina.net/East-West2015/
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- CyberTerrorism (1) — “Conflict in Cyberspace

1 - Background: “Cyber Terror Landscape” 2 — Cyber Players & Targets 3 -Typical Cyber Threat Scenarios
4 - Recent Cyber Terror Case Studies 5 - Advanced Hybrid 4D Terrorism 6 — Industrial to Intelligent Cyber Society
7 — Cyber Models, Strategies & Tactics 8 —New Conflict Zone: Internet of Things 9 — Top 10 - CSO Cyber Action Themes
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Cybersecurity for Armenia and Georgia

*** “Proposals for e-Government, e-Commerce and e-Security Development in Armenia *** *4% “Raal-Time” Georgia : Securing Government & Enterprise Operations ***

“Real-Time Georgia”

*Securing Government & Enterprise Operations*

“Roadmap for Real-Time Armenia”

*E-Government, E-Commerce and E-Security *

+ +

+ +

Dr David E Probert

" *} USAID CA Ps VAZA International

\__ " FROM THE AMERICAN PEOPLE COMPETTTIVE ARMENIAN PRIVATE SECTOR

“Increasing Business Opportunities for the Armenian ICT Cluster through

st ) 2
the development of E-Government, E-Commerce and E-Security” 17 Georgian IT Innovation Conference

h h
##& Report Prepared by: Dr David E Probert — VAZA International *** Thilisi : 29‘ & 30t October 2008

Author: Dr David E Probert : Final Report to USAID/CAPS : June 2009 : Page 1 Author : Dr David E Probert Copyright : www.vaza.com — Oct 2008

Link: www.valentina.net/vaza/CyberDocs/
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Background: “CyberTerror Landscape

e 20 Year Evolution of CyberCrime & CyberTerror: 1995-2015

e “215t Century Colonisation” of Worldwide Internet by
eCriminals, Hacktivists and CyberTerrorist Organisations

* Global Connectivity of Critical National Infrastructure (CNI)
significantly increases CyberTerror Risks for ALL Nations!

* High Security Risks: Most Governments & Businesses are
currently not well secured against Cyber Attacks & eCrime

.......and the “Bad Guys” are currently winning!

“Cyber-terrorism(1): Conflict in Cyberspace” v ¥ | RREmITY
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CyberTerrorism @ World Counter Terror
Congress — _”C'.)Iympiwa, London — April 2015
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INFOSECURITY EUROPE Lm' 3

M y Europe's Number One JUNE 2-4, STAND #C45.

Information Security
EUROPE Conference & Exhibition

02-04 JUNE 2015 H

—.—

Register to CELEBRATING 20 YEARS

loin over

15,000

information security Collect
professionals up to

Find innovation, inspiration and-optimise

your security pesture.at Europe’s biggest 16
information security event ciisl

REGISTER FREE NOW

Official Registration now open

Meet over

345+

vendors and

suppliers

*Free registration closes 01.06.2015 - 12 noon BST
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Common Cyber Attacks:
Reducing The Impact

Most cyber attacks are composed of four
stages. and
.The followmg secunty controls,

i

ap lied at each stage of an attack, can UorEcaton e & i i

reauce your orFamsatlon S BXPDSUI'G biicly available documents and web content. Employees, or those who have legitimate access,
to a successful cyber attack. | should also be aware of the risks from either by accidental or deliberate misuse.

1 discussing work-related topics on social media, and
al of being targeted by phishing attacks.
OF LARGE COMPANIES Malware
REPORTING BREACH Protection
ControlsFor = ™. P o Al L Can block malicious I‘
£600 K B 0 Tl'{iﬂif Siamgimfun nge“; perimeter nabeare ne S
nce an as ences ecure
£ 1 1 5 m access, It's much harder to detect CYbef Can block insecure or dommloadodmﬂom Co nﬁguuration
a their actions and eradicate their Attack unnecessary Restrict
AVERAGE COST OF presence. This is where a more in- services, or only functionality to the
SECURITY BREACH dopt.boksapproach b ol Stages allow pemite minimum needed or
Source: 2014 Information Cyber Securityoutlinesmanyof .~ WA e A - Password Policy Wabﬁlw apply
Security Breaches Survey the features of a complete ; W usersfiom o avery device that is
sponsored by the risk management regime. ng easu;ﬁu&ed i gt
Department for Business, ' Breach p""s":"t:m m‘ business.
Innovation and Skills. Patch Management Malware Protection aumberof talled
es at the earliest Malware protection within the atte
known software Monitor and a all malicious code in an
Ii vulnerabilities. i ct to imported item. D
Secure Configuration ﬂ mlsual a:ti":it?{ E‘i Device Controls
Remove unnecessary software and default » Devices within the intemal gateway should be
user accounts, Ensure default passwords are User Access UserTraining used to prevent unauthorised access to
changed, and that automatic features that ~ Well maintained user access User training is extremely critical services or inherently insecure
could activate malware are tumed off, Iglﬂtmls c;nllﬂ r;sgrid m;data ﬁ:a?mn orfeﬂcing th? senvices that may still be required intemally.
G ; a ons, es an successfu
C ESG o that users can access. social engineering attacks. CERT'U K

Who might be attacking you?

Cyber Criminals interested in maki ﬁ money through
fraud or from the sale of valuable i

Industrial competitors and foreign lntelbgenee
services interested in gaining an economic
advantage for their companies or countries.

Hackers who find interfering with computer
systems an enjoyable challenge.

Link:www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility
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Typical Global“Botnet” Cyber Attack

o T

31t International East/West Security Conference
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Command & Control (C2) Malware Servers
- “Global 21°t

Century Cyber-Colonisation” -
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Image: www.fireeye.com — FireEye Inc (c)
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Monitoring “Real-Time” Cyber Attacks

& NORSE

© ATTACK ORIGINS
# M COUNTRY
w EE United States
™ Bulgaria
» K South Korea
Ll
x B Russia
3 HR  United Kingdon
)
*
2 B Argentina
*s
L .
[ ]
© LIVE ATTACKS &
TARGET TVPE
TIMESTAMP ] : DRGAMIZATION : : I.MTIM F " I.IIGATI]H SIRVICE PDFT

Gold River. United States 216 218.206.71

201505-17 15:11:47.85 Kirksville, United States nethios-ns 137
20 5-17 15:11:48.94 Konya, Turkey, tes telnet 3
2 7 15 Corr ations Corpo al npi m 0
2 Conr ations Corpo ol 1] np m
201505-17 15:11:50.27 France Telecom Paris, France unknown, MiliGov telnet 23

20150517 15:11:50.29 B5B-SERVICE - Virtual dedicated Server-Hosting unknown, Garmamy Saint Louis, United States WEIT-S8rver-s=| 2007

2015-0 Tyl iglaly J 0w MIKrosSoTt-as 445

3" 5

LEEEEEEREERTE LS T e kP LT

Link: map.ipviking.com - Norse Corporation e
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Global “Real-Time” DarkNet CyberAttacks
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UN/ITU — Global Cybersecurity Index (Dec 2014)

:*ﬂr

ABlresearch | Global
3 Cybersecurity
'@ Index National Cybersecurity Commitment ycyesr LOWEST

LYBERSECURITY
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Criminal & Political Cyber-Colonisation

e 21%C “Pirates”: eCriminals, Hacktivists and CyberTerrorist Groups are now
colonising both the Public Internet & “Global IP Darknet” as 215tC “Pirates”!

 “Slaved IT Botnets”: Computer Networks, Servers & PCs are “slaved” through

Computer Malware to work in massive networks of “IT Botnets” using PCs &
Smart Devices

* Global Response: National Governments and Corporations are now
implementing Cyber Defences against Multiple Classes of CyberAttack,

..."Physical Space” - 20thCentury Exploration & Colonisation was “Geographical”

“Cyber Time” - 21stCentury Cyber-Colonisation is at the “Speed of Light”

Physical Terrorism and Cyber Terrorism have different dynamics but can be much
more effective when combined within Integrated Physical-Cyber Operations

“Cyber-terrorism(1): Conflict in Cyberspace” Sl g PEASECURITY
Terracina, Italy : 25t%-26t May 201 =
31%t International East/West Security Conference e oy i 2 s e W) =
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Physical Exploration - 1885 — 1887 : Rev Herbert E. Probert
- Travelling from Big Horn, Wyoming, USA to Equatorville, Congo, Central AFRICA -

4" TR
)

i

IN GONGO.

BY
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American Baptist Publication Society,

1420 Chestnut Street.
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Route Map of Percy Prob_erts Eagst .alfrican Gampaign ‘fravels 1917 1919
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“Visualisation of Cyberspace”: Global IP “WHOIS” Addresses
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Active Internet Domains: “American IP Reqistry

L YBERSECURITY
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“Outer Galaxies of Cyberspace” — Other IP Registries
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Contrast between Physical & Cyber Worlds

Convergence to 21%C “Intelligent Worlds” will take time!

* Government Power
e Control

* Direct

 Padlocks & Keys

* Supersonic

* Convergent
 Hierarchical

e (Carbon Life
 Tanks & Missiles
 Mass Media

Phy5|caIWorId “Space”
Top-Down

* Dynamic

* Secrecy

* Territorial — “Geographical Space”

Cyber World = “Time”
* Bottom-Up

e Self-Organising

* Transparency

* Global — “Real-Time”

* C(Citizen Power

e Freedom

*  Proxy

 Passwords & Pins

 Speed of Light

* Divergent

* QOrganic

e Silicon Life

e Cyber Weapons & “Botnets”
* Social Media

“Smart Security” will require Embedded Networked Intelligence in ALL future devices

Dr David E. Probert : www.VAZA.com ©
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“Smart” Autonomous Chemical Oscillator:

- Belousov—Zhabotinsky Reaction (BZ) -



“Smart Scaling”: Fractal Mandelbrot Set




CyberCrime, CyberTerrorism & Espionage

* Profit: Cybercrime is generally for commercial gain and
profit with focus on Financial Service Sector. It is now
carried out on an “Industrial Scale” by IT Technically
skilled criminal specialists as Global eCrime Business!

* Power: CyberTerror by Groups such as ISIS is executed
to assert their “power”, develop their “brand” as well
as to attract new “followers” through social media.

* Espionage: CyberEspionage Groups are now emerging
to penetrate both commercial, government and
military organisations around the globe.
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- CyberTerrorism (1) — “Conflict in Cyberspace’

1 — Background: “Cyber Terror Landscape” 2 — Cyber Players and Targets 3 - Typical Cyber Threat Scenarios
4 - Recent Cyber Terror Case Studies 5 - Advanced Hybrid 4D Terrorism 6 — Industrial to Intelligent Cyber Society
7 — Cyber Models, Strategies & Tactics 8 — New Conflict Zone: Internet of Things 9 — Top 10 - CSO Cyber Action Themes
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Main Cyber Players and their Motives

CyberCriminals: Seeking commercial gain from hacking
banks & financial institutions as well a phishing scams
& computer ransomware

CyberTerrorists: Mission to penetrate & attack critical
assets, and national infrastructure for aims relating to
political power & “branding”

CyberEspionage: Using stealthy IT Malware to
penetrate both corporate & military data servers in
order to obtain plans & intelligence

CyberHackivists: Groups such as “Anonymous” with
Political Agendas that hack sites & servers to virally
communicate the “message” for specific campaigns

“Cyber-terrorism(1): Conflict in Cyberspace”
Terracina, Italy : 25t-26% May 2015
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- CyberTerrorism (1) — “Conflict in Cyberspace”

1 - Background: “Cyber Terror Landscape” 2 — Cyber Players & Targets 3 - Typical Cyber Threat Scenarios

4 - Recent Cyber Terror Case Studies 5 - Advanced Hybrid 4D Terrorism 6 — Industrial to Intelligent Cyber Society

7 — Cyber Models, Strategies & Tactics 8 —New Conflict Zone: Internet of Things 9 — Top 10 - CSO Cyber Action Themes
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Typical Physical & CyberTerror Targets

* Physical Terror: Attacks focus on Business & Social
“Hubs” such as Shopping Mall, Stadiums, Campus,
Airports & Train Stations

* Cyber Terror: Attacks focus on Hi-Value WebSites,
Servers & Data Centres such as Banks, Government,
On-Line Shopping & Social Media — Facebook,
Twitter & Yahoo

e Hybrid Terror: Synchronised Physical & Cyber Terror
Attacks on Critical National Infrastructure such as
Banking, Energy, Transportation & Military Assets

“Cyber-terrorism(1): Conflict in Cyberspace”

st : : Terracina, Italy : 25t-26th May 2015
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Cyber “Banking Theft”— Carbanak
Map of Carbanak targets

Up to 100 financial institutions were hit at more than 300 IP addresses
in almost 30 countries worldwide.

Estimated ~S1Billion stolen
from ~100+ Banks & Financial
Institutions during 2013/2014
Researched by “Kaspersky Labs”

Number of target |Ps by country

Rer Lo N 55- 200

2014 Kaspersky Lab GREAT  KASPERKY#
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- CyberTerrorism (1) — “Conflict in Cyberspace”

1 - Background: “Cyber Terror Landscape” 2 — Cyber Players & Targets 3 — Typical Cyber Threat Scenarios

4 - Recent Cyber Terror Case Studies 5 - Advanced Hybrid 4D Terrorism 6 — Industrial to Intelligent Cyber Society

7 — Cyber Models, Strategies & Tactics 8 — New Conflict Zone: Internet of Things 9 - Top 10 - CSO Cyber Action Themes
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Pre-2012 - Cyber Terror Attack Case Studies

* Estonia : May 2007

— Targeted at Government & Banking Servers —and immobilised national & commercial economic
infrastructure for several days. This was one of the earliest “historic” massive DDos attacks
(Distributed Denial of Service) from unknown proxy sources.

Georgia : August 2008

— Targeted at Government Servers including Parliament & Ministry of Foreign Affairs, and the
National & Commercial Banking Network from anonymous proxy sources.

South Korea : July 2009

— Targets included the Defence Ministry, Presidential Offices, National Assembly, and Korea
Exchange Banks. This attack was also simultaneously targeted at various high-profile US Sites &
Servers such as the NY Stock Exchange, White House & Pentagon.

Iran, Indonesia & India : June 2010

— Computer worm known as Stuxnet discovered in Industrial Logic Controllers in several countries
including Iran, Indonesia and India. Stuxnet was the 15t known sophisticated “Designer” Cyber
Malware targeted on specific industrial SCADA Systems (Supervisory Control And Data
Acquisition). Duqu Malware (2011) is related to Stuxnet.

Middle East : May 2012

— Sophisticated Modular Computer Malware known as Flame or Skywiper is discovered infecting
computer networks in Middle Eastern Countries including Iran, Saudi Arabia, Syria, Egypt,& Israel

......mall scale penetrations & cyber attacks continue on an almost 24/7 against almost
ALL countries including government & critical national & industrial infrastructure (CNI)
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Critical Energy Industry Sector : “Cybersecurity for
Automated Industrial Control & Safety Systems”

2008-04-18 13: 58 A=
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Case Study: StuxNet Worm - Industrial SCADA Systems - 2010

User accesses an infected removable Stuxnet Worm : 1%t Discovered June 2010
drive; his/her system is then
infected by WORM_STUXNET.A

WORM_STUXNET.A targets SCADA WinCC

. systems, which are used to manage

industrial operations such as power plants
and energy refineries.

WORM_STUXNET.A drops files onto

the Windows folder, creates regis . . . ,
entries, and injects codes into gy It is also interesting to note that it attempts
processes to stay memory-resident; it to access sites related to an online football-
also drops RTKT_STUXNET.A to hide betting site. Though this does not pose
its malicious routines threats, it may be a diversion tactic to
confuse security analysts, causing them to

fail to immediately realize the worm’s main
functionalities.

?tiﬂﬁH_EIHEI'I«!_ET.; Eaml?sdmpi“ of
itself, a . e detected as - ;
LNK ' STUXNET A, onto all removable SCAPA Supervisory F:ontrol & Dat.a\ Acquisition
drives connected to an affected - Mainly for Power Stations & Industrial Plants -
system, allowing it to propagate
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CyberCaliphate: Middle East and Africa(1)
cybercaliphate ;/
A

/4

3,678 1,268 110K

Tweets Tweets & replies Photos & videos
U.S. Central Command

U.S. Central Command
Official Twitter for U.S. Central

Command I0ENTCOM. "FolowT doss Pentagon Networks Hacked. Korean
not equal endorsement Scenarios

MacDill AFB, Tampa, FL

Multiple CyberAttacks of US Central Command and French TV5Monde (April 2015)
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CyberEspionage: Middle East and Africa (2)

Desert Falcons. Victims of advanced targeted attack.

(X)Religious (&) Unknown

(#)Activist (=) Education ($)Financial (@)Government (#¥Industrial (§)Energy (# Media (@) Political (~)Trade and commerce

High infection rate (1500+)

Palestine (&) (=)($)(@)(#) @) ~)(2)

AT ADATRAE AL AT AS

Medium infection rate (500+)

.\/ \/ ‘\/ YR \f&\

Egypt (&)@ ®(E

Israel (%)(s Vﬁ?@i)@@

Low infection rate (50+)

Jordan (&)(@)®¥)~)2)
United Arabic Emirates (#)(@)&)
Saudi Arabia (@)(2)
United States of America \‘-'.;\7

South Korea #(2)

Russia Federation (&)

Lebanon (&)
Iraq () S .
e EHiney Lowest infection rate
Qatar (2) (&) Kuwait (2) Libya (2) Zimbabwe (2) Mali (2) Denmark
Germany (2) (2) Norway (2) Albania (&) Uzbekistan @) Iran (2) Bosnia and Herzegovina
China (2) (&) Turkey (&) Romania (&) Ukraine ‘&) Greece
Syria (2) (2) Sweden (2) Italy 2) Taiwan (&) Cyprus
Yemen /3.\ (\g France /\A;\ Hungary /'\' Sudan '\33 Belgium
Algeria (&) (2) Mexico (2) Australia ‘2) Portugal (2) Netherland
India (&) (&) Morocco (&) Japan (&) Mauritania (&) Pakistan

© 2015 Kaspersky Lab KASPER§KY#
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CyberEsplonage Group: Volatile Cedars

“Volatile Cedars”

Cyber Espionage Group
operating from Lebanon
since 2012 with in-depth
research and full report
by Checkpoint Software
Technologies Ltd (2015)

VOLATILE CEDAR
THREAT INTELLIGENCE AND RESEARCH D

Version 1
MARCH 30, 2015
—\Version 2
2 uuuuuuu 3
§3 — _
icro Version
; 2 — kS Version
- " 1
J&] Check Point N
SOFTWARE TECHNOLOGIES LTD. 0
A S o W

mb fbta dsamp
w (=]
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Hybrid “4D” Physical-Cyber Terrorism

* Cyber Terror Attacks will typically be integrated
within an overall Physical-Cyber Game Plan -“4D”

— Physical Terror focuses on the Target Physical & Social
Infrastructure, Buildings & Territory

— Cyber Terror focuses upon the Target IT Computing &
Critical Information Infrastructure

 The Emergence of “Hybrid” Terror Attacks will
demand that we re-design & engineer Security
for Government, Business & Society in 215t C!

...21stC Warfare & Terrorism will evolve as Hybrid Power Play
integrating Territorial Control with Global Cyber-Info Terrorism!
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Hybrid Cyber-Physical Hacktivism
“Anonymous” Attacks on BART - Aug 2011

¢ Physical Protests by International Hacktivist
Group — “Anonymous” - coupled with multiple
Web-Site Cyber Attacks following incident on
Bay Area Transit Network - BART — San Francisco

We Will NOT Tolerate
Censorship

mm‘#ﬂ:'lgﬁ THE PRESS ROOM COUNTY SUPPORT
The Histary Regional Press Relesses
Specisl DUI Enforcement Periods | Cousnty Enforcement
San Francisco: Join Us Monday, August 15th at M!“mm County DUI Statisics |
5pm for a peaceful protest at Civic Center station.
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“Smart Analysis Tools”: 4D Simulation Modelling
for Hybrid Terror Alert & Disaster Management
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“Cyber to Physical Attacks”

* The illegal penetration of ICT systems may allow criminals to secure information or
“make deals” that facilities their real-world activities:

— “Sleeping Cyber Bots” — These can be secretly implanted by skilled hackers to secure
on-line systems, and programmed to explore the directories & databases, and & then to
transmit certain information — Account & Credit Card Details, Plans, Projects, Deals

— Destructive “Cyber Bots” — If cyber-bots are implanted by terrorist agents within the
operational controls of power plants, airports, ports or telecomms facilities then
considerable physical damage may result. A simple “delete *.*” command for the root
directories would instantly wipe out all files unless the facility has real-time fail-over!

— Distributed Denial of Service Attacks — These not only block access to system, but in
the case of a Banking ATM Network, means that the national ATM network has to be
closed. Alternatively in the case of an airline check-in and dispatch system, flights are
delayed.

— National CyberAttacks — Many international organisations such as NATO & US DOD
forecast that future regional conflicts will begin with massive cyberattacks to disable
their targets’ physical critical communications and information infrastructure (CNI)

Nations need to upgrade their national cybersecurity to minimise the risks of Hybrid
Cyber-Physical Attacks from terrorists, criminals, hacktivists and political adversaries

w 0 . PR 1 LYBERSECURITY
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“Physical to Cyber Attacks”

* Most “physical to cyber attacks” involve staff, contractors or visitors performing criminal
activities in the “misuse of computer assets”:

— Theft & Modification of ICT Assets: It is now almost a daily occurrence for critical
information & databases to be either deliberately stolen or simply lost on PCs or Chips

— Fake Maintenance Staff or Contractors: A relatively easy way for criminals to access
secure facilities, particularly in remote regions or developing countries is to fake their
personnel IDs and CVs as being legitimate ICT maintenance staff or contractors

— Compromised Operations Staff: Sometime operational ICT staff may be tempted by
criminal bribes, or possibly blackmailed into providing passwords, IDs & Access Codes.

— Facility Guests and Visitors: It is standard procedure for guests & visitors to be
accompanied at all times in secure premises. In the absence of such procedures, criminals,
masquerading as guests or visitors, may install keylogger devices or extract information,
plans and databases to wireless enabled USB chips, tablets or phones!
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Cyber Integration with Physical Security Operations

e Cybersecurity for Government, Business & Critical Service Sectors should be
tightly integrated with operational physical security solutions including:

1) Advanced CCTV Camera Surveillance of the Secure Government & Critical Facilities

2) Exterior ANPR (Automatic Number Plate Recognition) Systems for Car Parking & Entrances
3) Integration of the Cyber CERT/CSIRT with physical CCTV & Alarm Control Centres

4) Personnel RFID and/or biometrics office & campus access controls

5) Professionally trained security personnel & guards — 24/7 — for top security facilities

6) Implemented facility security policy for staff, visitors and contractors

7) Intelligent perimeter security controls for campuses and critical service facilities such as
airports, power stations, refineries, military bases, hospitals and government institutions

8) On-Line Audit trails and Electronic Log-Files for secure Physical Facilities
9) Focus upon in-depth physical security for computer server rooms, data storage & archives

All critical information infrastructures on multi-building campus sites such as airports,
universities, hospitals, military bases, leisure resorts & government agencies require

“Integrated 4D Cyber-Physical Security Operations” = “SMART SECURITY”
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Cy_br: Integrated Command & Control

“Cyber-terrorism(1): Conflict in Cyberspace”

st : . Terracina, Italy : 25t-26th May 2015
31t International East/West Security Conference 00 2 pobort : waww VAZA com ©




Physical: Integrated CCTV Surveillance
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Emerging Physical & Cyber: National Operations Room:
- US Transportation Security Administration (TSA) -
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Integrated Cyber & Physical Security: “The Shopping List”

...Smart Security for Business & Government is a Multi-Year Programme!

1) Cybersecurity Team: Establishment of a CERT/CSIRT & Professionally Qualified
Cybersecurity Team within your Business or Government Organisation

2) CNI: Long Term Critical Infrastructure Protection (CNI) — Protect Critical Info Assets!

3) System Upgrades: Technical Infrastructure Upgrades including Hardware, Software,
Databases, Secure Network Links, Biometrics & RFID

4) Back-Up: Disaster Recovery, Business Continuity and Back-Up Systems

5) Physical : Physical Security Applications — CCTV, Alarms, Control Centre

6) Awareness Campaign: Business-Wide Campaign for Cybersecurity Awareness
7) Training: Cybersecurity Skills, Certification & Professional Training Programme
8) Encryption: Implement Data Encryption for Business Critical Info

9) Rules & Policies: Develop and Communicate Cyber & Physical Security Policies for ALL
Staff & Contractors to cover topics such as Wi-Fi and “Bring your Own Device (BYOD)”

......It is also recommended to develop an economic “Cost-Benefit” analysis and detailed
Business Case in order to justify Cybersecurity Investment for your Board of Directors!
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Transition from 20t"C to 215tC Smart Security

Cybersecurity 2015-2025:

— Every country in the world will need to transition from the traditional 20t"C
culture & policy of massive physical defence to the connected “neural”
215tC world of in-depth intelligent & integrated cyber defence solutions

National Boundaries:

— Traditional physical defence and geographical boundaries are still strategic
national assets , but they need to be augmented through integrated cyber
defence organisations & assets.

Critical National Information Infrastructure:

— 215tC national economies function electronically, & yet they are poorly
defended in cyberspace, and very often open to criminal & political attacks

Multi-Dimensional Cyber Defence:

— Nations need to audit their critical infrastructure — government, banks,
telecommunications, energy, & transport — and to upgrade to international
cybersecurity standards based upon accepted “best practice” (ISO/IEC)
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From Industrial to Cyber Defence

* Industrial Age Security: Throughout the Industrial Age of
the 19th & 20 Centuries our governments & business
focused upon Physical Security & Defence

* Information Age Security: ALL Business Sectors in the
215t C now need to invest significant resources for BOTH
Physical and Cyber Security within an Integrated Team

 “Real-Time” Response: Cyber Attacks travel at the
“Speed of Light” so our CyberSecurity Apps must operate
in “Real-Time” with instant response to Threat Alerts.
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Enhancing “CBRNe” Capabilities

* Updating CBRNe: Within traditional “Terror” training the focus is often on
Physical CBRNe = Chemical, Biological, Radiological, Nuclear & Explosives

* Extend Security Models: We now need to extend such threats to include
the parallel CyberTerror Attacks

e Hybrid Terror Risks: In potential terror scenarios, the potential CBRNe
options can be manipulated & extended through Cyber Penetration of
Government and Business IT Information Networks & Servers

..In summary we need to rethink traditional Physical & CBRNe Security &
Terror Scenarios to include the multi-dimensional risk of stealthy Cyber
Penetration and potential destruction of Critical System Controls & Data.
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Monitoring and Securing Social Media

* CyberTerrorists are experienced in “Bottom-Up” attacks
plans that begin with “Spear Phishing Attacks” using email

& social media

 ALL Businesses & Government Agencies are at risk through
“social hacking” of staff accounts and Advanced Persistent

Attacks (APT)

e Business must monitor & protect staff against eMail
Phishing Attacks & Malware Injection through Social Media

— Facebook & Twitter...
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Cybersecurity for Social Networks

Social Sites: During recent years, social & professional networking sites such as
Facebook and Linkedin have become the latest commercial targets for cybercriminals

Cyber Scams include Identify Theft and requests for instant money transfers from
parents to support the “release” of children & friends overseas

Cybercriminals also sign-up as “friends” in order to infiltrate student & family
networks, and then to secure personal information & account details

Paedophiles also use these social networks in order to cultivate relationships with
children and teenagers below the “age of consent”

Businesses may be at risk if employees publish confidential company information on
their social network accounts that may easily go public

Facebook now works with child protection authorities in countries such as a the UK so
that those at risk can quickly contact “help lines”

Business and Government should consider ways to exploit the power of
social networking whilst protecting their own networks against attack.
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“CyberWar” Strategies & Models from Classic Works!

ON WAR

Carl von Clausewitz

SUN TZU Recommended
“Bedtime
Reading”

for

Cybersecurity

Specialists!

THE NEW ILLUSTRATED EDITION

“Cyber-terrorism(1): Conflict in Cyberspace”

st : . Terracina, Italy : 25t-26% May 2015
31%t International East/West Security Conference © Dr David E. Probert : www.VAZA.com ©




Cybersecurity Models, Strategies & Tactics

 UN/ITU: Global CyberSecurity Agenda (GCA)
* UK Contest: Counter Terror Strategy: -
...Pursue, Prevent, Protect & Prepare
 NATO/CCDDOE: National Cybersecurity Framework
* EU/ENISA: Info Security Agency — Cyber Good Practice Guide
* OAS/CICTE: Inter-American Committee against Terrorism
e SANS Institute: Critical Security Controls
* |SF: Information Security Forum: “Good Practice Standard”
* |SO/IEC 27000 Series: Information Security Standards
e NIST : Institute of Standards — Cybersecurity Framework

....\We’ll review these in “Security in Cyberspace” after lunch!
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SANS: Critical Security Controls (CSC)

Mapping the Controls Across the Cyber Defense Lifecycle

The Critical Controls provide high value across different stages of the typical “Prevent/Detect/Respond’’ cyber-
security lifecycle. SANS has created a mapping allocating the Controls across four phases:

—]
<
Un‘.‘ﬂ:’

= R

n’.’mo
U”’U

Resource
Hardening

Hardware and Software
Inventory
CSCI & CSC2

Secure Configurations
csc3, €SC7, CSCIo
& cscll

Vulnerability Assessment
& Application Security
CSC4 & CSC6

Privilege and
Access Management

(i

CYBER DEFENSE LIFECYCLE

Compromise Detection,
Attack Response, Recovery,
Detection/Mitigation and Reporting

People and Processes

The Critical Security Controls includes a number of security
areas which focus on people and processes and are applicable

across the entire lifecycle:

CSC9 — Security Skills Assessment and Training
CSCI9 — Secure Network Engineering
CSC20 — Penetration Testing and Red Team Exercises

SANS = SysAdmin, Audit, Networking and Security

Link: www.sans.org/critical-security-controls/
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New Conflict Zone: “Internet of Things

e CyberEvolution: During the next 25 year phase of Cyber
Evolution the Internet will extend to most IT enabled
devices within cars, homes, offices, power stations &
retail products! This is the “Internet of Things” — loT

* CyberSecurity: ALL loT connected devices, nodes &
servers will need to be secured against cyber attack!

* Next Conflict Zone: The loT is destined to become the
next major Cyber Conflict Zone during 2015 - 2040....
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European Research Cluster: Internet of Things

on the Internet of Things

ABOUT IERC

loT European Research Cluster

The aim of European Research Cluster on
the Intermet of Things iz o address the
large potenfial for loT-based capabilities in
Europe and to coordinate the convergence
of ongoing activities.

European Dimension

loT has the poiential fo enhance Europe’s
competitiveness and is an important driver
for the development of an information
bazed economy and society. A wide range
of research and application projects in
Europe have been set up in different
application fields. Communication between
these projects is an essential requirement
for a competitive industry and for a secure,
safe and privacy presenving deployment of
IoT in Europe.

Global Dimension

IERC will facilitate the knowledge sharing at
the global level and will encourage and
exchange best practice and new business
models that are emerging in different parts
of the word. In this way, measures
accompanying research and innovation
efforts are considered to assess the impact
of the Intermet of Thingz at global and
industrial level, az well az at the
organisational level.

Internet of Things

I=EIRC

European Research Cluster

Coordinating and building a breadly

based consensus on the ways to realise
the Internet of Things- vigion in Euwrope.

Home News Events

IERG-OBJECTIVES

Documents

Newsletters

ol -

. : -
Identifying loT technology research

EVENTS

= Met Tech Future Coordination

meeting, Brussels
-23-24 October 2014, Brussels,
Belgium

s |CT Proposers' Day
-08-10 October 2014, Florence,
Italy

= Open Days — Commitiee of the
Regions, Brussels — loT workshop
-08 October 2014

= Jdih Intermnational Conference on the

Internet of Things

RN Nrtnlhar 2N44  Cambridne
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NEWS

Why Shellshock is bad news for the

Intermet of things
-25 September 2014, Web article

Securing the Internet of Things
-25 September 2014, Web article

Citi Calls Coders to Develop Apps for
‘Internet of Things'
-25 September 2014, Web article

Arm launches latest chip to power the

internet of things
-24 September 2014, Web arficle

Amazon is Building an Intemet of Thinas
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DOCUMENTS

= |mtemnet of Things: From
Research and Innovation to

Market Deployment
-IERC Cluster Book 2014

s |nternet of Things: Strategic
Research and Innovation

Agenda
-IERC Cluster SRE1A 2014

= |oT: Converging Technologies
for Smart Environments and
Integrated Ecosystems
-IERC Cluster Book 2013
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Cybersecurity for Critical Sector Networks: “Internet of Things”

Monitoring

Home utility control Pollution monitoring

Disaster/crisis
management

-
A ‘ﬁu. N

4 l Agricultural contml

Military fields
Mobile RFID/USN SecMan(09)_F36
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IERC — Research Cluster Reports on “Smart
Systems” & the Internet of Things

o 5 4 b o
River Publishers Series in Communication ‘ R[V“ Publishers Series ":

{gﬁﬁternet of Things —

Internet of i

] A
§ Ledit
p S A J
| - - P A
2 %7l P
[ 4 Vg -

T h 1N g S e Qonveﬂisigjechpolgqjgs
ez ¥. Smart Environmeénts and"

N -lﬂfeﬂ”g'réted Ecosystems
New Horizons b 7
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7 — Cyber Models, Strategies & Tactics 8 — New Conflict Zone: Internet of Things 9 — Top 10 - CSO Security Action Themes
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- Smart Sustainable Security in the Wild! -

.
The Sociable Weaver Bird _

A

“World’s largest Bird Nests”

| ar Ly g S ;
s i et A -

*Secure Living Community
Self-Organising Architecture

*Fully scalable for long term growth
*Supports 250+ Weaver Birds
*Real-Time Disaster Alert System
*Sustainable in Semi-Desert Steppe
*Robust against “Enemy Risks” _
such as Eagles, Vultures & Snakes

...all the features of a 215tC-“Cyber Defence Centre’icludl"

ng Disaster Recovery & Business Continuity!

LYBERSECURITY
_:__,_.’-—-
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Integration of Physical and Cyber Security
Integrated CSO-led Management Team — Merged HQ Operations

Physical Security Operations Cyber Securlty Operations
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Integrated Management,
Training, Standards, Plans

ONE - Architecture!
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Corporate CSO-led Security Team

ONE — Shopping List! ¥

’ Final phase of Cyber-Physical Integration - Embedded Intelligence in ALL Devices - Internet of Things

SYHERSECURITY
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“Cyber — Physical Security Operations”
Convergence to Smart Resilient Security Solutions

e |P Networks: Physical security and associated Operational Solutions are increasingly based upon

sophisticated electronic networked solutions, including biometrics, smart CCTV, intelligent perimeter
fences, embedded active & passive RFID Devices and networked real-time sensors

® Convergence: CSO-led Management operations for “Physical Security” and “Cybersecurity” will
steadily converge & become integrated during the next few years from staff, assets, resources &

operational budget perspectives = “Smart Resilient Security”

 Smart Security in 3 Phases: Cyber-Physical Security Integration will evolve over 5 -10 years
15t Phase — Virtual Operational Integration - CSO managed Security Team
2" phase — Integrated Architectures and Standards — ONE Cyber-Physical Model
3 Phase — Embedded Intelligent Integration of ALL Devices - Internet of Things

e Business Benefits: The benefits of integrating cyber and physical security for both Business and

Governments are reduced running costs, reduced penetration risk, and increased early warning of co-
ordinated cyber-physical security attacks, whether from criminals, hackers or terrorists.

...... the “Cyber-Vardzia” White Paper for Georgia discusses Cybersecurity and
Physical security in some depth, as well as their convergence and integration!
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R

Case Study: White Paper: 215t C Georgia — “Cyber-Vardzia”

L21stC Georgia™. .

# Integrated Cyber & Physical Security Systems for 21°C Georgia *
Author: Dr David E Probert — VAZA Intemational

(0) Executive Summary

In this White Paper I argue that for Georgia to secure its national borders and to protect its critical
national mfrastructure m the 21°C, that it should develep its cybersecurity & physical secunty within
the framework of zn mtegrated security organisztion with charter from highestlevels of Government.

The paper briefly reviews the major cybersecurity and physical security technologies and solutions,
and then discusses the more complex security threats that can only be detected through the operational
integration of the cyber and physical sacurity organisations.

Ithen consider examples of ways in which cvber and physical security solutions can be operationally
& techmologically ntegrated to provide 2 more effective responseto evolving cybercrimmal threats.
Following this generic review of integrated security. I move to a more detailed discussion of the
security requirements on a sector-by-sector basis, focusing on those sectors that are critical to the
national economic & political mfrastructure mcluding: government, telecommunications, bankng,
energy, transportation, education, police and defence.

My personal vision for this project is based upon the Georgian Historical Cave City of Yardzial,,.
i . . o B Significant mvestment i3 beng made by mtemational agencies and countries mito the Georgian
I n tegratEd Cybe r & P h VSICEI | SECU I’Ity Economy, and already much progress has been achisved during the last 3 to 3 years. Howsverin
parallel there needs to be incrementsl investment to upgrade both Georgizn physical and cyber
security for its critical national mfrastrocture. There remams an mtemational perception that
ok I or ¥ o ok Georgia's borders & cyber-networks are still not fully secured....

...... Sojust as the 12thC Vardzia Cave Complex protectzd the country for several hundred vears
H H during the medieval period, so this new integrated sscurity programme will dramatically mcrease
... e-Government, e-Society & e-Georgia. £ B £ VP :

Geotgia’s protection agzinst cyber-attacks and potential mvasions during our 2 1stCenmry!

Finally I summezrise some of the major benefits for Georgia to consider cybersecurity and physical
R I I AR A I ) security within the same organisations] and operstional framework, and suggestions for next steps.

Author: Dr David E Probert — VAZA International || ~  ~~ 07T T TTTTTToTTTTTTToTToTTTToTToToToT

Author: Dr David E. Probert - {c) www.v

- November 2010: V5 Author: Dr David E. Probert - [c) www - MNovember 2010: V5

Web Link : www.Valentina.net/vardzia/Georgia2010.pdf
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TOP 10 CSO Cybersecurity Action Themes

1)  CSO — Chief Security Officer’s Team —
Roles & Responsibilities

2)  Professional Training — Suggest Top-
Level CISSP Certification

3) Implement International Security
Standards (ISO/IEC- 27000)

4)  Develop CERT/CSIRT Team

5) Profile Security Staff and Contractors
for Possible Risks

6)
7)
8)
9)

10)

ICT: Hire Qualified Cyber Systems
Technology, Software & Operations Team

Cyber Asset Monitoring including Memory
Chips & Smart Phones

Bring Your Own Device Policy —
Communicate Rules to Staff

Professional Association Membership for
Team Networking & Skill Building

Cyber Legal Protection — Check Your
Contracts for Cyber Trading Risks

This afternoon we’ll further review and discuss these Top 10 CSO Action Themes!

31 International East/West Security Conference

=, LYDERSECURITY
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CyberTerrorism (1): Wrap-Up Summary

1) Cyber Epidemic: Most Business & ALL Governments now
experience regular Cyber Penetration Threats &
Occasional Attacks

2) Cyber Terror: Emerging as a new Disruptive Threat to
Critical Businesses ( Banks, Energy, Industry) as well as
National Governments

3) Hybrid Security: Business now need to Plan, Design and
Implement Integrated Physical-Cyber Security to Defend
against CyberAttacks. CyberCrime & CyberTerrorism

....... In my next talk— CyberTerrorism: “Security in Cyberspace” we
discuss practical options for Securing YOUR Business against
Cyber Penetration, Cyber Attacks & possible CyberTerrorism
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CyberTerrorlsm (1): “Conflict in Cyberspace”
International East-West Security Conference: Terracina, Italy

-Youl!...

Download Presentation Slides:
L www. Valentl_na net/East-Wes_t_2015/
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East-West Security Conference — Italy 2015
- CyberTerrorism Presentation Slides (PDF) -

- CyberTerrorlsm (1) - : _
‘Confhct in Cyberspace “ “Secur:ty in Cyberspace

31% International East/West Securi onference

Theme (1) — “Conflict in Cyberspace” Theme (2) — “Security in Cyberspace”

Download Link: www.valentina.net/East-West2015/
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Download Presentation Slides:
www.Valentina.net/East-West2015/
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Additional Cybersecurity Resources

Smart Solutions: "Haster Class” - Part 3

- Smart Governance -

™ In fon & ic

]

- Smart Sustainable Security -

- Armenia: Smart Economy -

- Designing & Engineering
Smart Solutions -

- Defining Smart Solutions

“Smart Business Architectures for

Intelligent Economic Development™ EERGrAG Sar S PR Cpamteart

& Business Architectures -

i || "21:tC Armenia - 2012: Smart Security” ” "21stC Armenia: Smart Governance” |

"Master Class - Smart Theory & Practice

“Roadmap for Real-Time Armenia™ - ":" USAID|CAPS
“Eatmrrerasien, L Cmmeres sad - Seoweiy * -
— A RoadMap for
g E - g "Armenia
i - -:F_ \ n-nma E Proberi
i ____"'ﬂ n
“Real-Time Armenia®” oo = : ey
Sl Pl i (S)USAID|CAPS e

RoadMap for Real Time Armenia- Slides

Roadmap for Real Time Armenia- Report

.."21stC Georgia”... m
i

21%C Georgia - “"Cyber Vardzia”
“Integrated Cyber & Fhysical Security™

"Real-Time Armenia” - White Paper "Real Time Armenia" - Slides

R T Gamarin | Saminring Geirvanvuraied & [riborietion Chpiratiiors =+

“Real-Time"

for e=Government & e-Georgla

“Real-Time Georgia™

SSevaring Geavermweat & Emterprise Gperation®

. “Cyber- Vard?m

"Real-Time Georgia" - GITI 2008 Paper 21stC Georgia: "CyberVardzia” - Paper || 21stC Georgia - "CyberVardzia" - Slides

* ITU Cybersecurity Strategy *

"3-Day Workshop Overview™
T T
P “Organisatienal Structures "Cybersecurity Capacity Building
e ; & &
= Incident Management International Collaboration ™
= for
Cybersecurity in the Americas” Pp—

O Bl . P

= #ﬁ

||IT[|!C]T_EL Cybersecurity in the Americas ||[ITU/CITEL: Cybersecurity Skills Building |

|Jamaica: Cybersecurity Technology- Slides || Jamaica: Cybersecurity Strategy- Slides || "Short Professional Bio™
10 10 1T

Link: www.valentina.net/vaza/CyberDocs
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Professional Profile - Dr David E. Probert

Computer Integrated Telephony (CIT) — Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with
telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

Blueprint for Business Communities — Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the
“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

European Internet Business Group (EIBG) — Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included
support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.
Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 =»1998)

Supersonic Car (ThrustSSC) — Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1t Multi-Media and e-Commerce Web-
Site for the World’s 15t Supersonic Car — ThrustSSC — for the World Speed Record.

Secure Wireless Networking — Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11
networking products with technology partners from both UK and Taiwan.

Networked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall
responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

Republic of Georgia — Senior Security Adviser — Appointed by the European Union to investigate and then to make recommendations on all aspects of IT
security, physical security and BCP/DR relating to the Georgian Parliament.

UN/ITU - Senior Adviser — Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1°t Class Honours Degree in Mathematics (Bristol
University) & PhD from Cambridge University in Self-Organising Systems (Evolution of Stochastic Automata), and his
full professional biography is featured in the Marquis Directory of Who’s Who in the World: 2007-2015 Editions.

“ . . - 1 LYBERSECURITY
Cyber-terrorism(1): Conflict in Cyberspace ey

st : : Terracina, Italy : 25t-26th May 2015
31t International East/West Security Conference .0 /2 potert : www.VAZA.com ©




“Master Class”: Armenia - DigiTec2012
- Smart Security, Economy & Governance -

Smart Solutions: “Master Class" - Part 1

Defining Smart Solutions
& Business Architectures -

ﬂDr David E. ":_,Priab(-'_"r't
VAZA Internatiohal™ | -

Smart Solutions: "Master Class” - Part 2

- Smart Solutions in Practice |

for 215tC Armenia -

DriDayid E.Probert—- .«
VAZA .Iﬁtbrnatmna" ¥

Smart Solutions: "Master Class” - Part 3

Smart Solutions -

- Designing & Engineering |

"Master Class - Smart Practice"

Armenia: Smart Economy -

“Smart Business Architectures for
lntelliqent Economic Development

_ E’Irﬂawd E. Prbbert
- ‘VAZA IALErnatiAal" _" ‘

- Smart Sustainable Security -

“Integrating Cyber & Physical Operations”

- Smart Governance

thA Internatioial™

DriDavid E. Probert— - -

“Stimulating Innovation & Economic Growth"

"Armenia: Smart Economy"

"Armenia: Smart Sustainable Security"

Download: www.valentina.net/DigiTec2012/
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CyberTerrorism (1) : “Conflict in Cyberspace”
International East-West Security Conference: Terracina, Italy
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Smart Sustainable Security — “Theme Trilogy”

Theme (1) - Smart Security : Integrated Cybersecurity and Physical Security

- Understanding and Mapping the Worldwide Cyber Threats

- Transition to Smart Systems : Embedded Networked Intelligence

- Emergence of Smart Security: Hybrid Cyber-Physical Applications
“Operational Convergence “ 13th Oct: 09:10 — 09:50

Theme (2) — National Security : Strategy, Models, and Road Maps

" UN/ITU - Global Cybersecurity Agenda and Guide

- Operations, Technology, Legal, Training, Partnerships
—————®=_ - (Case Studies of “National Cybersecurity Agencies”
“Architecture & Standards” 13th Oct: 14:30 - 15:10

Theme (3) - Critical Security : Sector Threats and Smart Solutions

- Smart Security for Critical National Infrastructure (CNI):

- Finance, Transportation, ITC, Energy, Defence and more!...

- Engineering Smart Technical and Operational Solutions

“Intelligent Applications” 14t Oct: 11:15 - 11:55

Download Slides: www.valentina.net/East-West2014/ ber-terrorism(1): Conflict in Cyberspace” RS
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East-West Security Conference — Paris 2014
- Cybersecurity Presentation Slides (PDF) -

Smart Sustainable Security - "Theme Trilog_yﬁ

Integrated Cybersecurlty . B " 5 “Cybersecurity for
& Physical Security for National Cybersecurity Strategy Critical National Infrastructure
Ruadmap and Action Plan” o
Guvernments and Bus:ness (CNI)

D? \avidiEAProbety & -
VA‘ZA inf%rnat&d'ﬁ.ﬂ A

Dr D’élwd E F‘rab‘é’rt

s "WAZA Internatisng |
SO iy raonal EayWe s Sequrity Cairt . w“"—*"""" -

(1) Smart Security (2) National Security (3) Critical Security

Download Link: www.valentina.net/East-West2014/

SYHERSECURITY
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Computer Telephony Integration (CTI):

Virtual Integration of Voice-Data via Command Protocol Link
PABX — Telep:_hone Switch

Computer Server

CTIl - Command Protocol
Using ITU - ISDN — Q.831

Low Bandwidth Command Link

CTI Solutions — Used in most
Large Call Centre Operations
now for more than 25 years

Hi-Speed Data Hi-Quality Voice
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Defining and communlcatmg your Board's Information Risk Management Regime is
central to your organisation’s overall cyber security strategy. CESG recommend you
review this regime - together with the nine associated security areas described below -
in order to protect your business against the majority of cyber threats.

Network Security
_l Protect your networks against extemal and
intemnal attack. Manage the network perimeter.
GEENED Filter out unauthorised access and malicious
content. Monitor and test security controls. *+.

5 risk appetite.
Secure Com‘iguration
i Appl atches and that th
Produce relevant policy and establish anti-, RlSk M a I'Ia gem ent Bleee-rt” ?:ﬁﬁ;nﬁgsgﬁgt :uﬁlmglllwﬁc::d

malware defences that are applicable and
relevant to all business areas. Scan for
malware across the organisation.

L]
..

Monitoring Las®
Establish a momtnrmgstrategy and produce
s CFpomng policies. Continuously monitor all
ms and networks. Analyse logs for
unusual activity that could indicate an attack.

10 Steps To Cyber Security

Establlsh au_effectwe

detenmne yot

Reg

g

User Education and Awareness
Produce user security policies covering
acceptable and secure use of the organisation's
systems, Establish a staff training programme.
Maintain user awareness of the cyber risks.

Home and Mobile Working

Develop a mobile working policy and
train staff to adhere to it. Arplythe
secure baseline bulld to all devices.
Protect data both in transit and at rest.

ime
Removable Media Controls

Produce a policy to control all access to
removable media, Limit media types and use.
Scan all media for malware before importing
on to the corporate system.

Managing User Privileges

Establish account management processes and
limit the number of privileged accounts. Limit

Incident Management
Establish an incident response and disaster recover

CPNI

Centre for the Protection
of National Infrastructure

for Business

Innovation & Skills

‘ﬂ

Cabinet Office

team. Report criminal incidents to law enforcement.

capability. Produce and test incident management plans.
Provide specialist training to the incident management

user privileges and monitor user activity.
Control access to activity and audit logs.
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“Smart Scaling”: Fractal Mandelbrot Set




SECURITY INCIDENTS OCCUR EVERY DAY NEW TECHNOLOGIES
AND WAYS OF WORKING
BRING NEW THREATS

o of surveyed IT decision
makers believe that the

@ ‘Internet of
Tl'lill'ﬂS'r poses a threat
to network security

Mobile device security is the
single biggest concern for

...and it’s likely the other 3 Y0
have too (they just don't know it)

7%
Nearly a third of o

organisations {30%) Fort .
said they had lost or ::we be:: |500‘ mlmpanm
predict they would

AND THEY CAN SEVERELY IMPACT YOUR BUSINESS

...and the average business

£Fo00K » £1.15M disruption is between

IS THE AVERAGE COST TO A LARGE ORGANISATION
OF ITS WORST SECURITY BREACH OF THE YEAR...

Lihk: www.bt.com/rethinking-the-risk -
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