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CyberTerrorism — “Dual Themes”

Theme (1)” “Conflict in Cyberspace” : The Players, Stakeholders & Emerging Trends

WGy - The Colonisation of Cyberspace by the “Good Guys” & “Bad Guys”!
cy'be.ffer.sm(i) “- Need for Integrated Physical-Cyber Security for 215 C Terrorist Defence

Confhct in Cyberspace

am - Emergence of the “Internet of Things” as the Future Cyber Conflict Zone

“ Divergence: Chaotic Cyberspace Colonisation “ 26 May: 09:00 — 09:45

Theme (2) — “Security in Cyberspace”: Operational Security Models for 21t Century

- Survey of Cybersecurity Strategies, Models & Frameworks

- CyberTerrorism (2) -
“Sewﬂtvavberspace - Protection of Banking & Corporate Enterprises from Cyber Threats

% - Developing YOUR Action Plans & Practical Cybersecurity Programme

“Convergence: Integrated Real-Time Defence” 26 May: 14:15 — 14:55

Download Slides: Www.valentina.net/East-We5t2015/
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...or the Challenging Complexity of Securing
Government & Busmess in Cyberpa_ce....

“Cyber-terrorism(2): Security in Cyberspace” [ Y““‘SE“““”""

st : . Terracina, Italy : 25%-26th May 2015
315t International East/West Security Conference © DrDavid E. Probert : www.VAZA.com ©




- CyberTerrorism (2) — “Security in Cyberspace”

1 - Supersonic “Real-Time” Cyber security 2 — Cybersecurity Models & Architectures | 3 —Cyber Emergency Response Team: CERT

4 —Cybersecurity for Government & Defence | 5— Cybersecurity for Banking & Finance 6 — Securing Critical National Infrastructure

7 —Cyber Action Plans & Tactical Road Maps | 8 — OUR Cyber Future : “Neural Society” 9 — Developing YOUR Cybersecurity Plans!
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Warning! : CyberTerror Travels @ “Light Speed”

U TOM,KaK : :
MEeuTa OJHOTO YenoBeKa Physical Terror = “Spatial”: Attacks on Physical
0 nNpecAocNeHnn CBePX3BYKOBOro Infrastructure , Corporate Assets, Staff and Citizens

6apbepa morna 6bl cCOeNcCTBOBaTh

ycnexy Bawero 6u3sHeca *** Sound Waves = 340metres/sec ***

Cyber Terror = “Temporal”: Anonymous Attacks

on, Network Hubs, Servers, Databases & Social Media
*** |ight Waves = 300,000,000 metres/sec ***

Web Archive: www.thrustssc.com
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Thrust SSC — “Breaking the Sound Barrier” *

Mach ONE - 1228km/h — October 1997 *
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Successive “Real-Time”DarkNet CyberAttacks
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“Real-Time” Cybersecurity for Business

* “Massive SSS Losses”: Increasing “Conflict, eCrime &
Terrorism in Cyberspace” is costing Global Business an
estimated S4508Billion/Year in financial losses.

* “Cyber Light Speed”: Cyber Threats & Attacks travel at
“Light Speed” and require “Real-Time” Response!

* “Rethink Security”: Government & Business need to
rethink “Security Strategy” to mitigate cyber threats

...Now we present several practical Cybersecurity models
that you may adapt to your Organisation or Business.

“Cyber-terrorism(2): Security in Cyberspace” [ -i'“""s'“""”"
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- CyberTerrorism (2) — “Security in Cyberspace”

)
thlnas bt S — -

1 - Supersonic “Real-Time” Cybersecurity p Al 0] T TR sV [T [ ORI ETG T8 3 —Cyber Emergency Response Team: CERT

4 —Cybersecurity for Government & Defence | 5 - Cybersecurity for Banking & Finance 6 — Securing Critical National Infrastructure

7 —Cyber Action Plans & Tactical Road Maps | 8 — OUR Cyber Future : “Neural Society” 9 — Developing YOUR Cybersecurity Plans!
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Cybersecurity Models & Frameworks

UN/ITU: Global CyberSecurity Agenda (GCA)

UK Contest: Counter Terror Strategy: -

...Pursue, Prevent, Protect & Prepare

NATO/CCDDOE: National Cybersecurity Framework
EU/ENISA: Info Security Agency — Cyber Good Practice Guide
OAS/CICTE: Inter-American Committee against Terrorism
SANS Institute: Critical Security Controls

ISF: Information Security Forum: “Good Practice Standard”
ISO/IEC 27000 Series: Information Security Standards

NIST : Institute of Standards — Cybersecurity Framework

“ . . - oy, LYBERSECURITY
Cyber-terrorism(2): Security in Cyberspace” |
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UN/ITU:— Global Cybersecurity Agenda (GCA)

&S %, f The UN/ITU GCA - Global
L& Yl .
¥ % - Cybersecurity Agenda:
Q& %,
S :‘5‘%@@
& e, S _%‘% | 1 — Legal Measures
S SIS 'ﬁ*f - .
ST S 2 — Technical Measures
S NS %, '_ o
FESE &l 0%, ‘| 3 —Organisational Measures
S % : . ildi
7 % | 4— Capacity Building

5 — International Cooperation

e 0 | ...The UN/ITU constitutes a unique

global forum for partnership and

) & the discussion of cybersecurity.

7 1 L YBERSECURITY
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Worldwide Security in Cyberspace!
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Coordination across Whole of Government? Whole of Nation? E
INTERNET Coordination across Whole of (Internet based) System -
GOVERNANCE e e e R e e s SRS e
CYBER DIPLOMACY i1 ITU Security WGs

B pesssssssscsssssssssssssssssssssssssssssssscasssass
MANAGEMENT i National Computter Emergency Response Team H
& CIp e e i .I'.'_'_'_'_;'_'_'_'_'_'_'_'_'.'.'.'.'.".".'.'.'.'.'.'.".'.'.’.'.".'_'_'_'_'_"_'_'_'_'_'_'_'_'_'_'_'_'.

ISACs i ISACs :
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National intelligence & security organisation
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Figure 6: The Organisational Picture Across Mandates (red = strategic, blue =
operational, green = tactical at the national level; shaded = embedded in
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Framework Manual

@) ccocoe

NATIONAL CYBER SECURITY
FRAMEWORK MANUAL

EDITED BY x /
ALEXANDER KLIMBURG

This publication The NATO Science for Peace
issupported by: | and Security Programme

W{:umn
S

: www.VAZA.com © /3 13




NATO Framework: The Five Mandates and
Six Elements of the Cybersecurity Cycle

INTERNET
GOVERNANCE/
CYBER DIPLOMACY

CRISIS
MANAGEMENT
& CIP

MILITARY CYBER
OPERATIONS

(COUNTER)
INTELLIGENCE

COUNTER-
CYBERCRIME

- - H . h_ h
31 International East/West Security Conference Terracina, Italy : 25%-26™ May 2015
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NATO Framework: The Cybersecurity
Incident Model with 3 Cross-Mandates

COORDINATION

N it --
INFORMATION . ) i

SHARING AND - PROACTION 2 udayovii(0\8 PREPARATION

DATA PROTECTION : '

R&D AND EDUCATION PRO ACTION PREVENTION PREPARATION RESPONSE RECOVERY
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NATO Cybersecurity Framework:

- Organisational Architecture -

COORDINATION

INFORMATION
SHARING AND
DATA PROTECTION

R&D AND EDUCATION

I)H [II‘I’II-NI ll[( lN --

Strategic cyber security coordination across Whole of Government (incl. CI($)0)

..................................................................................... ~
Cyber Sec. Council E
'"“““"'““““““““““““'“““““"'""""““““'“““?.'.‘.'..‘..‘.'..‘.‘. ''''''' . -
e i Independent

review org. |
cs : '
_______________ 1]
International Tactical/operational cyber security for Whole of Government
T -
Privacy i e e e e e e e
O begaion ¢ L BA e A el
F 1
i Data i Intelligence
Poe feslcitiar i % S Police (cyber) Nt'l forensics organistaion
! [
lemccssmecnnmanns
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_____________________________________ "
Econ: CS innovation '
.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.‘.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.;
Science: CS R&D '
------------------------------------- ]
CS education

Figure 7: The Organisational Picture of the Cross-Mandates (red = strategic, blue =
operational, green = tactical at the national level; shaded = embedded in
existing organisation; dashed = option selected by some nations)
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NATO Cooperative Cyber Defence
Centre of Excellence — CCDCOE - Estonia

TALLINN

MANUAL

ON THE
INTERNATIONAL
LAW
APPLICABLE TO

CYBER
—— WARFARE

STRATEGIC CYBER SECURITY

" CCD_COE. Prepared by the International Group of Experts
at the Invitation of The NATO Cooperative
Cyber Defence Centre of Excellence

Recommended Cyber Reference Books: from NATO - ccdcoe.org/tallinn-manual.html
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International Cybersecurity Standards: Players

*  Multiple Players: There are multiple international and national organisations that define and
publish standards relating to physical and cyber security. In general these standards,
recommendations and guidelines are complementary

*  UN/ITU: We shall be focusing in this session of the technical security standards &
recommendations published by the ITU as their X-Series as well as H-Series

*  Partnerships: The ITU works closely in partnership with many other organisations, particularly
for emerging Telecommunications. Multimedia, Mobile & IP Networking:

— ENISA - European Network and Information Security Agency
— ISO - International Standards Organisation

— |ETF - Internet Engineering Task Force

— ETS] - European Telecommunications Standards Institute

— |EEE — Institute of Electrical and Electronic Engineers

— ATIS - Alliance for Telecommunications Industry Solutions

— 3GPP -3 Generation Partnership Project

— ANS/ - American National Standards Institute

— NIST — National Institute of Standards and Technology

— |SF - Information Security Forum

“Cyber-terrorism(2): Security in Cyberspace” B

st : . Terracina, Italy : 25%-26th May 2015
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European Network and
Information Security Agency: enisa

* * Site Map | Accessibility | Contact | Legal Notice |Eea-'cl*- Site Q.,|

' soou001000110010111010001011 011

*

* *
enisa = _ 1
X — 00110010111030
gtk V0100  oot101i ol

4 ¥ Security Agency
Home About ENISA Our Activities Publications Press & Media Events Public Procurement Recruitment

you are here: home — our activities — cert

CERT videos

| cerT

— filed under: Training, Information Sharing, Incident Response, Good Practice, CERT
What's new Cooperation, Exercises, Incident Reporting, CIIF
Overview ENISA's work in the field of CERTs / CSIRTs

Support

What is it all about?
CERT (Computer Emergency Response Team)

Other work
Events

i

Computer Emergency Response Teams (CERTs, aka CSIRTs) are
the key tool for Critical Information Infrastructure Protection (CIIP).
Every single country that is connected to the internet must have
capabilities at hand to effectively and efficient respond to
information security incidents. But CERTs must do much more: they
must act as primary security service providers for government and citizens, act as

awareness raisers and educators. ﬁAPCERT

Asian Pacific CERT

About us

View or download

the CERT Exercise video

related sites

Mot every country connected to the internet disposes of CERT capabilities. And the

level of maturity among those who do vary dramatically. It is ENISAS mission to as //\
much as we can clear out the "white spots” on the CERT worldmap and to minimise CEHT
the gaps by facilitating setting-up, training and exercising of CERTs. :

CERT Coordination Centre

LYBERSECURITY
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ISO/IEC 27000/2- Info Security Management

The ISO/IEC 27000-series numbering ("IS027k™) has been reserved for a family of
information security management standards derived from British Standard BS 7799. The
following standards are either published (shown in red) or works in progress:

« ISO/IEC 27000:2009 - provides an overview/introduction to the 15027k standards as
a whole plus the specialist vocabulary used in ISO27k.

o ISO/IEC 27001:2005 is the Information Security Management System (ISMS)
requirements standard, a specification for an ISMS against which thousands of
organizations have been certified compliant.

« ISO/IEC 27002:2005 is the code of practice for information security management
describing a comprehensive set of information security control objectives and a set of
generally accepted good practice security controls.

« ISO/IEC 27003 provides implementation guidance for ISO/IEC 27001.

« ISO/IEC 27004 is an information security management measurement standard
suggesting metrics to help improve the effectiveness of an ISMS.

« ISO/IEC 27005:2008 is an information security risk management standard.

« ISO/IEC 27006:2007 is a guide to the certification or registration process for
accredited ISMS certification or registration bodies.

« ISO/IEC 27007 will be a guideline for auditing Information Security Management
Systems.

« ISO/IEC 27008 will provide guidance on auditing information security controls.

« ISO/IEC 27010 will provide guidance on information security management for sector-
to-sector communications.

« ISO/IEC 27011:2008 is the information security management guideline for
telecommunications organizations (also known as ITU X.1051).

“Cyber-terrorism(2): Security in Cyberspace”
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Information Security Management System:
Implementation Process: 1ISO27001/2

5a. Prepare
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Business case ISMS scope : .." :
| : 6. Develop
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7. ISMS implementation
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Flow-Chart: Route to /1SO27001/2 Certification
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NIST Security Publications: “800 Series”

TABLE OF CONTENTS
InETE e . .. T e e R et L L B e L

Topic Clusters

Annual Reports ..

Audit & Accountability
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Awareness & Training..

Biometrics..
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. Guide to NIST Information.

Contingency Planning ......
Cryptography ..cu.e.

Security:Documents

Sy

Forensics..

General IT Securlty

Incident Response ...

Maintenance ..
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Audit & Accountability .....
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Personnel Secunty

Risk Assessment...

System & Services Acquisition

System & Communication Protection ......
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Legal Requirements
Federal Information Security Management Act of 2002 (FISMA) .. . .
OMB Circular A-130: Management of Federal Information Resources; Appendix ]]I Secunty uf FedemlAumrnated [rlfnrrnanun Resources
E-Government Act of 2002.. asas
Homeland Security PrQSIdentlal D1rect|ve-12 (HSPD 12) Cnmmon Identlﬁcatlnn Standard fﬂr Federal Employees and Contractnrs

National Institute of OMB Circular A-11: Preparation, Submission, and Execution of the Budget ... S

r;";;:;m':::;'::‘m Health Insurance Portability and Accountability Act (HIPAA)...
s Homeland Security Presidential Directive-7 (HSPD-7), Cnhcallnﬁashucture [dentlﬁl:ahnn Pnﬂrmzahon, and Pmtechon
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- CyberTerrorism (2) — “Security in Cyberspace”

1 - Supersonic “Real-Time” Cybersecurity

2 — Cybersecurity Models & Architectures

3 —Cyber Emergency Response Team: CERT

4 —Cybersecurity for Government & Defence

5 — Cybersecurity for Banking & Finance

6 — Securing Critical National Infrastructure

7 —Cyber Action Plans & Tactical Road Maps

8 — OUR Cyber Future : “Neural Society”

9 — Developing YOUR Cybersecurity Plans!
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Cyber Analyst Teams: CERT/CSIRT

* CERT = Computer Emergency Response Team
e (CSIRT= Computer Security Incident Response Team

 CERT & CSIRT refer to the professionally trained
teams that manage real-time alerts & response

 ALL Businesses and Critical National Sectors (Energy,
Banking, Transport, Defence.....) need to have access
to a CERT/CSIRT Team to protect information assets!

...... Now we briefly discuss the Role & Scope of CERTs
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Professional CERT/CSIRT Organisations

* Benefits: Every national government, and major multi-site enterprise
should consider the economic benefits of establishing a CERT/CSIRT.

* Origins: The original CERTs were established in the early 1990s
following the arrival of the first computer viruses, worms & trojans.

* CERT org: Carnegie Mellon University formed the 1t National CERT
under contract from the US Government, and now runs
www.CERT.org as a global partnership of national and regional CERTs.

* ENISA: Within European, the TERENA organisation (Trans-European
Education and Research Networks Association) works with ENISA to
manage the network of European CERTSs, including skills training.

“Cyber-terrorism(2): Security in Cyberspace” [ ERSECURITY
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CERT/CSIRT Operations Alert Centre

 Alerts: A Fundamental Process within any CERT is the management and
classification of “incidents”, and their routing to provide a response

* Triage: Some “incidents” may actually be due to some unusual statistical traffic
patterns rather than an actual alert, “hack” or cybercrime

* Risk: Once an incident is classified the CERT will need to assign staff responsibility
to assess the event risk and potential impact & damage

* Communicate: The CERT will communicate their analysis with relevant
stakeholders, that may include government agencies, business stakeholders, and
those responsible for critical information infrastructure

* Neutralise: CERT will work with partners to minimise the disruptive risk & damage
in order to neutralise the cyber attack and any future threat

“Cyber-terrorism(2): Security in Cyberspace” '
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Computer Emergency Response Team (CERT)___

_ : : . Security Quality ¢|/
Reactive Services ¢ Proactive Services @ Management Services -

+Alerts and Warnings O Announcements v Risk Analysis
+|ncident Handling GTechnology Watch v Business Continuity &
_Inc!dent analysis _ © Security Audit or agﬁ%ﬁréﬁemvef}f
—-Incident response on site Accacsments
—Incident response O Confiquration & v Security Consulting
support ! : il
: Maintenance of Securi v Awareness Building
= n‘:'dg.m ;Espﬂnse Tools, Applications, & e - . .
coordination Infrastructuras Education/Training
+Vulnerability Handling O Development of v Product Evaluation or
-Vulnerability analysis Security Tools Certification

~Vulnerability response G Intrusion Detection

~Vulnerability response T e
coordination 1
+Artifact Handling Gﬁnﬁg‘: Efg’;i%ﬂ ated

—Artifact analysis Dissemination
—Artifact response

—Artifact response
coordination

Also known as CSIRT : Computer Security Incident Response Team
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CERT/CSIRT — Information Process Flow

Qutput

Website

E-mail

[ Incident handling |
repor

Archiving

i Figure: Informalion proceds Mow
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CERT/CSIRT Roll-Out Action Plan

* Governments & Business may upgrade their CERT/CSIRT capability using the on-line
guidebooks from Carnegie Mellon University (CMU) & the European EU/ENISA

 These step-by-step guides cover all aspects of the start-up action plan including:

— Business Case: Development of the CERT/CSIRT Business Case

— Stakeholders: Recruiting and Partnering with National Stakeholders

— Staff Training: Recruitment and training of professional CERT staff

— Operations: Establishing the Operational and Technical Procedures

— Incident Response: Documented Process for classifying & responding to alerts

e Establishing a fully functional national CERT/CSIRT will probably take between 12 to
18 months depending on the scope of initial operations

 CERTs will need to continuously evolve, adapt and be trained to respond to new
cyberthreats and potential attacks, and will to undergo annual compliance audits
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ENISA: European CERT Network
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ENISA: CSIRT/CERT Guidebook

***i

* *
« enisa

****

A STEP-BY-STEP APPROACH
ON HOW TO SET UP A CSIRT

Including examples and a checklist

<
|

in form of a project plan
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Government Cybersecurity Agencies: Common Roles

= Common roles and responsibilities for all Government Cyber Agencies:

Cyber Alerts: Management of the National Response to Cyber Alerts, and Attacks
Education: Co-ordination of the National Awareness and Skills Training Programmes
Laws: Leadership role in the development and approval of new cyber legislation
Cybercrime: Facilitation for building a National Cybercrime of e-Crime Unit
Standards: Setting the national cybersecurity standards and auditing compliance
International: Leadership in the promotion of international partnerships for
Research: Support for research & development into cybersecurity technologies

Critical Sectors: Co-ordination of National Programmes for Critical Infrastructure

V.V VYV VYV VYV

Integration with National Physical Defence Resources — both Civilian and Military

...Next we review some examples of Governments that have
implemented Cybersecurity during the last 5 to 7 years!...

" 1, ;L YBERSECURITY
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UK Office of Cybersecurity — OCS & CSOC

To address the UK's cyber security challenges, the Government will:

e Establish a cross-government programme, with additional funding to
address the following priority areas in pursuit of the UK's strategic cyber
security objectives;

Safe Secure & Resilient Systems

Policy, Doctrine, Legal & Regulatory issues
Awareness & Culture Change

Skills & Education

Technical Capabilities & Research and Development
Exploitation

Cyber Security Strategy s Eem

Governance, Roles & Responsibilities

| |
Of t h e U n Ite d KI n g d 0 m Work closely with the wider public sector; industry, civil liberties groups,

the public and with international partners;

safety, security and resilience in cyber space

Set up an Office of Cyber Security (OCS) to provide strategic leadership
for and coherence across Government;

« Create a Cyber Security Operations Centre (CS0C) to:
- actively monitor the health of cyber space and co-ordinate incident
response;

- enable better understanding of attacks against UK networks and users;

- provide better advice and information about the risk to business and the
public.
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US Government : Office of Cybersecurity (CS&C)

. Following the June 2009, US Government Policy Review, the Department of Homeland Security
(DHS) has responsibility for hosting the “Office of Cybersecurity and Communications”
(CS&C). Within this large organisation is the “National Cyber Security Division” (NCSD):

— National Cyberspace Response System

* National Cyber Alert System
e US-CERT Operations
* National Cyber Response Co-ordination Group

* Cyber Cop Portal (for investigation & prosecution of cyber attacks) Isnstall_..-"l]pdate
ensars

— Federal Network Security Report Progress - I
. . . . . . ) Search for Flaws
* Ensuring maximum security of executive civilian offices & agencies y
* National CDM Cyber Program — Continuous Diagnostics & Mitigation All Systems
Scanned Within
72 Hours
— Cyber-Risk Management Programmes e Woust e
. First from Departments
* Cyber Exercises: Cyber Storm and Agencies

* National OQutreach Awareness Tage aad
Analyze Resul
* Software Assurance Program nalyze Results

....The US Government DHS also has a National Cyber Security Center (NCSC) with

the mission to protect the US Government’s Communications Networks
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KISA : Korea Internet & Security Agency

* KISA(Korea Internet & Security Agency) was established as the public
corporation responsible for managing the Internet of Korea on July 23th, 2009, by
merging three institutes NIDA, KISA, and KIICA.

— NIDA(National Internet Development Agency of Korea)
— KISA(Korean Information Security Agency)
— KICA(Korea IT International Cooperation Agency) K I SA

* KISA has the following roles:

— Protects Internet infrastructure from hacking cyber-terror, spam and other malicious activities

— Operates krCERT CC (Korea Computer Emergency Response Team Coordination Center) to improve
Internet security in Korea

— Supporting international organizations such as ITU and OECD and assisting Korean IT companies

— Specifically, KISA manages the Internet address resources such as IP address and .kr domain name as
the national NIC (Network Information Center), and also researches for the next generation Internet
address resources of Korea.
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Malaysian Government: MOSTI

CyberSecurity|| i mosTI
MALAYSIA _
Ministry of Science,
An agency under MOSTI phit, Technology and Innovation

15 August 2010 12:58:32 Search:|

ABOUT US | OURSERVICES | EVENTS | KNOWLEDGE BANK | COMMUNITY |  MEDIACENTRE | CONTACT US

Upcoming Event Financial Assistance Training

Click here to

TRAINING PROGRAMS

Cyberg99 Registration Online Survey

Malaysia Information National Strategy for Gyber
Security Professional Security Acculturation and

urity Malaysia to handle - SO
raced by camputerintemst Register now! Capacity Building Program

CyberSAFE Ambassador
[3':.:1)er5‘-e+:ur1't‘y' Malaysia « Join Us
.Corporate Videpy (g CyberSAFE
\ ' .Cyber Security Song Ambassador
aligk here to listen Program
) News Coverage
06/08/2010

Critical Agencies Told To Get ISMS Certification To Face Cyber Threat

= 3 06/08/2010
u M OSTI X-MAYA 3 BENCHMARKING THE NATIONAL CYBER CRISIS MANAGEMENT PLAN

06/08/2010
Protecting Agencies From Cyber Attacks
MORE ...
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Cybersecurity Mitigation Strategies
- Australian Govt: Department of Defence -

Australian Signals Directorate

Reveal Their Secrets - Protect Our Own

Home Information security Publications Careers About Contact | Search

CYBER SECURITY OPERATIONS CENTRE

FEBRUARY 2014

Strategies to Mitigate Targeted Cyber

e Top 4 mitigation strategies

Intrusions — Mitigation Details

Strategies to Mitigate Targeted Cyber Intrusions
Updated February 2014

At least 85% of the targeted cyber intrusions that the Australian Signals Directorate (ASD) responds to could be prevented by following the Top 4
mitigation strategies listed in our Strategies to Mitigate Targeted Cyber Intrusions:

= use application whitelisting to help prevent malicious software and unapproved programs from running

= patch applications such as Java, PDF viewers, Flash, web browsers and Microsoft Office

= patch operating system vulnerabilities

= restrict administrative privileges to operating systems and applications based on user duties.

The Strategies to Mitigate Targeted Cyber Intrusions are ranked in order of overall effectiveness. Rankings are based on ASD's analysis of
reported security incidents and vulnerabilities detected by ASD in testing the security of Australian government networks.

The Top 4 Strategies to Mitigate Targeted Cyber Intrusions are mandatory for Australian Government agencies as of April 2013.

Strategies to Mitigate Targeted Cyber Intrusions

= Mitigation Strategies (HTML)
= Mitigation Strategies (450K PDF)
= Mitigation Details (HTML

= Key Changes for 2014 (HTML) (Annex A of Details PDF)

Top 4 Strategies
= Top 4 Mitigation Strategies to Protect Your ICT System (HTML)
= Top 4 Mitigation Strategies to Protect Your ICT System (430K PDF)
= Top 4 Strategies to Mitigate Targeted Cyber Intrusions: Mandatory Requirement Explained

Australian Signals Directorate | Reveal Their Secrets - Protect Our Own

= The DSD Top 4 Mitieations Against Cvber Intrusions: An Implementation Guide for Proiect Managers (1.4Mb PDF) (courtesv Microsoft
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National Cybersecurity for Latin America & Caribbean:
- CITEL/CICTE/OAS -

*  Within Latin America & Caribbean, CITEL, CICTE and the OAS are working together on
Regional Cybersecurity Strategy, Plans & Programmes with UN/ITU support:

e CITEL = Inter-American Telecomms Commission Grganizacitiy delos Esisdos Americanos

Organizacao dos Estados Americanos
Organisation des Etats Américains
Organization of American States

*  CICTE = Inter-American Committee against Terrorism (&5 %

e OAS =Organisation of American States

H Antigua and Barbuda mmmm _0sta Rica n Haiti E Saint Lucia
.« Argentina P= Cuba: W= Honduras® ] SaintVincent and the
Grenadines
M Barbados * Dominica pod lomaice = Suriname
[(Commonwealth of) —
ﬂ Belize == Dominican Republic 'il Mexico = The Bahamas
[Commonwealth of)
= polivia i Ecuador i LlCAragua Trinidad and Tobago
. o
En] Brazil WES  E| Salvador -E Panama EE=  United States of
America
Jo] Conada E Grenada i Paraguay o= Uruqua
Chile Peru
L I“I Guatemala le '- Venezuela (Bolivarian
Republic of)
— Colombia Guyana m Saint Kitts and Nevis

. Comision Interamericana de Telecomunicaciones

Paortal = CITEL
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ITU: Cybersecurity Training — UTECH, Kingston, JAMAICA
Government, Central Bank, Energy & Telecoms Sectors

"
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Case Study: White Paper: 215t C Georgia — “Cyber-Vardzia”

L21stC Georgia™. .

# Integrated Cyber & Physical Security Systems for 21°C Georgia *
Author: Dr David E Probert — VAZA Intemational

(0) Executive Summary

In this White Paper I argue that for Georgia to secure its national borders and to protect its critical
national mfrastructure m the 21°C, that it should develep its cybersecurity & physical secunty within
the framework of zn mtegrated security organisztion with charter from highestlevels of Government.

The paper briefly reviews the major cybersecurity and physical security technologies and solutions,
and then discusses the more complex security threats that can only be detected through the operational
integration of the cyber and physical sacurity organisations.

Ithen consider examples of ways in which cvber and physical security solutions can be operationally
& techmologically ntegrated to provide 2 more effective responseto evolving cybercrimmal threats.
Following this generic review of integrated security. I move to a more detailed discussion of the
security requirements on a sector-by-sector basis, focusing on those sectors that are critical to the
national economic & political mfrastructure mcluding: government, telecommunications, bankng,
energy, transportation, education, police and defence.

My personal vision for this project is based upon the Georgian Historical Cave City of Yardzial,,.
i . . o B Significant mvestment i3 beng made by mtemational agencies and countries mito the Georgian
I n tegratEd Cybe r & P h VSICEI | SECU I’Ity Economy, and already much progress has been achisved during the last 3 to 3 years. Howsverin
parallel there needs to be incrementsl investment to upgrade both Georgizn physical and cyber
security for its critical national mfrastrocture. There remams an mtemational perception that
ok I or ¥ o ok Georgia's borders & cyber-networks are still not fully secured....

...... Sojust as the 12thC Vardzia Cave Complex protectzd the country for several hundred vears
H H during the medieval period, so this new integrated sscurity programme will dramatically mcrease
... e-Government, e-Society & e-Georgia. £ B £ VP :

Geotgia’s protection agzinst cyber-attacks and potential mvasions during our 2 1stCenmry!

Finally I summezrise some of the major benefits for Georgia to consider cybersecurity and physical
R I I AR A I ) security within the same organisations] and operstional framework, and suggestions for next steps.

Author: Dr David E Probert — VAZA International || ~  ~~ 07T T TTTTTToTTTTTTToTToTTTToTToToToT

Author: Dr David E. Probert - {c) www.v

- November 2010: V5 Author: Dr David E. Probert - [c) www - MNovember 2010: V5

Web Link : www.Valentina.net/vardzia/Georgia2010.pdf
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Cybersecurity for the Georgian Parliament

.....Critical Infrastructure Analysis during the UN/ITU Cybersecurity Mission included Georgian Parliament




National Cybersecurity Strategy : “The Shopping List”

Smart Security for Business & Government is a Multi-Year Programme!

1) National Cybersecurity Agency: Establishment of a CERT/CSIRT & National
Government Cybersecurity Agency within the Government Ministries

2) CNI: Long Term Critical National Information Infrastructure Protection (CNI)

3) System Upgrades: Technical Infrastructure Upgrades including Hardware,
Software, Databases, Secure Network Links, Biometrics & RFID

4) Back-Up: Disaster Recovery, Business Continuity and Back-Up Systems

5) Physical Security: Physical Security Applications — CCTV, Alarms, Control Centre
6) Awareness Campaign: Government Campaign for Cybersecurity awareness

7) Training: National Cybersecurity Skills & Professional Training Programme

8) Encryption: National User & Systems PKI Authentication Programme

9) Laws: Programme for Drafting and Enforcing Cyber Laws, Policies & Regulations

...... It is also important to develop an in-depth economic “Cost-Benefit” analysis and
Business Case in order to evaluate the “Return on Investment” for Smart Security
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Cybersecurity for Banking & Finance

 CyberTerrorism is now accepted as a Mission
Critical Threat to ALL Financial Institutions

 CyberCrime & CyberTerrorism are closely
related with dual motives of “Profit & Power”

..... Recent massive cyber attacks indicate the
urgency of securing YOUR financial info assets!
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Banking & Finance Sector: Cybersecurity Threats

 Banks & Financial Institutions are prime targets for Cybercriminals &
Cyberterrorists since they are at the heart of ALL National Economies!

* Access to Accounts is usually indirect through phishing scams, infected
websites with malicious scripts, and personal ID Theft.

e On-Line bank transfers are also commonly used for international money
laundering of funds secured from illegal activities

* Instant Money Transfer Services are preferred for crimes such as the
classic “Advanced Fee Scam” as well as Lottery and Auction Scams

 Anincreasing problem is Cyber-Extortion instigated through phishing

* National & Commercial Banks have also been targets of DDOS cyber
attacks from politically motivated and terrorist organisations

* Penetration Scans: Banks are pivotal to national economies and will
receive penetration scans and attempted hacks on a regular basis.

* On-Line Banking networks including ATMs, Business and Personal
Banking are at the “sharp end” of financial security and require great
efforts towards end-user authentication & transaction network security
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Cybercriminals Target Major UK Bank

Cybercriminals Target Online Banking Customers

Use Trojan and Exploit Kits to Steal Funds from Major UK Financial Institution

BACKGROUND

In July 2010, an organized network of cybercriminals launched a complex, multi-level scheme that targeted online customers

of a large UK financial institution. Based on information M86 Security Labs found on the malicious Command & Control (C&C)
server, we assume that close to £675,000 was stolen from the bank between July 5 and Aug. 4, 2010, and approximately 3,000
customer accounts were compromised. Exact figures are being verified at this time.

The M86 Security Labs malware team detected this illegal operation after discovering a malicious code attack used to infect
users’ PCs with a Trojan. The team then followed the trail to the Command & Control center. According to our research, these
cybercriminals used a combination of the new Zeus v3 Trojan and exploit toolkits to successfully avoid anti-fraud systems while
robbing bank accounts.

This indicates a new level of technical sophistication and signals the continuation of a cybercrime trend that has evolved since our
last report, URLZone/Bebloh Trojan Banker. Two years ago, M86 Security Labs identified Zeus, which became one of the most
popular Trojans used by cybercriminals. Today, the latest iteration, Zeus v3, not only acts a data collector -- it also performs illegal
online banking transactions.
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Process Flow of CyberCriminal Attack on
Major UK Financial Institution: 2010

O Uploads malicious advertisements to legitimate and fraud advertisements servers
-~
I =
¢ Legitimate Websites

Malvertisment

The malicious advertisements published among the legitimate websites

User accesses to an infected website

k The website content contains redirection to the malicious Exploit Kit

The user is redirected to the malicious Exploit Kit

The user’s PC exploited, the payload was downloaded successfully
The Trojan reports for a new bot to the C&C

The C&C sends instruction to the Trojan

User access to financial institution
Command & Control Main

The Trojan reports for the user activities

The C&C sends commands to the Trojan to manipulate user bank transactions

€88 -0000000 -

Financial Trojan manipulates User’s bank transaction

inStitution Command & Control

Bank System

-
o

Trojan reports the C&C about successful/failed transaction

Source: White Paper by M86 Security: Aug 2010 EMJ = |§

Such Cyber Attacks, with variations, take place regularly in Banking & Financial Services
. During Summer 2014 more than 83Million Accounts were “hacked” @ JP Morgan Chase-

- It is estimated that more than S450Bllion/Year is lost through CyberCrime -
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Financial Services Server - Cyber Attack:
Impact of XSS Cross-Site Scripting

Content provided by the
real MyBank server
Fake content from the
I attackers Code server
Real MyBank Server Attackers Code Server
hitp:/iwww.mybank.com/ http:/fevilsite.com/phishing/fakepage htm
/\\ .‘-"’fll s ke d e L L2 gt B, -1 H 1
AN - R N — i 8 Solution: Always check rigorously
/éou/ , for data fields that allow user-input.
% /8 y
ot }fQQ@ 4 s
g /E/ Uitra-safe online banking porfal Ensure that there is no possibility for
o 4 F Wicome bo kiyBank Ba on your rd - bewares of fraufisters
‘f b Your ¥s 5afe us & USE S ] ] [
E | },ﬁﬁ e | ez User Script input to be executed in
! Fi SeLunty b find car maore
&/ e ——— website coded “php” or “asp” pages
I f.r': f__, e wtov " Pinass anter your membership detats k+icw @D
\:\ ,‘;/, IIIlI _:_"_) :j:'i(ﬂw‘-ﬁ‘twﬁl:lﬂllo ;‘?ml;npwl M7
E;?ﬂ‘&:ﬁ‘.:;:‘;";:ﬂw’ Save time - remembel your membership number
::;'ﬂcﬁ“ P O Select ihe o 500Ur Computer remembers your
otk e shace wg e €509 1> G0 TS 81 G0N e<OTMONT YU
SEVE gour detads on & public compuiar
T.&ﬂ'f.:"ﬂﬂﬁi:’.ﬁ:’""’ Selact the green next’ butten ta continue.
s
Kty Bank !urirumlﬁunlll.lurl IT; .
Customer L Lot
Requesting - hitp://mybank.com/ebanking?URL=http://evilsite.com/phishing/fakepage.htm
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Financial Services: Personal Data Loss

Home World UK England H.Ireland Scotland Wales Business Politics Health Education Sci/lEnvi

Market Data Your Money Economy Companies

24 August 2010 Last updated at 14:43 D= &

Zurich Insurance fined £2.3m over
customers' data loss

The UK operation of Zurich Insurance has
been fined £2.2Tm by the Financial
Services Authority (FSA) for losing
personal details of 46,000 customers.

It is the highest fine levied on a single firm for
data security failings.

Margaret Cole, the FSA's director of
enforcement and financial crime, said: "Zurich

UK let its customers down badly.” Zurich Insurance says its loss of customer

information was "unacceptable”

Stephen Lewis, chief executive of Zurich UK,
said: "This incident was unacceptable "

The data on policyholders, including in some cases bank account and

credit card information, went missing in August 2008. “

However, Zurich did not become aware of the loss until a year later, when  piane aeross the

it then began notifying customers. financial sector
would do well to

The information went missing during a routine transfer to a data storage  look at the details

centre in South Africa. of this case ”
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Cybersecurity for Banking & Finance

ReedSmith

The business of relationships.~

The Current State in Financial Services
Cybersecurity

July 2013 .

New York State

Department of Financial Services

Report on Cyber Security in the Banking Sector
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Typical Security Threats, Risks and Controls:

Financial Services Data Centre (1)

Typical Data Centre threats, vulnerabilities and controls

Control area

Objectives

Threats and Vulnerabilities

Controls

infrastructure and transport.

Flight paths and airfields

Proximity to Critical National
Infrastructure sites

Pollution and contamination
Extreme weather

Location Select a hazard-free location for the Data +  Site subject to restrictive « Create a ‘buffer zone’ around the site
Centre with reliable power supply, diverse ;:::tear;::r:: R ) TEr:ﬁ:;giverslty PR Tor PO
communications, and available utilities, +  Flooding . Survey site and surrounding area

Physical security of

Develop a ‘'layered' security approach that

Site presents a target for attack,
theft, vandalism

Consider appropriate use of signage
Perimeter fence and other barriers

people, vehicles

the site minimises risk to life and damage to
asserts, and maintains business continuity.
Site intrusion Establish a secure site perimeter and * Unauthorised access withinthe |+ Landscape and plant to deter approach
ri r r 2 i
prevention and security zones within the site. SRCNILy Paiimute Use security fencing and protect all
T— « Accidental damage to assets by entrances

Use CCTV, lighting, perimeter intrusion
detection systems to supplement passive
measures

Monitor or patrol the external perimeter
Control movement of vehicles
Gather intelligence about area threat

Communication
route and diversity

Establish resilient diverse communications.

Disruption to communications by
accidental or deliberate physical
damage, or supplier failure

Use multiple communications suppliers
Physically separate supply routes

Mark and regularly inspect supply routes
Lock and inspect access points

External area

Protect the external areas (within the
perimeter) of the Data Centre.

Accidental or deliberate damage
or disruption to critical services
housed within the external
perimeter

Site fuel tanks away from threats

Keep vehicles away from critical assets
Shield equipment from damage/attack
Protect emergency cut-off switches

Source: NY State Dept of Financial Services
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Typical Security Threats, Risks and Controls:

Financial Services Data Centre (2)

Control area

Objectives

Threats and Vulnerabilities

Controls

Internal areas

Protect the internal areas of the Data
Centre.

Accidental or deliberate damage
or disruption to facilities and
equipment within the Data
Centre

-

Construct to security standards
Use reception area to manage access
Keep control room away from reception

Protect building management system,
environmental controls, loading bay

Site data hall at centre of security zones with
access controls between zones

Us internal CCTV, fire detection/protection

Electrical power

Maintain continuity of power supply.

Accidental or deliberate damage
to power supply

Loss of power from National
Electrical Power Supply

Failure of internal electrical
systems

Use diverse providers and physically
separate supply roules

Test and maintain Uninterruptable Power
Supplies (UPS3), onsite emergency
generalors

responsibilities

incidents, react to incidents, recover to
normal operations.

service failures
Aftackers subvert or fool staff

Staff unable to identify or
manage incidents

Data hall Protect operation of computer assets within | * Accidental or deliberate + Implement and manage stringent access
the data hall tampering with computer controls
' equipment *  Monitor data hall aisles and racks with CCTV
*  Server, system or cabling failure | . protect systems against electronic threats in
accordance with information security best
practice
+ Manage cabling infrastructure and
environmental controls
+  Keep data hall spotlessly clean
Management Deter attackers, protect assets, detect *  Procedural errors leading to *  Prepare and maintain a security policy and

make staff aware of roles and responsibilities
Conduct background checks on staff
Maintain an asset register

Plan and test business continuity and
recovery procedures

Integrate security approach into broader
resilience strategy

Source: NY State Dept of Financial Services “Cyber-terrorism(2): Security in Cyberspace” | : "wnnSH:uml‘r
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Cybersecurity Threats & Risks for
the Banking & Finance Sector

A typical cyber risk heat map for the banking sector

Theft of
IMPACTS Ky Destruction

Financial theft/ intellectual Business Reputation Threats to life/
fraud property on disruption
strategic plans

of critical
infrastructure

damage safety Regulatory

ACTORS

Organized
criminals

Hactivists
Nation-states
Insiders
Third parties
Skilled

individual
hackers

Source: Deloitte Center for Financial Services analysis
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Cybersecurity “101” for Bank Executives

A Resource Guide for BANK EXECUTIVES

Executive Leadership of Cybersecurity

PROTECT
organizational
external cyber systems, assets,
risks. and data.

IDENTIFY

internal and

Web Link: www.csbs.org

31t International East/West Security Conference

DETECT

system intrusions,
data breaches,
and unauthorized
access.

Governance
i
te and Test: -3
- Procedures
- Controls
Identify and
Prioritize Gaps:
- Policies
- Procedures

- Controls

>

Respond

to a potential
cybersecurity
event.

“Cyber-terrorism(2): Security in Cyberspace”

Terracina, Italy : 25t-26th May 2015
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Risk Assessment:

- Threats

- Vulnerabilities

- Mitigating
controls

e

RECOVER

from a
cybersecurity
event by
restoring normal
operations

and services.
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;:_.a"'"‘




Cybersecurity Applications & Benefits for Financial Institutions

SECURITY Focus SECURITY Application CYBERSECURITY SOLUTION Benefits
Access Control
Boundary Protection Firewalls Aim to prevent unauthorised access to or from a private network.
Content Management Monitor web, messaging and other traffic for inappropriate content such as spam,
banned file types and sensitive or classified information.
Authentication Biometrics Biometric systems rely on human body parts such as fingerprints, iris and voice to
identify authorised users
Smart tokens Devices such as smart cards with integrated circuit chips (ICC) to store and process
authentication details
Authorisation User Rights Systems that rely on organisational rules and/or roles to manage access
and Privileges
System Integrity
Antivirus and A collection of applications that fight malicious software (malware) such as viruses,
anti-spyware worms, Trojan Horses etc
Integrity Checkers Applications such as Tripwire that monitor and/or report on changes to critical
information assets
Cryptography
Digital Certificates Rely on Public Key Infrastructure (PKI) to deliver services such as confidentiality,
authentication, integrity and non-repudiation
Virtual Private Networks Enable segregation of a physical network in several ‘virtual’ networks
Audit and Monitoring
Intrusion Detection Detect inappropriate, incorrect or abnormal activity on a network
Systems (IDS)
Intrusion Prevention Systems (IPS) Use IDS data to build intelligence to detect and prevent cyber attacks
Security Events Monitor, record, categorise and alert about abnormal events on network
Correlation Tools
Computer Identify, preserve and disseminate computer-based evidence

Forensics tools
Configuration Management and Assurance

Policy Enforcement Applications Systems that allow centralised monitoring and enforcement of an organisation’s
security policies

Network Management Solutions for the control and monitoring of network issues such as security, capacity
and performance

Continuity of Operations tools Backup systems that helps maintain operations after a failure or disaster

Scanners Tools for identifying, analysing and reporting on security vulnerabilities

Patch Management Tools for acquiring, testing and deploying updates or bug fixes

Source: UN/lTU Cybersecurity Strategy Guide “Cyber-terrorism(2): Security in Cyberspace” il
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10 Steps To Cyber Security

Defining and communlcatmg your Board's Information Risk Management Regime is
central to your organisation’s overall cyber security strategy. CESG recommend you

review this regime - together with the nine associated security areas described below -

in order to protect your business against the majority of cyber threats.

Network Security
_l Protect your networks against extemal and
intemnal attack. Manage the network perimeter.
GEENED Filter out unauthorised access and malicious
content. Monitor and test security controls. *+.

5 risk appetite.
Secure Com‘iguration
i Appl secun atches and ensure that the
Produce relevant policy and establish anti-. .~ Risk Ma nagement ..ot ?:ﬁm"haselfﬁ:t ol T dovees,
malware defences that are applicable and "ee .
relevant to all business areas. Scan for R egl me
malware across the organisation. 3
Removable Media Controls
all Produce a policy to control all access to
removable media, Limit media types and use.
Scan all media for malware before importing
Monitoring et 2 on to the corporate system.

Establish a momtnrmgstrategy and produce

s CFpomng policies. Continuously monitor all
ms and networks. Analyse logs for

unusual activity that could indicate an attack.

Establlsh au_effectwe

detenmne yot

g

User Education and Awareness
Produce user security policies covering
acceptable and secure use of the organisation's
systems, Establish a staff training programme.
Maintain user awareness of the cyber risks.

Home and Mobile Working

Develop a mobile working policy and
train staff to adhere to it. Arplythe
secure baseline bulld to all devices.
Protect data both in transit and at rest.

Managing User Privileges

Establish account management processes and
limit the number of privileged accounts. Limit

Incident Management
Establish an incident response and disaster recover

0

user privileges and monitor user activity.
Control access to activity and audit logs.

capability. Produce and test incident management plans.
Provide specialist training to the incident management
team. Report criminal incidents to law enforcement.

CPNI

Centre for the Protection
of National Infrastructure

for Business

Innovation & Skills

‘ Cabinet Office
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- CyberTerrorism (2) — “Security in Cyberspace’

1 — Supersonic “Real-Time” Cybersecurity 2 —Cybersecurity Models & Architectures | 3 —Cyber Emergency Response Team: CERT

4 —Cybersecurity for Government & Defence | 5— Cybersecurity for Banking & Finance 6 — Securing Critical National Infrastructure

7 —Cyber Action Plans & Tactical Road Maps | 8 — OUR Cyber Future : “Neural Society” 9 — Developing YOUR Cybersecurity Plans!
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Critical National Infrastructure: CNI

* Economy Disruption: CyberTerrorists will deliberately
target CNI to seriously disrupt national economies.

* Hybrid CNI Attacks: CNI attacks will often combine both
physical & cyber terror threats to maximise national &
regional economic disruption

e Critical Economic Sectors: Typical CNI Targets will include
Energy Grids, Transport Hubs, Retail Malls & Uni
Campuses, Financial Institutions, Government Ministries,
Defence Agencies and Military Bases.

....\WWe now briefly explore CyberSecurity for CNI Sectors
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Understanding Physical and Virtual
Critical National Infrastructure (CNI)

Physical
(Facilities, Buildings, Equipment)*

Virtual
(Systems, Data)*

* The physical and virtual
elements of the infrastructure
include human aspects such as
the protection of personnel and
mitigating the insider threat
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A Short History of Cybersecurity for CNI/ClI

* Birth of CNI: Early proposals appeared around 15 to 20 years ago, during
the mid-1990s, after birth of commercial internet

* International discussions from G8, OECD and EU around 10 to 15 years
ago with main focus upon physical CNI protection & less on cyber.

* FEarly CNI/CIl Plans: More detailed National CNI/ClI Plans started to be
prepared and published from around 5 to 7 years ago

e Cybersecurity for CNI: Orchestrated cyberattacks on CNI for Estonia,
Georgia and others from 2007 onwards led to major work on cyber CNI.

* Major National Investment programmes for Cybersecurity for CNI is
now in place for USA, UK, Canada, Europe & Far East as previously discussed

e Significant Cyber Focus now for CNI in ALL major economic sectors such
as Defence, Finance, Energy, Utilities, Transport, IT, Comms & Healthcare.
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Critical Sectors and Infrastructure in Cyberspace

_ _ Government
f.;-_:tlﬂe Delivery Sites Facilities Hospitals
iber ;
Farms/ - y E | Railroad
Food Processing — - I Highway Bridges/
Plants Pipelines/Ports
B Power Plants/ C tions/ Facl TI'.:lams-fF!ese‘?l-rnirs g
Qrporations uclear reatment Flants
Production Sites Institutions Power-Plants

m B
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Emergency 3 3 o 4 Technolo
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Services "~ Nuclear
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Cyber Infrastructure
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Cyber Terrorism against Critical Sectors

* Government/Defence:

— Theft of secret intelligence, manipulation of documents, and illegal access to confidential
citizen databases & national records

* Banking/Finance:

— Denial of Service attacks against clearing bank network, phishing attacks against bank account
& credit cards, money laundering

e Telecoms/Mobile:

— Interception of wired & wireless communications, and penetration of secure government &
military communications networks

e Transport/Tourism:

— Cyber Terrorism against airports, air-traffic control, coach/train transport hubs, & malicious
penetration of on-line travel networks

* Energy/Water:

— Manipulation and disruption of the national energy grid & utilities through interference of the
process control network (SCADA)

...Cybersecurity is a Critical National Issue that now requires a Global Response!

\\Cyber_terrorism(z): Security in Cybel‘space" ‘_ _:‘:i_;\"ul":’)”:llllll\‘

Terracina, Italy : 25t-26th May 2015

st . L]
31 International East/West Security Conference 0 e probert & www VAZAcom ©

64




Cybersecurity for Critical Information

Infrastructure of the Energy Sector

Roadmap to
Achieve Energy
Delivery Systems

Cybersecurity

September 2011

Energy Sector Control Systems Working Group

Supporting the Electricity Sub-Sector Coordinating Council,

SeCtOT— SpeCiﬁC PlaIl : I} ; Qil and Natural Gas Sector Coordinating Council, and

. y Government Coordinating Council for Energy
An Annex to the National Infrastructure Protection Plan

2010

f-A Homeland
R Security
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National Plans for CNIP/CIIP - Critical Information
Infrastructure Protection: USA and Germany

- s

= — == T 2 Federal Ministry National Plan
e — = g v s * | of the Interior S 1™

Il 1 Frodeed

CIP Implementation Plan

of the National Plan for Information

Infrastructure Protection

NIPP 2013

Partnering for Critical Infrastructure
Security and Resilience

A Iglomg.land
e/ Hecurity
} www.bmi.bund.de
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Cybersecurity for the Healthcare Sector
HITRUST

Health Information Trust Alliance

Health Care Cyberthreat Report
Widespread Compromises Detected, Compliance Nightmare on Horizon

Healthcare's Model Approach
to Critical Infrastructure Cybersecurity

How the Industry is Leading the Way with its Information Security Risk Management Framework

A SANS Analyst Whitepaper
Written by Barbara Filkins
February 2014

Sponsored by

Norse
June 2014

©2014 SANS™ Institute
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Cybersecurity: International Airports: LHR-T5

Systems : ART and HAL Integration
Buildings ' |
¢ Networks (LAN and WLAN)
* \/oice Star
* Radio P e CCTV
e Cellular _ e e SCADA
v AR
e CCTV 1= . =i
* ACS EVE =
e Search = ‘ = ., frv ,
e BS| 4 7 < E‘&z;ﬁ - arious
e AOS

¢ Displays

Landside
e Comms Ancillary Areas
* Aerial Farms e Comms
e CCTV e CCTV e SCADA » SCADA (Roads)
e SCADA (HV & Water) ¢ SCADA (Aprons (Roads)
Services & HV)

W{:umn
S T
‘E
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Cybersecurity Benefits: Critical Business Sectors

 Improved cybersecurity provides significant benefits to the Government
& Critical National Sectors & Commercial Enterprises including:

St L3 L]
31 International East/West Security Conference 0 e probert & www VAZAcom ©

eGovernment: Fully secure & cost effective delivery of on-line services
to both citizens and businesses, such as taxes & customs, social
welfare, civil & land registries, passports & driving licences

Defence: Early warning, alerts and defences against cyberattacks
through national CERT (Computer Emergency Response Centre)

Cybercrime: Investigate, Digital Forensics and Prosecution of
cybercrimes such ID & Financial Theft, “Computer Misuse,
Laundering, On-Line Drug Trafficking & Pornographic Materials

Cyberterrorism: Ability to assess, predict and prevent potential major
cyber terrorist attacks, and to minimise damage during events

Power & Water Utilities: Prevent malicious damage to control systems

Telecommunications: Top security of government communications
with alternative routings, encryption & protection against cyberattack
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- CyberTerrorism (2) — “Security in Cyberspace”

1 - Supersonic “Real-Time” Cybersecurity 2 —Cybersecurity Models & Architectures | 3 —Cyber Emergency Response Team: CERT

4 —Cybersecurity for Government & Defence | 5— Cybersecurity for Banking & Finance 6 — Securing Critical National Infrastructure

A O T N ET CR A [ T /1 [ GET R ETSCI 8 — OUR Cyber Future : “Neural Society” 9 — Developing YOUR Cybersecurity Plans!
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Cyber Action Plans & Tactical Road Maps

* Action Plan: 21% C “Conflict in Cyberspace” demands
swift action and the extension of YOUR Busines-Wide
Security to defend against CyberThreats & Attacks.

e (CSO Team: Physical Security and CyberSecurity need to
be managed through a dedicated Team led by qualified
“Board Level” - Chief Security Officer (CSO)

* Road Map: Successful CyberSecurity requires an in-depth
Business Investment Plan coupled with a Tactical Multi-
Year Operational Programme & Cyber RoadMap

& Defence, Telecommunications, Transportation & Energy will require its
own Cyber Strategy, Risk Assessment, Roadmap & Action Plan!

...... Each Critical Economic Sector such as Banking & Finance, Government
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Cybersecurity Teams: Operational Budgets

(SO Operations & Investment Plan: Managing Cybersecurity for YOUR
Organisation is an ongoing task with a continuous need for systems
upgrades, professional staff training, compliance audits, standards
certifications and CERT Team response to emergency cyber events.

* Annual Operational Security Budgets will need to include allowances for:
— Staff salaries & operational costs for your Professional Cybersecurity Team
— Costs for tackling Cybercrime & Cyberterrorism throughout your business
— Costs of required annual security audits to ensure ongoing regulatory compliance
— Professional training courses at leading Universities & Educational Institutions
— Costs for maintaining “Best Practice” Cybersecurity within each organisational unit

— Regular Systems, Computing & Communications reviews & upgrades to ensure that all
networked servers, databases and computing devices are secure against CyberAttack!

...YOUR CSO led Team will need to develop Action Plans and
Tactical Road Maps in order to Professionally Programme
Manage the Multi-Year Implementation of CyberSecurity!
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Typical Cybersecurity Programme RoadMap:
Spanning the UN/ITU Cybersecurity Agenda (GCA)

Cybersecurity Project Activity - Phase 1 - lan/Feb/March2011

Jlan-11

Feb-11 Mar-11 Apr-11 May-11 Jun-11  Jul-11 Aug-11 Sep-11

Q1 Project Activity -{1)-
Q1 Project Activity -(2)-
Q1 Project Activity -(3)-
01 Project Activity -(4)-
01 Project Activity -(5)-
01 Project Activity -(6)-
Q1 Project Activity -(7)-
Q1 Project Activity -(8)-
01 Project Activity -(9)-
01 Project Activity -{10)-

Oct-11 Nowv-11 Dec-11 Q1-2012 Q2-2012

—

Cybersecurity Project Activity - Phase 2 - April /May/June 2011

lan-11

Feb-11 Mar-11 Apr-11 May-11 Jun-11  Jul-11 Aug-11 Sep-11

02 Project Activity -{1)-
Q2 Project Activity -(2)-
Q2 Project Activity -(3)-
Q2 Project Activity -(4)-
Q2 Project Activity -(5)-
Q2 Project Activity -(6)-
Q2 Project Activity -(7)-
Q2 Project Activity -(8)-
Q2 Project Activity -(9)-
02 Project Activity -{10)-

Oct-11  Now-11  Dec-11 Q1-2012 Q2-2012

k. =

Cybersecurity Project Activity - Phase 3 - July/Aug/Sept 2011

lan-11

Feb-11 Mar-11 Apr-11 May-11 Jun-11  Jul-11 Aug-11 Sep-11

Project Activity -(1)-
Project Activity -(2)-
Project Activity -(3)-
Project Activity -(4)-
Project Activity -(5)-
Project Activity -(6)-
Project Activity -(7)-
Project Activity -(8)-
Project Activity -(9)-
03 Project Activity -(10)-

ERERRRRER

Cybersecurity Project Activity-Phase 4-Oct/MNov/Dec 2011-2012

Jlan-11

Feb-11 Mar-11 Apr-11 May-11 Jun-11 Jul-11 Aug-11 Sep-11

- =

Oct-11 Now-11  Dec-11 Q1-2012 Q2-2012

Oct-11 Now-11 Dec-11 Q1-2012 Q2-2012

04 Project Activity -(1)-
Q4 Project Activity -(3)-
Q4 Project Activity -(5)-
Q4 Project Activity -(6)-
Q4 Project Activity -(7)-
04 Project Activity -(10)-
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eGovernance/eSecurity Road Map — 2009 to 2014 -

eGovOfficeV1.6.pdf - Adobe Reader
File Edit ‘iew Document Tools ‘Window Help

*¥*% eGovernment Programme Office *** Summary of Major "Start-Up" Project Activities from the Armenian eGovernment / eSociety Roadmap

eGov Project Activity -
Establish and Fully Staff the eGovernment PIU
Secure RA eGov Decree for Action Plan and Summary RoadMap
Start Werk on the World Bank ICT & Spectrum Projects
Public Launch & Press Conference an eGov/eSociety
CyberSecurity Commission- Audit, Upgrades & Operations Centre
Actively Invelve Industry Associations - UITE, ITDSC and others...
Review Document & E-Mail Apps across Government
Initiate, Design and Deploy On-Line State Registry
Expand eGov Office to include 20 to 30 Prefessional Staff
Initiate Weork on ePayment and eTax Applicatiens
Audit Metworks & Software within all State Bodies
Identify Infrastructure "Pipelineg™ Cptions for Rural & Urban Comms
Initiate Weark on New Laws and Legislation for eSociety
Negatiate PPP Business for PKI/Certification eService
Fermally Establish the Prime Minister's Steering Coundil
Establish the Stakeholders Association & Annual eSov Conference
Establish the Top-Level eGovernment Advisory Board
eGov Project Activity
Phased Internal Government Launch - Citizen ID Cards
Phased Launch of Citizen I Cards
Phased Launch of the Biometric Passparts
Regular Quarterly Launches of new PPP based eServices
Launch "FC far &ll Preject” for all Citizens
Launch e-Budget, e-Pensions and e-Procurement e5ervices
Engineer Upgraded International Broadband Services
Launch of "Mabile D" with SIM Chips as additional 1D Service
Issue Tender Documents - Mational Broadband Network
Decision on Centractors for Broadband Metwork
Start Design and Construction of the Broadband Netwerk
Pilot the Beta Secure Government Metwork
Launch the full Gevernment & Maticnal BB Metwork
Start Installation of 800 eServices Kiosks in Post Offices etc...
eServices Awareness throughout Armenia Towns & Villagas
eGov Project Activity
International Integration of the Armenian 2Gov Network
Beta Testing of the Armenian Digital TV "Triple Play" Network
Full Launch of the Armenian Digital TV & Radio Network
Real-Time eArmenia Trading Network - eATH - Global On-Ling
High Definition Integrated Services - 100MBits/Business/Home
eGov Project Activity

e o o

Q3-2009 Q4-2009 Q1-2010 Q2-2010 Q3-2010 Q4-2010 Q1-2011 Q2-2011 Q3-2011 Q4-2011 Ql1-2012 Q2-2012 Q3-2012 Q4-2012 2013 2014

m

Q3-2009 Q4-2009 (GQ1-2010 Q2-2010 GQ3-2010 GQ4-2010 Q1-2011 Q2-2011 Q3-2011 GQ4-2011 Q1-2012 Q2-2012 GQ3-2012 Q4-2012 2013 2014

Q3-2009 Q4-2009 (Q1-2010 Q2-2010 G3-2010 G4-2010 Q1-2011 Q2-2011 Q3-2011 Q4-2011 Ql-2012 G2-2012 Q3-2012 O4-2012 2013

Q3-2009 Q4-2009 (Q1-2010 Q2-2010 G3-2010 GQ4-2010 Q1-2011 Q2-2011 Q3-2011 Q4-2011 Ql-2012 G2-2012 Q3-2012 Q4-2012 2013 2014

11.00 % 8.50 in 1
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CISSP Certification — International Cyber Qualification

 The CISSP — Certified Information Systems Security Professional is one of the highest
international qualifications from the (ISC)?, and is based upon the core tenets of
Confidentiality, Integrity & Availability:

=

)
)
)
)
)
)
)

)
9)

0O N OO 1 B W N

Access Control

Application Security

Business Continuity and Disaster Recovery
Cryptography

Information Security and Risk Management
Legal, Regulations, Compliance and Investigations
Operations Security

Physical (Environmental) Security

Security Architecture and Design

10) Telecommunications and Network Security

* Anin-depth study of all these security topics would fill an intensive 3 month training
schedule, but | hope that these 2 presentations have provided the foundations!
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1 - Supersonic “Real-Time” Cybersecurity 2 —Cybersecurity Models & Architectures | 3 —Cyber Emergency Response Team: CERT

4 —Cybersecurity for Government & Defence | 5 - Cybersecurity for Banking & Finance 6 — Securing Critical National Infrastructure

7 —Cyber Action Plans & Tactical Road Maps [0 0/ X eV Tl IV TV -3 \' (=177 | IYo ol [ 3 idd 9 — Developing YOUR Cybersecurity Plans!
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1995 — 2015 — 2035: Next 20 Years

loT: Global Connected “Internet of Things” — All On-Line
Intelligent Devices across most sectors & geographies.

“The Bad Cyber Guys” : Professionally Trained Cyber
Criminals and Cyber Terrorists operating WorldWide!

Augmented Reality: Emergence of 4D Immersive Virtual
Augmented Reality (a la Matrix Movies)

Universally Embedded Security: Need for Cybersecurity
in ALL intelligent devices, servers, data & network nodes

On-Line CyberPolice: CyberBot Avatars patrolling as
Virtual CyberPolice Force across “Internet of Things”
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- CyberTerrorism (2) — “Security in Cyberspace”

1 — Supersonic “Real-Time” Cybersecurity 2 —Cybersecurity Models & Architectures | 3 —Cyber Emergency Response Team: CERT

4 —Cybersecurity for Government & Defence | 5 - Cybersecurity for Banking & Finance 6 — Securing Critical National Infrastructure

7 —Cyber Action Plans & Tactical Road Maps | 8 — OUR Cyber Future : “Neural Society” 9 — Developing YOUR Cybersecurity Plans!
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YOUR Cybersecurity Action Plan!...

* Phase 1: Define your cybersecurity STRATEGY and OBJECTIVES

* Phase 2: Establish, resource & train your CSO led Cybersecurity ORGANISATION

* Phase 3: Agree and communicate Technical & Operational standards & Cyber Policy
* Phase 4: Review, Audit and Upgrade CyberSecurity according to YOUR Action Plan

* Phase 5: On-Going Operational Management by CSO, including regular compliance
audits and technical upgrades to newly researched Cyber Threats, Events & Alerts.

...... In summary, the implementation of CyberSecurity for YOUR Enterprise will
have a significant impact on reducing losses from Cybercrime, & mitigate the
risk of damaging CyberTerror Attacks across your Business Operations

“Cyber-terrorism(2): Security in Cyberspace” v i ,wmmm
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Developing YOUR Cyber Action Plans!

 Immediate 3 Day Cyber Security Info Asset Audit
* 30 Day Programme — Review Top 10 CSO Actions

e 300 Day/1 Year Cyber Implementation Plan (Suggest using
the UN/ITU — Global Cybersecurity Agenda)

* Long Term Investment — 3 to 5 Year Road Map (Recruit,
Train and Implement YOUR CyberSecurity Plan!)

..... Be Prepared for “Real-Time” alerts & response to Cyber
Attacks and Terrorism — They strike without warning at the
“Speed of Light” across Global Information Networks !

“Cyber-terrorism(2): Security in Cyberspace” v -iwm"S”’"”"”
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CyberTerrorism: Wrap-Up & Summary

1) New Disruptive Force: CyberTerrorism is already a real disruptive &
expensive threat to Business, Government and National Economies

2) Rethinking 21stC Security: Business & Government need to radically
rethink their strategy, tactics and implementation of Integrated Physical-
Cybersecurity for the 215t Century to mitigate the risks

3) Practical Plans: We recommend that CSO-Led Teams develop in-depth
action Plans and Road Maps for their business organisations

4)  CERT/CSIRT: One key task for Critical Business Sectors such as Banking &
Finance is the implementation of a dedicated CERT/CSIRT

5) Cyber Training: Cybersecurity Training, Certification and Membership of
Professional Security Associations are also recommended

6) Security Standards: Finally we recommend that your business adopts
International Standards for CyberSecurity such as ISO27000 Series with
suggested annual independent audits for full compliance.
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“CyberTerrorist”: Woland (BonaHO)
B

R
Don’t be taken by surprise by Woland (
- The Satanic Terrorist Cat - from

Bulgakov’s : “The Master & Margarita”

Prepare for CyberTerror Attacks
through your CERT & Real-Time Alerts!

Graphic Print (1972) courtesy of :
Dr Alexander Rimski-Korsakov
Great Grandson of the Composer
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Web Link: www.valentina.net/ARK3/ark2.html
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CyberTerrorist Invasion @ “Light Speed!”

Prepare for CyberTerror Invasion
through your Real-Time CERT !

Graphic Print (1981) courtesy of :
Dr Alexander Rimski-Korsakov
Great Grandson of the Composer

b

Light travels almost 1million times
faster than the Speed of Sound!
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* Final Warning!: CyberTerror Strikes
@ “Light Speed” in Global Networks!
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East-West Security Conference — Italy 2015
- CyberTerrorism Presentation Slides (PDF) -

- CyberTerrorlsm (1) - : _
‘Confhct in Cyberspace “ “Secur:ty in Cyberspace

31% International East/West Securi onference

Theme (1) — “Conflict in Cyberspace” Theme (2) — “Security in Cyberspace”

Download Link: www.valentina.net/East-West2015/
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Download Presentatlon Slldes
www Valentl_na net/East- West2015/
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*%** Personal Security in Alpine Climbing ***

gy Sunrise on « Barre des Ecrins » — 4102metres
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Download Presentation Slides:
www.Valentina.net/East-West2015/
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Cybersecurity Resources, Reports and

Smart Solutions: “Master Class™ - Part 3

- Designing & Engineering
Smart Solutions -

- Defining Smart Solutions
& Business Architectures -

- Armenia: Smart Economy -

“Smart Business Architectures for
Irmalligem'. Economic Development™

- Smart Sustainable Security -

“Integrating Cybar & Physical Oparations”™

"Master Class 2012 - Smart Design"

"21:tC Armenia - 2012: Smart Security”

"21stC Armenia: Smart Governance"

“ReaI-Tlme Armenia®™

“Secariag Gorrrmment & Fisavcia Etrpriie Gprrafiza®

“Roadmap for Real-Time Armenia™

e, £ Commeres aad B Seqweiy *

p—

(S UsAID|cAPS

AID [CAPS

A Roadh'lap for
“Rea "Armenia

\ ﬁ'MEI‘rﬂ:ﬂ

wmm
i P, SPGB AR B

] St .

"Real Time Armenia” - White Paper || = "Real Time Armenia” - Slides ||

|| Roadmap for Real-Time Armenia- Report

|| RoadMap for Real Time Armenia-Slides |

- Tl Tirw”™ Goaegin | Saturing Gervasvuret & oo Cmmatkins *+4

“Real-Time"

“Real-Time Georgia™

SN peurimg Govermmeat & Enlerpeise tpermrioms®

L 21sC Georgia™....

“Cyber- Vard?ia

i A

P L Ty

215'C Georgia - “"Cyber Vardzia”
"Integrated Cyber & Physical Security”

for e-Government & e-Georgla

"Real-Time Georgia” - GITI 2008 Slides ||"Real-Time Georgia" - GITI 2008 Paper|

Gorgeouns Georgia: In Photos

|| 21stC Georgia: "CyberVardzia” - Paper

|| 215tC Georgia - "CyberVardaia” - Slides |

* ITU Cybersecurity Strategy *
"3-Day Workshop Overview ™

Securing Jamaica in Cyberspace!

s
o e

P e
el | —
Trmoteceenwnnse =
. =

“Organisational Structures
&

Incident Management

r
Cybersecurity in the Americas”

[ —

"Cybersecurity Capacity Building

International Collaboration

1 Do I Bt

|Jamaica: Cybersecurity Technology- Slides || Jamaica: Cybersecurity Strategy- Slides ||

"Short Professional Bio"

||1"rmcr_[11. Cybersecurity in the Americas |[ITU/CITEL: Cybersecurity Skills Building |

Link: www.valentina.net/vaza/CyberDocs
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Professional Profile - Dr David E. Probert

Computer Integrated Telephony (CIT) — Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with
telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

Blueprint for Business Communities — Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the
“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

European Internet Business Group (EIBG) — Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included
support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.
Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 =»1998)

Supersonic Car (ThrustSSC) — Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1t Multi-Media and e-Commerce Web-
Site for the World’s 15t Supersonic Car — ThrustSSC — for the World Speed Record.

Secure Wireless Networking — Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11
networking products with technology partners from both UK and Taiwan.

Networked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall
responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

Republic of Georgia — Senior Security Adviser — Appointed by the European Union to investigate and then to make recommendations on all aspects of IT
security, physical security and BCP/DR relating to the Georgian Parliament.

UN/ITU - Senior Adviser — Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1°t Class Honours Degree in Mathematics (Bristol
University) & PhD from Cambridge University in Self-Organising Systems (Evolution of Stochastic Automata), and his
full professional biography is featured in the Marquis Directory of Who’s Who in the World: 2007-2015 Editions.
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CyberTerrorism (2): “Security in Cyberspace”
International East-West Security Conference: Terracina, Italy
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Smart Sustainable Security — “Theme Trilogy”

Theme (1) - Smart Security : Integrated Cybersecurity and Physical Security

- Understanding and Mapping the Worldwide Cyber Threats

- Transition to Smart Systems : Embedded Networked Intelligence

- Emergence of Smart Security: Hybrid Cyber-Physical Applications
“Operational Convergence “ 13th Oct: 09:10 — 09:50

Theme (2) — National Security : Strategy, Models, and Road Maps

" UN/ITU - Global Cybersecurity Agenda and Guide
~rmemas - Operations, Technology, Legal, Training, Partnerships
= - Case Studies of “National Cybersecurity Agencies”
“Architecture & Standards” 13th Oct: 14:30 - 15:10

Theme (3) - Critical Security : Sector Threats and Smart Solutions

- Smart Security for Critical National Infrastructure (CNI):

- Finance, Transportation, ITC, Energy, Defence and more!...

- Engineering Smart Technical and Operational Solutions

“Intelligent Applications” 14t Oct: 11:15 - 11:55

Download Slides: www.valentina.net/East-West2014/ \cyber-terrorism(2): Security in Cyberspace” IR
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East-West Security Conference — Paris 2014
- Cybersecurity Presentation Slides (PDF) -

Smart Sustainable Security - "Theme Trilog_yﬁ

Integrated Cybersecurlty . B " 5 “Cybersecurity for
& Physical Security for National Cybersecurity Strategy Critical National Infrastructure
Ruadmap and Action Plan” o
Guvernments and Bus:ness (CNI)

D? \avidiEAProbety & -
VA‘ZA inf%rnat&d'ﬁ.ﬂ A

Dr D’élwd E F‘rab‘é’rt

s "WAZA Internatisng |
SO iy raonal EayWe s Sequrity Cairt . w“"—*"""" -

(1) Smart Security (2) National Security (3) Critical Security

Download Link: www.valentina.net/East-West2014/
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Ages of Computing, Networking & Intelligence: 1960 - 21stC

Overview: Ages of Computing First Age of Computing

Enterprise ___ 1975 21st century 1960 —= 1975 - Convergence

computin . : ;
— Physical explosion of size and power -

‘Hierarchical Architecture’
‘Big is BEAUTIFUL’

Team __  Fistage  Secondage .E:g;grggeeon Created commodity elements: 'MIPS and MBITS
computing Big is beautiful' ‘Small is'‘beautiful’ 4,0 desktop’ Focus on DATA - a STATIC universe

Computing
MIPS

End user ___
computing

Second Age of Computing Third Age of Computing
1975 —= 1990 - Bridge 1990 —= 2005 - Focusing Lens

Emergence of Networking Architecture - Biological Explosion of Intelligence -
‘Distributed Architecture’ ‘Organic Architecture’

‘Smalll is BEAUTIFUL’ ‘Enterprise on the DESKTOP’
Created Open Systems: OSI Focus on KNOWLEDGE -
Focus on INFORMATION - a DYNAMIC Universe a SELF-ORGANISING Universe

'\V/ \ Knowledge
Components ——= BRIDGE :: Applications Information ;c:;j D:;:%gr
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Ages of Computing, Networking & Intelligence: 1960 — 2020+

1960 to 1980 (Computing Big Bang — Physical Data ): “Big is Beautiful”
— Era of Massive Mainframe Computing with Minimal Networking

e 1980 to 2000 (Network Architecture — Fluid Information): “Small is
Beautiful” — Evolution of Networking (Ethernet, Token-Ring, and TCP/IP:
‘75 — Vint Cerf & Robert Kahn ), PCs, Web1.0: ‘92-"94 & Mobile Phones

e 2000 to 2020+ (Intelligent Systems — Cellular Knowledge): “Smart
Solutions”- Web2.0, Social Media, Smart Phones & Intelligent Apps.

 Summary: The Evolution of ICT mirrors the Evolution of the Physical
Universe, DNA/RNA Bio-Architecture, Intelligent Organisms & Life.
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Cybersecurity: NATO Research Analysis

CYBER ATTACK
NATIONAL SECURITY c:::::_r‘:ﬁ"g c:t‘g:t‘:cnfss TARGETS MITIGATION EFFECTIVENESS
THREATS phre i
IT MILITARY SOLVES SOME Q'S,
VULNERABILITIES SHILR R FORCES CREATES OTHERS
PROPAGANDA HIGH GOv/CIV BEST MIL DOCTRINE INSUFFICIENT
ASYMMETRY INFRASTRUCTURE SUN TZU FORCYBERWAR
DENIAL-OF-SERVICE LACKS
NONYMITY AVAILABILITY
(DOS) 8 - CREDIBILITY
DATA INADEQUACY OF ARMS CANNOT PROHIBIT,
MODIFICATION CYBER DEFENSE CONTROL INSPECT CYBER
INFRASTRUCTURE THE RISE OF NON-
MANIPULATION STATE ACTORS

Author: Kenneth Geers - www.ccdcoe.org/publications/books/Strategic_Cyber_Security_K_Geers.PDF

. 4LYBERSECURITY
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UN/ITU : GCA — The Seven Strategic Goals

- for National & International Cybersecurity -

The Seven Goals:

1 Elaboration of strategies for the development of a model cybercrime legislation that is globally applicable
and interoperable with existing national and regional legislative measures.

2 Elaboration of global strategies for the creation of appropriate national and regional organizational
structures and policies on cybercrime.

3 Development of a strategy for the establishment of globally accepted minimum security criteria and
accreditation schemes for hardware and software applications and systems.

4 Development of strategies for the creation of a global framework for watch, warning and incident response
to ensure cross-border coordination between new and existing initiatives.

5 Development of global strategies for the creation and endorsement of 2 generic and universal digital
identity system and the necessary organizational structures to ensure the recognition of digital credentials
across geographical boundaries.

(] Development of a global strategy to faciitate human and institutional capacity building to enhance
knowledge and know-how across sectors and in all the above-mentioned areas.

7 Proposals on a framework for a global multi-stakeholder strategy for international cooperation, dialogue and
coordination in all the above-mentioned areas.

....These 7 goals can be achieved through the implementation of National CERTs!
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Common Cyber Attacks:
Reducing The Impact

Most cyber attacks are composed of four
stages. and
.The followmg secunty controls,

i

ap lied at each stage of an attack, can UorEcaton e & i i

reauce your orFamsatlon S BXPDSUI'G biicly available documents and web content. Employees, or those who have legitimate access,
to a successful cyber attack. | should also be aware of the risks from either by accidental or deliberate misuse.

1 discussing work-related topics on social media, and
al of being targeted by phishing attacks.
OF LARGE COMPANIES Malware
REPORTING BREACH Protection
ControlsFor = ™. P o Al L Can block malicious I‘
£600 K B 0 Tl'{iﬂif Siamgimfun nge“; perimeter nabeare ne S
nce an as ences ecure
£ 1 1 5 m access, It's much harder to detect CYbef Can block insecure or dommloadodmﬂom Co nﬁguuration
a their actions and eradicate their Attack unnecessary Restrict
AVERAGE COST OF presence. This is where a more in- services, or only functionality to the
SECURITY BREACH dopt.boksapproach b ol Stages allow pemite minimum needed or
Source: 2014 Information Cyber Securityoutlinesmanyof .~ WA e A - Password Policy Wabﬁlw apply
Security Breaches Survey the features of a complete ; W usersfiom o avery device that is
sponsored by the risk management regime. ng easu;ﬁu&ed i gt
Department for Business, ' Breach p""s":"t:m m‘ business.
Innovation and Skills. Patch Management Malware Protection aumberof talled
es at the earliest Malware protection within the atte
known software Monitor and a all malicious code in an
Ii vulnerabilities. i ct to imported item. D
Secure Configuration ﬂ mlsual a:ti":it?{ E‘i Device Controls
Remove unnecessary software and default » Devices within the intemal gateway should be
user accounts, Ensure default passwords are User Access UserTraining used to prevent unauthorised access to
changed, and that automatic features that ~ Well maintained user access User training is extremely critical services or inherently insecure
could activate malware are tumed off, Iglﬂtmls c;nllﬂ r;sgrid m;data ﬁ:a?mn orfeﬂcing th? senvices that may still be required intemally.
G ; a ons, es an successfu
C ESG o that users can access. social engineering attacks. CERT'U K

Who might be attacking you?

Cyber Criminals interested in maki ﬁ money through
fraud or from the sale of valuable i

Industrial competitors and foreign lntelbgenee
services interested in gaining an economic
advantage for their companies or countries.

Hackers who find interfering with computer
systems an enjoyable challenge.

Link:www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility
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