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CyberTerrorism CyberTerrorism –– “Dual Themes”“Dual Themes”

Theme (1)”Theme (1)” “Conflict in Cyberspace” :  “Conflict in Cyberspace” :  The Players, Stakeholders & Emerging TrendsThe Players, Stakeholders & Emerging Trends

-- The Colonisation of Cyberspace by the “Good Guys” & “Bad Guys”!The Colonisation of Cyberspace by the “Good Guys” & “Bad Guys”!

-- Need for Integrated PhysicalNeed for Integrated Physical--Cyber Security  for  21Cyber Security  for  21stst C Terrorist DefenceC Terrorist Defence

-- Emergence of the “Internet of Things” as the Future Cyber Conflict ZoneEmergence of the “Internet of Things” as the Future Cyber Conflict Zone

““ Divergence: Chaotic Cyberspace Colonisation “                    Divergence: Chaotic Cyberspace Colonisation “                    2626thth May: 09:00 May: 09:00 –– 09:4509:45
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ThemeTheme (2)(2) –– “Security in Cyberspace”: “Security in Cyberspace”: Operational Security Models for 21Operational Security Models for 21stst CenturyCentury

-- Survey of Cybersecurity Strategies, Models & FrameworksSurvey of Cybersecurity Strategies, Models & Frameworks

-- Protection of Banking & Corporate Enterprises from Cyber ThreatsProtection of Banking & Corporate Enterprises from Cyber Threats

-- Developing YOUR Action Plans & Practical Cybersecurity ProgrammeDeveloping YOUR Action Plans & Practical Cybersecurity Programme

“Convergence:  Integrated Real“Convergence:  Integrated Real--Time Defence”                        Time Defence”                        2626thth May: 14:15 May: 14:15 –– 14:55                                                               14:55                                                               

Download SlideDownload Slides: s: www.valentina.net/Eastwww.valentina.net/East--West2015/West2015/



...or the Challenging Complexity of Securing ...or the Challenging Complexity of Securing 

Government & Business in Government & Business in CyberspaceCyberspace!...!...
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-- CyberTerrorismCyberTerrorism (2) (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 1 –– SupersonicSupersonic “Real“Real--Time” Cyber securityTime” Cyber security 2 – Cybersecurity Models & Architectures 3 –Cyber Emergency Response Team: CERT

4

“Cyber“Cyber--terrorism(2): Security in Cyberspace”terrorism(2): Security in Cyberspace”
Terracina, Italy : 25th-26th May 2015

©  Dr David E. Probert   :  www.VAZA.com ©
31st International East/West Security Conference 4

4 –Cybersecurity for Government & Defence 5 – Cybersecurity for Banking & Finance 6 – Securing Critical National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 – OUR Cyber Future : “Neural Society” 9 – Developing YOUR Cybersecurity Plans!



Warning! Warning! : : CyberTerrorCyberTerror Travels @Travels @ “Light Speed”“Light Speed”
Physical  Terror = “Spatial”: Physical  Terror = “Spatial”: Attacks on Physical 

Infrastructure ,  Corporate Assets,  Staff and Citizens

*** Sound Waves = 340metres/sec ****** Sound Waves = 340metres/sec ***

Cyber Terror = “Temporal”: Cyber Terror = “Temporal”: Anonymous  Attacks  

on, Network Hubs, Servers, Databases & Social Media

*** Light Waves = 300,000,000 metres/sec ****** Light Waves = 300,000,000 metres/sec ***
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Thrust SSC: Thrust SSC: -- 11stst Supersonic Car:  1995Supersonic Car:  1995--19971997

Web Archive: Web Archive: www.thrustssc.comwww.thrustssc.com



Thrust SSC Thrust SSC –– “Breaking the Sound Barrier” “Breaking the Sound Barrier” * * 

Mach ONE Mach ONE -- 1228km/h 1228km/h –– October 1997 *October 1997 *
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Successive “RealSuccessive “Real--Time”Time”DarkNetDarkNet CyberAttacksCyberAttacks
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Link: Link: map.ipviking.commap.ipviking.com -- Norse CorporationNorse Corporation



“Real“Real--Time” Cybersecurity for BusinessTime” Cybersecurity for Business

•• “Massive $$$ Losses”: “Massive $$$ Losses”: Increasing “Conflict, eCrime & 
Terrorism in Cyberspace” is costing Global Business an 
estimated $450Billion/Year in financial losses.

•• “Cyber Light Speed”: “Cyber Light Speed”: Cyber Threats & Attacks travel at 
“Light Speed” and require “Real-Time” Response!
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“Light Speed” and require “Real-Time” Response!

•• “Rethink Security”: “Rethink Security”: Government & Business need to 
rethink “Security Strategy” to mitigate cyber threats

....Now we present several practical Cybersecurity models ....Now we present several practical Cybersecurity models 
that you may adapt to your Organisation or Business.that you may adapt to your Organisation or Business.



-- CyberTerrorismCyberTerrorism (2) (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 2 –– CybersecurityCybersecurity Models & ArchitecturesModels & Architectures 3 –Cyber Emergency Response Team: CERT
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4 –Cybersecurity for Government & Defence 5 – Cybersecurity for Banking & Finance 6 – Securing Critical National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 – OUR Cyber Future : “Neural Society” 9 – Developing YOUR Cybersecurity Plans!



Cybersecurity Models & FrameworksCybersecurity Models & Frameworks

•• UN/ITU: UN/ITU: Global CyberSecurity Agenda (GCA)

•• UK Contest: UK Contest: Counter Terror Strategy: -

...Pursue, Prevent, Protect & Prepare

•• NATO/CCDDOE: NATO/CCDDOE: National Cybersecurity Framework

•• EU/ENISA: EU/ENISA: Info Security Agency – Cyber Good Practice Guide
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•• EU/ENISA: EU/ENISA: Info Security Agency – Cyber Good Practice Guide

•• OAS/CICTE: OAS/CICTE: Inter-American Committee against Terrorism

•• SANS Institute: SANS Institute: Critical Security Controls

•• ISF: ISF: Information Security Forum: “Good Practice Standard”

•• ISO/IEC 27000 Series: ISO/IEC 27000 Series: Information Security Standards

•• NISTNIST : Institute of Standards – Cybersecurity Framework



The UN/ITU GCA The UN/ITU GCA -- Global Global 

Cybersecurity Agenda:Cybersecurity Agenda:
--------------------

11 – Legal Measures

2 2 – Technical Measures

33 – Organisational Measures

44 – Capacity Building

UN/ITU:UN/ITU:–– Global Cybersecurity Agenda (GCA)Global Cybersecurity Agenda (GCA)
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44 – Capacity Building

55 – International Cooperation

--------------------

...The UN/UN/ITUITU constitutes a unique unique 

global forum global forum for partnership and 

the discussion of cybersecurity.cybersecurity.

--------------------



Worldwide Security in Worldwide Security in CyberspaceCyberspace!!

-- (1) (1) ––

LegalLegal MeasuresMeasures

-- (3) (3) ––

Organisational Organisational 

-- (4) (4) –– Capacity BuildingCapacity Building

-- (2) (2) ––

Technical Technical 

& & 
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LegalLegal MeasuresMeasures
Organisational Organisational 

StructuresStructures

-- (5) (5) –– Regional and International CollaborationRegional and International Collaboration

& & 

Procedural Procedural 

MeasuresMeasures



NATO NATO CybersecurityCybersecurity

Framework ManualFramework Manual
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NATO Framework: NATO Framework: The Five Mandates and The Five Mandates and 

Six Elements of the Cybersecurity CycleSix Elements of the Cybersecurity Cycle
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NATO Framework: NATO Framework: The Cybersecurity The Cybersecurity 

Incident Model with 3 CrossIncident Model with 3 Cross--MandatesMandates
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NATO Cybersecurity Framework: NATO Cybersecurity Framework: 

-- Organisational Architecture Organisational Architecture --
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NATONATO Cooperative Cyber Defence Cooperative Cyber Defence 

Centre of Excellence Centre of Excellence –– CCDCOE CCDCOE -- EstoniaEstonia
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Recommended Cyber Reference Books: from Recommended Cyber Reference Books: from NATONATO -- ccdcoe.org/tallinnccdcoe.org/tallinn--manual.htmlmanual.html



International Cybersecurity Standards: International Cybersecurity Standards: PlayersPlayers
•• Multiple Players: Multiple Players: There are multiple international and national organisations that define and 

publish standards relating to physical and cyber security. In general these standards, 
recommendations and guidelines are complementary

•• UN/ITU: UN/ITU: We shall be focusing in this session of the technical security standards & 
recommendations published by the ITU as their X-Series as well as H-Series

•• Partnerships: Partnerships: The ITU works closely in partnership with many other organisations, particularly 
for emerging Telecommunications. Multimedia, Mobile & IP Networking:

–– ENISAENISA – European Network and Information Security Agency

–– ISOISO – International Standards Organisation
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–– ISOISO – International Standards Organisation

–– IETFIETF – Internet Engineering Task Force

–– ETSI ETSI – European Telecommunications Standards Institute

–– IEEEIEEE – Institute of Electrical and Electronic Engineers

–– ATISATIS – Alliance for Telecommunications Industry Solutions

–– 3GPP3GPP – 3rd Generation Partnership Project

–– ANSIANSI – American National Standards Institute

–– NISTNIST – National Institute of Standards and Technology

–– ISFISF – Information Security Forum



European Network and European Network and 

Information Security Agency: Information Security Agency: enisaenisa
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ISO/IEC 27000/2ISO/IEC 27000/2-- Info Security ManagementInfo Security Management
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Information Security Management System: Information Security Management System: 

Implementation Process: ISO27001/2Implementation Process: ISO27001/2
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FlowFlow--Chart: Route to Chart: Route to ISO27001/2 ISO27001/2 CertificationCertification
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NIST Security Publications: “800 Series”NIST Security Publications: “800 Series”
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-- CyberTerrorismCyberTerrorism (2) (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 – Cybersecurity Models & Architectures 3 3 ––CyberCyber Emergency Emergency Response Team:Response Team: CERTCERT
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4 –Cybersecurity for Government & Defence 5 – Cybersecurity for Banking & Finance 6 – Securing Critical National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 – OUR Cyber Future : “Neural Society” 9 – Developing YOUR Cybersecurity Plans!



Cyber Analyst Teams: CERT/CSIRTCyber Analyst Teams: CERT/CSIRT

•• CERT CERT = Computer Emergency Response Team

•• CSIRTCSIRT= Computer Security Incident Response Team

•• CERT & CSIRT CERT & CSIRT refer to the professionally trained 

teams that manage real-time alerts & response
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• ALL Businesses and Critical National Sectors (Energy, 

Banking, Transport, Defence.....) need to have access 

to a CERT/CSIRT Team to protect information assets!

......Now we briefly discuss the Role & Scope of CERTs......Now we briefly discuss the Role & Scope of CERTs



Professional Professional CERT/CSIRT CERT/CSIRT OrganisationsOrganisations

•• Benefits: Benefits: Every national government, and major multi-site enterprise 

should consider the economic benefits of establishing a CERT/CSIRT.

•• Origins: Origins: The original CERTs were established in the early 1990s 

following the arrival of the first computer viruses, worms & trojans. 
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•• CERT.org: CERT.org: Carnegie Mellon University formed the 1st National CERT 

under contract from the US Government, and now runs 

www.CERT.org as a global partnership of national and regional CERTs.

•• ENISA: ENISA: Within European, the TERENA organisation (Trans-European 

Education and Research Networks Association) works with ENISA to 

manage the network of European CERTs, including skills training.



CERT/CSIRT CERT/CSIRT Operations Alert CentreOperations Alert Centre
•• Alerts: Alerts: A Fundamental Process within any CERT is the management and 

classification of “incidents”, and their routing to provide a response

•• Triage: Triage: Some “incidents” may actually be due to some unusual statistical traffic 
patterns rather than an actual alert, “hack” or cybercrime

•• Risk: Risk: Once an incident is classified the CERT will need to assign staff responsibility 
to assess the event risk and potential impact & damage
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•• Communicate: Communicate: The CERT will communicate their analysis with relevant 
stakeholders, that may include government agencies, business stakeholders, and 
those responsible for critical information infrastructure

•• Neutralise: Neutralise: CERT will work with partners to minimise the disruptive risk & damage 
in order to neutralise the cyber attack and any future threat



Computer Emergency Response Team (Computer Emergency Response Team (CERTCERT))
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Also known as CSIRT CSIRT : Computer Security Incident Response Team



CERT/CSIRTCERT/CSIRT –– Information Process FlowInformation Process Flow
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CERT/CSIRTCERT/CSIRT RollRoll--Out Action PlanOut Action Plan
• Governments & Business may upgrade their CERT/CSIRT capability using the on-line 

guidebooks from Carnegie Mellon University (CMU)  & the European EU/ENISA

• These step-by-step guides cover all aspects of the start-up action plan including:

–– Business CaseBusiness Case: Development of the CERT/CSIRT Business Case

–– Stakeholders: Stakeholders: Recruiting and Partnering with National Stakeholders

–– Staff Training: Staff Training: Recruitment and training of professional CERT staff

–– Operations: Operations: Establishing the Operational and Technical Procedures

–– Incident ResponseIncident Response: Documented Process for classifying & responding to alerts
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–– Incident ResponseIncident Response: Documented Process for classifying & responding to alerts

• Establishing a fully functional national CERT/CSIRT will probably take between 12 to 

18 months depending on the scope of initial operations

• CERTs will need to continuously evolve, adapt and be trained to respond to new 

cyberthreats and potential attacks, and will to undergo annual compliance audits



ENISA: European ENISA: European CERT CERT NetworkNetwork
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ENISA: ENISA: CSIRT/CERT CSIRT/CERT GuidebookGuidebook
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-- CyberTerrorismCyberTerrorism (2) (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 – Cybersecurity Models & Architectures 3 –Cyber Emergency Response Team: CERT
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4 4 ––CybersecurityCybersecurity for Government & Defencefor Government & Defence 5 – Cybersecurity for Banking & Finance 6 – Securing Critical  National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 – OUR Cyber Future : “Neural Society” 9 – Developing YOUR Cybersecurity Plans!



Government Cybersecurity Agencies: Common RolesGovernment Cybersecurity Agencies: Common Roles

� Common roles and responsibilities for all Government Cyber Agencies:

�� Cyber Alerts:Cyber Alerts: Management of the National Response to Cyber Alerts, and Attacks

�� Education:Education: Co-ordination of the National Awareness and Skills Training Programmes

�� Laws: Laws: Leadership role in the development and approval of new cyber legislation

�� Cybercrime:Cybercrime: Facilitation for building a National Cybercrime of e-Crime Unit

�� Standards: Standards: Setting the national cybersecurity standards and auditing compliance
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�� Standards: Standards: Setting the national cybersecurity standards and auditing compliance

�� International: International: Leadership in the promotion of international partnerships for

�� Research: Research: Support for research & development into cybersecurity technologies

�� CriticalCritical Sectors: Sectors: Co-ordination of National Programmes for Critical Infrastructure

�� IntegrationIntegration with National Physical Defence  Resources – both Civilian and Military

....Next..Next we review some examples of Governments that have we review some examples of Governments that have 
implemented Cybersecurity during the last 5 to 7 years!...implemented Cybersecurity during the last 5 to 7 years!...



UK Office of Cybersecurity UK Office of Cybersecurity –– OCS & CSOCOCS & CSOC
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US Government : US Government : Office of Cybersecurity Office of Cybersecurity (CS&C) (CS&C) 
• Following the June 2009, US Government Policy Review, the Department of Homeland Security 

(DHS) has responsibility for hosting the “Office of Cybersecurity and Communications” Office of Cybersecurity and Communications” 

(CS&C)(CS&C). . Within this large organisation is the “National Cyber Security Division”National Cyber Security Division” (NCSD):(NCSD):

–– National Cyberspace Response SystemNational Cyberspace Response System

• National Cyber Alert System

• US-CERT Operations

• National Cyber Response Co-ordination Group

• Cyber Cop Portal (for investigation & prosecution of cyber attacks)

–– Federal Network SecurityFederal Network Security
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–– Federal Network SecurityFederal Network Security

• Ensuring  maximum security of executive civilian offices & agencies

• National CDMCDM Cyber Program – Continuous Diagnostics & Mitigation

–– CyberCyber--Risk Management ProgrammesRisk Management Programmes

• Cyber Exercises: Cyber Storm

• National Outreach Awareness 

• Software Assurance Program

….The US Government DHS also has a National Cyber Security Center (NCSC) with ….The US Government DHS also has a National Cyber Security Center (NCSC) with 

the mission to  protect the US Government’s Communications Networksthe mission to  protect the US Government’s Communications Networks



KISA KISA : Korea Internet & Security Agency: Korea Internet & Security Agency

•• KISA(Korea Internet & Security Agency) KISA(Korea Internet & Security Agency) was established as the public 

corporation responsible for managing the Internet of Korea on July 23th, 2009, by 

merging three institutes NIDA, KISA, and KIICA.

– NIDA(National Internet Development Agency of Korea)

– KISA(Korean Information Security Agency)

– KIICA(Korea IT International Cooperation Agency) 
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•• KISAKISA has the following roles:

– Protects Internet infrastructure from hacking cyber-terror, spam and other malicious activities

– Operates krCERT CC (Korea Computer Emergency Response Team Coordination Center) to improve 

Internet security in Korea

– Supporting international organizations such as ITU and OECD and assisting Korean IT companies

– Specifically, KISA manages the Internet address resources such as IP address and .kr domain name as 

the national NIC (Network Information Center), and also researches for the next generation Internet 

address resources of Korea.



Malaysian Government: Malaysian Government: MOSTiMOSTi
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Cybersecurity Mitigation Strategies        Cybersecurity Mitigation Strategies        
-- Australian Govt: Department of Defence Australian Govt: Department of Defence --
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National Cybersecurity for Latin America & Caribbean:National Cybersecurity for Latin America & Caribbean:

-- CITEL/CICTE/OAS CITEL/CICTE/OAS --
• Within Latin America & Caribbean, CITEL, CICTE  and the OAS are working together on 

Regional Cybersecurity Strategy, Plans & Programmes with UN/ITU support:

•• CITELCITEL = Inter-American Telecomms Commission

•• CICTECICTE = Inter-American Committee against Terrorism

•• OASOAS = Organisation of American States
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ITU: Cybersecurity Training ITU: Cybersecurity Training –– UTECH, Kingston, JAMAICAUTECH, Kingston, JAMAICA

Government, Central Bank, Energy & Telecoms SectorsGovernment, Central Bank, Energy & Telecoms Sectors
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Case Study: White Paper: 21Case Study: White Paper: 21stst C Georgia C Georgia –– “Cyber“Cyber--Vardzia” Vardzia” 
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Web Link Web Link : : www.Valentina.net/vardzia/Georgia2010.pdfwww.Valentina.net/vardzia/Georgia2010.pdfWeb Link Web Link : : www.Valentina.net/vardzia/Georgia2010.pdfwww.Valentina.net/vardzia/Georgia2010.pdf



Cybersecurity forCybersecurity for the the Georgian ParliamentGeorgian Parliament

…..Critical Infrastructure Analysis during the UN/ITU Cybersecurity Mission included Georgian Parliament…..Critical Infrastructure Analysis during the UN/ITU Cybersecurity Mission included Georgian Parliament



National Cybersecurity Strategy : National Cybersecurity Strategy : “The Shopping List”“The Shopping List”
Smart Security for Business & Government is a MultiSmart Security for Business & Government is a Multi--Year Programme!Year Programme!

1)1) National Cybersecurity AgencyNational Cybersecurity Agency: : Establishment of a CERT/CSIRT  & National 
Government Cybersecurity Agency within the Government Ministries

2)2) CNI: CNI: Long Term Critical National Information Infrastructure Protection (CNI)

3)3) System UpgradesSystem Upgrades: : Technical Infrastructure Upgrades including Hardware,  
Software, Databases, Secure Network Links, Biometrics & RFID

4) BackBack--UpUp: : Disaster Recovery, Business Continuity and Back-Up Systems

5)5) Physical  SecurityPhysical  Security: : Physical Security Applications – CCTV, Alarms, Control Centre
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5)5) Physical  SecurityPhysical  Security: : Physical Security Applications – CCTV, Alarms, Control Centre

6)6) Awareness CampaignAwareness Campaign: : Government Campaign for Cybersecurity awareness

7)7) TrainingTraining: : National Cybersecurity Skills & Professional Training Programme

8)8) EncryptionEncryption: : National User & Systems PKI Authentication Programme

9)9) Laws: Laws: Programme for Drafting and Enforcing Cyber Laws, Policies & Regulations

..….It is also important to develop an in..….It is also important to develop an in--depth economic depth economic “Cost“Cost--Benefit” Benefit” analysis and analysis and 
Business Case in order to evaluate the Business Case in order to evaluate the “Return on Investment”  “Return on Investment”  for Smart Securityfor Smart Security



-- CyberTerrorism (2) CyberTerrorism (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 –Cybersecurity Models & Architectures 3 –Cyber Emergency Response Team: CERT
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4 –Cybersecurity for Government & Defence 5 5 –– CybersecurityCybersecurity for Banking & Financefor Banking & Finance 6 – Securing Critical National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 – OUR Cyber Future : “Neural Society” 9 – Developing YOUR Cybersecurity Plans!



Cybersecurity for Banking & FinanceCybersecurity for Banking & Finance

• CyberTerrorism is now accepted as a Mission 

Critical Threat to ALL Financial Institutions

• CyberCrime & CyberTerrorism are closely 
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• CyberCrime & CyberTerrorism are closely 

related with dual motives of “Profit & Power”“Profit & Power”

.....Recent massive cyber attacks indicate the .....Recent massive cyber attacks indicate the 

urgency of securing YOUR financial info assets! urgency of securing YOUR financial info assets! 



Banking & Finance Sector: Banking & Finance Sector: Cybersecurity ThreatsCybersecurity Threats

•• Banks & Financial Institutions Banks & Financial Institutions are prime targets for Cybercriminals & 
Cyberterrorists since they are at the heart of ALL National Economies!

•• AccessAccess to Accounts is usually indirect through phishing scams, infected 
websites with malicious scripts, and personal ID Theft.

•• OnOn--Line bank transfers Line bank transfers are also commonly used for international money 
laundering of funds secured from illegal activities

•• Instant Money Transfer Services Instant Money Transfer Services are preferred for crimes such as the 
classic “Advanced Fee Scam” as well as Lottery and Auction Scams

An increasing problem is CyberCyber--ExtortionExtortion instigated through phishing
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• An increasing problem is CyberCyber--ExtortionExtortion instigated through phishing

•• National & Commercial Banks National & Commercial Banks have also been targets of DDOS cyber 
attacks from politically motivated and terrorist organisations

•• Penetration Scans: Penetration Scans: Banks are pivotal to national economies and will 
receive penetration scans and attempted hacks on a regular basis.

•• OnOn--Line Banking Line Banking networks including ATMs, Business and Personal 
Banking are at the “sharp end” of financial security and require great 
efforts towards end-user authentication & transaction network security



Cybercriminals Target Cybercriminals Target Major UK BankMajor UK Bank

48

“Cyber“Cyber--terrorism(2): Security in Cyberspace”terrorism(2): Security in Cyberspace”
Terracina, Italy : 25th-26th May 2015

©  Dr David E. Probert   :  www.VAZA.com ©
31st International East/West Security Conference 



Process Flow of Process Flow of CyberCriminalCyberCriminal Attack on Attack on 

Major UK Major UK Financial InstitutionFinancial Institution: 2010 : 2010 
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Source: White Paper by M86 Security: Aug 2010 

Such  Cyber Attacks, with variations, take place regularly in Such  Cyber Attacks, with variations, take place regularly in Banking &  Financial ServicesBanking &  Financial Services

. During . During Summer 2014 Summer 2014 more than more than 83Million Accounts 83Million Accounts were “hacked” @ were “hacked” @ JP Morgan ChaseJP Morgan Chase--

-- It is estimated that more than It is estimated that more than $450Bllion/Year $450Bllion/Year is lost through is lost through CyberCrimeCyberCrime --



Financial Services Server Financial Services Server -- Cyber Attack: Cyber Attack: 

Impact of XSS CrossImpact of XSS Cross--Site Scripting Site Scripting 

Solution: Always check rigorously

for data fields that allow user-input.

Ensure that there is no possibility for
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Ensure that there is no possibility for

User Script input to be executed in 

website coded “php” or “asp” pages



Financial ServicesFinancial Services: Personal Data Loss: Personal Data Loss
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Cybersecurity for Cybersecurity for Banking & FinanceBanking & Finance
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Typical Security Threats, Risks and Controls: Typical Security Threats, Risks and Controls: 

Financial Services Data Centre (1) Financial Services Data Centre (1) 
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Source: NY State Dept of Financial Services



Typical Security Threats, Risks and Controls: Typical Security Threats, Risks and Controls: 

Financial Services Data Centre (2)Financial Services Data Centre (2)
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Source: NY State Dept of Financial Services



CybersecurityCybersecurity Threats & Risks for Threats & Risks for 

the Banking & Finance Sectorthe Banking & Finance Sector
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Cybersecurity Cybersecurity “101” “101” for Bank Executivesfor Bank Executives
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Web Link: www.csbs.org



SECURITY SECURITY FocusFocus SECURITYSECURITY ApplicationApplication CYBERSECURITY SOLUTION CYBERSECURITY SOLUTION BenefitsBenefits
Access Control
Boundary Protection Firewalls Aim to prevent unauthorised access to or from a private network.

Content Management Monitor web, messaging and other traffic for inappropriate content such as spam, 
banned file types and sensitive or classified information.

Authentication Biometrics Biometric systems rely on human body parts such as fingerprints, iris and voice to 
identify authorised users

Smart tokens Devices such as smart cards with integrated circuit chips (ICC) to store and process 
authentication details

Authorisation User Rights 
and Privileges

Systems that rely on organisational rules and/or roles to manage access

System Integrity
Antivirus and 
anti-spyware 

A collection of applications that fight malicious software (malware) such as viruses, 
worms, Trojan Horses etc

Integrity Checkers Applications such as Tripwire that monitor and/or report on changes to critical 
information assets

Cryptography
Digital Certificates Rely on Public Key Infrastructure (PKI) to deliver services such as confidentiality, 

authentication, integrity and non-repudiation

Cybersecurity Applications & Benefits for Cybersecurity Applications & Benefits for Financial InstitutionsFinancial Institutions
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Virtual Private Networks Enable segregation of a physical network in several ‘virtual’ networks

Audit and Monitoring 
Intrusion Detection 
Systems (IDS)

Detect inappropriate, incorrect or abnormal activity on a network

Intrusion Prevention Systems (IPS) Use IDS data to build intelligence to detect and prevent cyber attacks

Security Events 
Correlation Tools

Monitor, record, categorise and alert about abnormal events on network

Computer 
Forensics tools

Identify, preserve and disseminate computer-based evidence

Configuration Management and Assurance
Policy Enforcement Applications Systems that allow centralised monitoring and enforcement of an organisation’s 

security policies

Network Management Solutions for the control and monitoring of network issues such as security, capacity 
and performance

Continuity of Operations tools Backup systems that helps maintain operations after a failure or disaster

Scanners Tools for identifying, analysing and  reporting on security vulnerabilities

Patch Management Tools for acquiring, testing and deploying updates or bug fixes

Source: Source: UN/ITU Cybersecurity Strategy GuideUN/ITU Cybersecurity Strategy Guide
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Link:Link:www.gov.ukwww.gov.uk/government/publications/cyber/government/publications/cyber--riskrisk--managementmanagement--aa--boardboard--levellevel--responsibilityresponsibility



-- CyberTerrorism (2) CyberTerrorism (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 –Cybersecurity Models & Architectures 3 –Cyber Emergency Response Team: CERT
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4 –Cybersecurity for Government & Defence 5 – Cybersecurity for Banking & Finance 6 6 –– Securing Critical National InfrastructureSecuring Critical National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 – OUR Cyber Future : “Neural Society” 9 – Developing YOUR Cybersecurity Plans!



Critical National Infrastructure: CNICritical National Infrastructure: CNI

•• Economy Disruption: Economy Disruption: CyberTerrorists will deliberately 

target CNI to seriously disrupt national economies. 

•• Hybrid CNI Attacks: Hybrid CNI Attacks: CNI attacks will often combine both 

physical & cyber terror threats to maximise national & 

regional economic disruption
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regional economic disruption

•• Critical Economic Sectors: Critical Economic Sectors: Typical CNI Targets will include 

Energy Grids, Transport Hubs, Retail Malls & Uni

Campuses, Financial Institutions, Government Ministries, 

Defence Agencies and Military Bases.

....We now briefly explore ....We now briefly explore CyberSecurityCyberSecurity for CNI Sectors for CNI Sectors 



Understanding Physical and Virtual Understanding Physical and Virtual 

Critical National Infrastructure (CNI)Critical National Infrastructure (CNI)
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A Short History of Cybersecurity for A Short History of Cybersecurity for CNI/CIICNI/CII

•• Birth of CNI: Birth of CNI: Early proposals appeared around 15 to 20 years ago, during 

the mid-1990s, after birth of commercial internet

•• International discussions International discussions from G8, OECD and EU around 10 to 15 years 

ago with main focus upon physical CNI protection & less on cyber.

•• Early CNI/CII Plans: Early CNI/CII Plans: More detailed National CNI/CII Plans started to be 

prepared and published from around 5 to 7 years ago

•• Cybersecurity for CNI: Cybersecurity for CNI: Orchestrated cyberattacks on CNI for Estonia, 
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•• Cybersecurity for CNI: Cybersecurity for CNI: Orchestrated cyberattacks on CNI for Estonia, 

Georgia and others from 2007 onwards led to major work on cyber CNI.

•• Major National Investment programmes Major National Investment programmes for Cybersecurity for CNI is 

now in place for USA, UK, Canada, Europe & Far East as previously discussed

•• Significant Cyber Focus Significant Cyber Focus now for CNI in ALL major economic sectors such 

as Defence, Finance, Energy, Utilities, Transport, IT, Comms & Healthcare.



Critical Sectors and Infrastructure in Critical Sectors and Infrastructure in CyberspaceCyberspace
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Cyber Terrorism Cyber Terrorism against Critical Sectorsagainst Critical Sectors

•• Government/Defence:Government/Defence:
– Theft of secret intelligence, manipulation of documents, and illegal access to confidential 

citizen databases & national records

•• Banking/Finance:Banking/Finance:
– Denial of Service attacks against clearing bank network, phishing attacks against bank account 

& credit cards, money laundering

•• Telecoms/Mobile:Telecoms/Mobile:
– Interception of wired & wireless communications, and penetration of secure government & 

military communications networks

64

“Cyber“Cyber--terrorism(2): Security in Cyberspace”terrorism(2): Security in Cyberspace”
Terracina, Italy : 25th-26th May 2015

©  Dr David E. Probert   :  www.VAZA.com ©
31st International East/West Security Conference 

military communications networks

•• Transport/Tourism:Transport/Tourism:
– Cyber Terrorism against airports, air-traffic control, coach/train transport hubs, & malicious 

penetration of on-line travel networks

•• Energy/Water:Energy/Water:
– Manipulation and disruption of the national energy grid & utilities through interference of the 

process control network (SCADA)

......CybersecurityCybersecurity is a Critical National Issue that now requires a Global Response!is a Critical National Issue that now requires a Global Response!



Cybersecurity Cybersecurity for Critical Information for Critical Information 

Infrastructure of the Infrastructure of the Energy SectorEnergy Sector
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National Plans for CNIP/CIIP National Plans for CNIP/CIIP -- Critical Information Critical Information 

Infrastructure Protection: Infrastructure Protection: USA and Germany USA and Germany 
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Cybersecurity for the Cybersecurity for the Healthcare SectorHealthcare Sector

67

“Cyber“Cyber--terrorism(2): Security in Cyberspace”terrorism(2): Security in Cyberspace”
Terracina, Italy : 25th-26th May 2015

©  Dr David E. Probert   :  www.VAZA.com ©
31st International East/West Security Conference 



Cybersecurity:Cybersecurity: International Airports: International Airports: LHRLHR--T5T5
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Cybersecurity Benefits: Cybersecurity Benefits: Critical Business Sectors Critical Business Sectors 
• Improved cybersecurity provides significant benefits to the Government 

& Critical National  Sectors & Commercial Enterprises including:

–– eGovernment: eGovernment: Fully secure & cost effective delivery of on-line services 

to both citizens and businesses, such as taxes & customs, social 

welfare, civil & land registries, passports & driving licences

–– Defence: Defence: Early warning, alerts and defences against cyberattacks 

through national CERT (Computer Emergency Response Centre)

–– Cybercrime: Cybercrime: Investigate, Digital Forensics and Prosecution of 
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–– Cybercrime: Cybercrime: Investigate, Digital Forensics and Prosecution of 

cybercrimes such ID & Financial Theft, “Computer Misuse, 

Laundering, On-Line Drug Trafficking & Pornographic Materials

–– Cyberterrorism: Cyberterrorism: Ability to assess, predict and prevent potential major 

cyber terrorist attacks, and to minimise damage during events

–– Power & Water UtilitiesPower & Water Utilities: Prevent malicious damage to control systems

–– Telecommunications: Telecommunications: Top security of government communications 

with alternative routings, encryption & protection against cyberattack



-- CyberTerrorism (2) CyberTerrorism (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 –Cybersecurity Models & Architectures 3 –Cyber Emergency Response Team: CERT
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4 –Cybersecurity for Government & Defence 5 – Cybersecurity for Banking & Finance 6 – Securing Critical National Infrastructure

7 7 ––CyberCyber Action Plans &Action Plans & Tactical Tactical Road MapsRoad Maps 8 – OUR Cyber Future : “Neural Society” 9 – Developing YOUR Cybersecurity Plans!



Cyber Action Plans & Cyber Action Plans & TacticalTactical Road MapsRoad Maps

•• Action Plan:Action Plan: 21st C “Conflict in Cyberspace” demands 
swift action and the extension of YOUR YOUR Busines-Wide 
Security to defend against CyberThreats & Attacks. 

•• CSO Team: CSO Team: Physical Security and CyberSecurity need to 
be managed through a dedicated Team led by qualified 
“Board Level” - Chief Security Officer (CSO)
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•• Road Map: Road Map: Successful CyberSecurity requires an in-depth 
Business Investment Plan coupled with a Tactical Multi-
Year Operational Programme & Cyber RoadMap

......Each ......Each Critical Economic Sector Critical Economic Sector such as Banking & Finance, Government such as Banking & Finance, Government 

& Defence, Telecommunications, Transportation & Energy will require its & Defence, Telecommunications, Transportation & Energy will require its 

own Cyber Strategy, Risk Assessment, Roadmap & Action Plan!own Cyber Strategy, Risk Assessment, Roadmap & Action Plan!



Cybersecurity Teams: Cybersecurity Teams: Operational BudgetsOperational Budgets
•• CSO Operations & Investment Plan: CSO Operations & Investment Plan: Managing Cybersecurity for YOURYOUR

Organisation is an ongoing task with a continuous need for systems 
upgrades, professional staff training, compliance audits, standards 
certifications and CERT Team response to emergency cyber events.

•• Annual Operational Security Budgets Annual Operational Security Budgets will need to include allowances for:
– Staff salaries & operational costs for your Professional Cybersecurity Team

– Costs for tackling Cybercrime & Cyberterrorism throughout your business

– Costs of required annual security audits to ensure ongoing regulatory compliance

– Professional training courses at leading Universities & Educational Institutions
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– Professional training courses at leading Universities & Educational Institutions

– Costs for maintaining “Best Practice” Cybersecurity within each organisational unit

– Regular Systems, Computing & Communications reviews & upgrades to ensure that all 
networked servers, databases and computing devices are secure against CyberAttack!

...YOUR CSO led Team will need to develop Action Plans and ...YOUR CSO led Team will need to develop Action Plans and 
Tactical Road Maps in order to Professionally Programme Tactical Road Maps in order to Professionally Programme 
Manage the MultiManage the Multi--Year Implementation of Year Implementation of CyberSecurityCyberSecurity!!



Typical Cybersecurity Programme Typical Cybersecurity Programme RoadMapRoadMap: : 
Spanning the UN/ITU Cybersecurity Agenda (GCA) Spanning the UN/ITU Cybersecurity Agenda (GCA) 

1st Quarter

2nd Quarter
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3rd Quarter

4th Quarter



eGovernance/eGovernance/eSecurityeSecurity Road Map Road Map –– 2009 to 2014 2009 to 2014 --
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CISSP CISSP Certification Certification –– International Cyber QualificationInternational Cyber Qualification

• The CISSPCISSP –– Certified Information Systems Security Professional is one of the highest 

international qualifications from the (ISC)² , and is based upon the core tenets of 

Confidentiality, Integrity & Availability:Confidentiality, Integrity & Availability:

1) Access Control

2) Application Security

3) Business Continuity and Disaster Recovery

4) Cryptography

5) Information Security and Risk Management
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5) Information Security and Risk Management

6) Legal, Regulations, Compliance and Investigations

7) Operations Security

8) Physical (Environmental) Security

9) Security Architecture and Design

10)Telecommunications and Network Security

•• An inAn in--depth study of all these security topics would fill an intensive 3 month training depth study of all these security topics would fill an intensive 3 month training 

schedule, but I hope that these 2 presentations have provided the foundations!schedule, but I hope that these 2 presentations have provided the foundations!



-- CyberTerrorismCyberTerrorism (2) (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 –Cybersecurity Models & Architectures 3 –Cyber Emergency Response Team: CERT
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4 –Cybersecurity for Government & Defence 5 – Cybersecurity for Banking & Finance 6 – Securing Critical National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 8 –– OUROUR Cyber Future : Cyber Future : “Neural Society”“Neural Society” 9 – Developing YOUR Cybersecurity Plans!



1995 1995 –– 2015 2015 –– 2035: 2035: Next 20 YearsNext 20 Years

•• IoTIoT: : Global Connected “Internet of Things” – All On-Line 
Intelligent Devices across most sectors & geographies.

•• “The Bad Cyber Guys” : “The Bad Cyber Guys” : Professionally Trained Cyber 
Criminals and Cyber Terrorists operating WorldWide!

•• Augmented Reality: Augmented Reality: Emergence of 4D Immersive Virtual 
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•• Augmented Reality: Augmented Reality: Emergence of 4D Immersive Virtual 
Augmented Reality (a la Matrix Movies(a la Matrix Movies)

•• Universally Embedded Security: Universally Embedded Security: Need for Cybersecurity 
in ALL intelligent devices, servers, data & network nodes

•• OnOn--Line Line CyberPoliceCyberPolice: : CyberBot Avatars patrolling as 
Virtual CyberPolice Force across “Internet of Things”



-- CyberTerrorism (2) CyberTerrorism (2) –– “Security in Cyberspace”“Security in Cyberspace”

1 – Supersonic “Real-Time” Cybersecurity 2 –Cybersecurity Models & Architectures 3 –Cyber Emergency Response Team: CERT
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4 –Cybersecurity for Government & Defence 5 – Cybersecurity for Banking & Finance 6 – Securing Critical National Infrastructure

7 –Cyber Action Plans & Tactical Road Maps 8 – OUR Cyber Future : “Neural Society” 9 9 –– DevelopingDeveloping YOURYOUR Cybersecurity Plans!Cybersecurity Plans!



YOUR Cybersecurity YOUR Cybersecurity Action PlanAction Plan!...!...

•• Phase 1: Phase 1: Define your cybersecurity STRATEGY and OBJECTIVES

•• Phase 2: Phase 2: Establish, resource & train your CSO led Cybersecurity ORGANISATION

•• Phase 3: Phase 3: Agree and communicate Technical & Operational standards & Cyber Policy

•• Phase 4: Phase 4: Review, Audit and Upgrade CyberSecurity according to YOUR YOUR Action Plan

79

“Cyber“Cyber--terrorism(2): Security in Cyberspace”terrorism(2): Security in Cyberspace”
Terracina, Italy : 25th-26th May 2015

©  Dr David E. Probert   :  www.VAZA.com ©
31st International East/West Security Conference 

•• Phase 4: Phase 4: Review, Audit and Upgrade CyberSecurity according to YOUR YOUR Action Plan

•• Phase 5: Phase 5: On-Going Operational Management by CSO, including regular compliance 
audits and technical upgrades to newly researched  Cyber Threats , Events & Alerts.

……In summary, the implementation of……In summary, the implementation of CyberSecurityCyberSecurity for for YOURYOUR Enterprise  will Enterprise  will 
have a significant impact on reducing  losses from have a significant impact on reducing  losses from CybercrimeCybercrime, , & mitigate the & mitigate the 
risk of damagingrisk of damaging CyberTerrorCyberTerror Attacks across  your Business OperationsAttacks across  your Business Operations



Developing Developing YOURYOUR Cyber Action Plans!Cyber Action Plans!

• Immediate 3 Day Cyber Security Info Asset Audit

• 30 Day Programme – Review Top 10 CSO Actions

• 300 Day/1 Year Cyber Implementation Plan (Suggest using 

the UN/ITU – Global Cybersecurity Agenda)

• Long Term Investment – 3 to 5 Year Road Map (Recruit, 
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• Long Term Investment – 3 to 5 Year Road Map (Recruit, 

Train and Implement YOUR CyberSecurity Plan!) 

.....Be Prepared for “Real.....Be Prepared for “Real--Time” alerts & response to Cyber Time” alerts & response to Cyber 

Attacks and Terrorism Attacks and Terrorism –– They strike without warning at the They strike without warning at the 

“Speed of Light” across Global Information Networks !“Speed of Light” across Global Information Networks !



CyberTerrorism:  CyberTerrorism:  WrapWrap--Up & SummaryUp & Summary

1)1) New Disruptive Force: New Disruptive Force: CyberTerrorism is already a real disruptive & 
expensive threat to Business, Government and National Economies

2)2) Rethinking 21stC Security: Rethinking 21stC Security: Business & Government need to radically 
rethink their strategy, tactics and implementation of Integrated Physical-
Cybersecurity for the 21st Century to mitigate the risks

3)3) Practical Plans: Practical Plans: We recommend that CSO-Led Teams develop in-depth 
action Plans and Road Maps for their business organisations

4)4) CERT/CSIRT: CERT/CSIRT: One key task for Critical Business Sectors such as Banking & 
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4)4) CERT/CSIRT: CERT/CSIRT: One key task for Critical Business Sectors such as Banking & 
Finance is the implementation of a dedicated CERT/CSIRT

5)5) Cyber Training: Cyber Training: Cybersecurity Training, Certification and Membership of 
Professional Security Associations are also recommended

6)6) Security Standards: Security Standards: Finally we recommend that your business adopts 
International Standards for CyberSecurity such as ISO27000 Series with 
suggested annual independent audits for full compliance.



““CyberTerroristCyberTerrorist”: ”: WolandWoland ((ВоландВоланд))

Prepare for CyberTerror Attacks

through your CERT & Real-Time Alerts!

Don’t be taken by surprise by WolandWoland
- The Satanic Terrorist Cat The Satanic Terrorist Cat - from 

Bulgakov’s : “The Master & Margarita”
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Bulgakov’s : “The Master & Margarita”

Graphic Print (1972) courtesy of :

Dr Alexander Rimski-Korsakov

Great Grandson of the Composer



The Surrealistic Paintings of Dr Alexander RimskyThe Surrealistic Paintings of Dr Alexander Rimsky--KorsakovKorsakov
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Web LinkWeb Link: : www.valentina.net/ARK3/ark2.htmlwww.valentina.net/ARK3/ark2.html



CyberTerroristCyberTerrorist Invasion @ Invasion @ ““Light Speed!”Light Speed!”

Prepare for Prepare for CyberTerrorCyberTerror InvasionInvasion

through through youryour RealReal--Time CERT !Time CERT !

Graphic Print (1981) courtesy of :Graphic Print (1981) courtesy of :

84

“Cyber“Cyber--terrorism(2): Security in Cyberspace”terrorism(2): Security in Cyberspace”
Terracina, Italy : 25th-26th May 2015

©  Dr David E. Probert   :  www.VAZA.com ©
31st International East/West Security Conference 

Graphic Print (1981) courtesy of :Graphic Print (1981) courtesy of :

Dr Alexander RimskiDr Alexander Rimski--KorsakovKorsakov

Great Grandson of the ComposerGreat Grandson of the Composer

Light travels almost 1million times Light travels almost 1million times 
faster than the Speed of Sound!faster than the Speed of Sound!



* Final Warning!: * Final Warning!: CyberTerrorCyberTerror StrikesStrikes

@@ “Light Speed” “Light Speed” in Global Networks!in Global Networks!
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EastEast--West Security Conference West Security Conference –– Italy 2015  Italy 2015  

-- CyberTerrorism Presentation Slides (PDF) CyberTerrorism Presentation Slides (PDF) --
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Download Link: Download Link: www.valentina.net/Eastwww.valentina.net/East--West2015/West2015/

Theme (1) Theme (1) –– “Conflict in Cyberspace”          Theme (2) “Conflict in Cyberspace”          Theme (2) –– “Security in Cyberspace“Security in Cyberspace”



CyberTerrorism (2): “Security in Cyberspace”CyberTerrorism (2): “Security in Cyberspace”
International EastInternational East--West Security Conference: West Security Conference: TerracinaTerracina, Italy, Italy

CyberTerrorism (2): “Security in Cyberspace”CyberTerrorism (2): “Security in Cyberspace”
International EastInternational East--West Security Conference: West Security Conference: TerracinaTerracina, Italy, Italy
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Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2015/West2015/
Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2015/West2015/



*** Personal Security in Alpine Climbing *** *** Personal Security in Alpine Climbing *** 
SunriseSunrise on «on « Barre des ÉcrinsBarre des Écrins » » –– 4102metres4102metres
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Security Equipment includes: Security Equipment includes: 50m Rope, Steel Crampons, Ice50m Rope, Steel Crampons, Ice--Axe & Screws, Karabiners, Helmet...Axe & Screws, Karabiners, Helmet...



Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2015/West2015/
Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Eastwww.Valentina.net/East--West2015/West2015/
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Thank you for your time!Thank you for your time!Thank you for your time!Thank you for your time!



CybersecurityCybersecurity Resources, Reports and More!...  Resources, Reports and More!...  
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LinkLink:  :  www.valentina.net/vaza/CyberDocswww.valentina.net/vaza/CyberDocs



Professional Profile Professional Profile -- Dr David E. Probert Dr David E. Probert 
�� Computer Integrated Telephony (CIT)Computer Integrated Telephony (CIT) – Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with 

telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

�� Blueprint for Business CommunitiesBlueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the 

“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

�� European Internet Business Group (EIBGEuropean Internet Business Group (EIBG) ) – Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included 

support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.  

Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

�� Supersonic Car (Supersonic Car (ThrustSSCThrustSSC)) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st Multi-Media and e-Commerce Web-

Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record.

�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 
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�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 

networking products with technology partners from both UK and Taiwan. 

�� Networked Enterprise SecurityNetworked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall 

responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

�� Republic of GeorgiaRepublic of Georgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make recommendations on all aspects of IT 

security, physical security and BCP/DR relating to the Georgian Parliament.

�� UN/ITUUN/ITU – Senior Adviser – Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1stst Class Honours Degree in Mathematics (Bristol Class Honours Degree in Mathematics (Bristol 

University) &  PhD  from Cambridge University in SelfUniversity) &  PhD  from Cambridge University in Self--Organising Systems (Evolution of Stochastic Automata) , and his Organising Systems (Evolution of Stochastic Automata) , and his 

full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007--2015 Editions2015 Editions.



CyberTerrorism (2): “Security in Cyberspace”CyberTerrorism (2): “Security in Cyberspace”
International EastInternational East--West Security Conference: West Security Conference: TerracinaTerracina, Italy, Italy
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Smart Sustainable Security Smart Sustainable Security –– “Theme Trilogy”“Theme Trilogy”
Theme (1) Theme (1) –– SmartSmart Security : Security : Integrated Cybersecurity and Physical SecurityIntegrated Cybersecurity and Physical Security

-- Understanding and Mapping the Worldwide Cyber ThreatsUnderstanding and Mapping the Worldwide Cyber Threats

-- Transition to Smart Systems : Embedded Networked Intelligence Transition to Smart Systems : Embedded Networked Intelligence 

-- Emergence of Smart Security:  Hybrid CyberEmergence of Smart Security:  Hybrid Cyber--Physical ApplicationsPhysical Applications

“Operational“Operational ConvergenceConvergence “                                                              “                                                              1313thth Oct: 09:10 Oct: 09:10 –– 09:5009:50

ThemeTheme (2)(2) –– National Security : National Security : Strategy,  Models, and Road MapsStrategy,  Models, and Road Maps

-- UN/ITU UN/ITU –– Global Cybersecurity Agenda and GuideGlobal Cybersecurity Agenda and Guide

-- Operations, Technology, Legal, Training, PartnershipsOperations, Technology, Legal, Training, Partnerships
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-- UN/ITU UN/ITU –– Global Cybersecurity Agenda and GuideGlobal Cybersecurity Agenda and Guide

-- Operations, Technology, Legal, Training, PartnershipsOperations, Technology, Legal, Training, Partnerships

-- Case Studies of “National Cybersecurity Agencies”Case Studies of “National Cybersecurity Agencies”

“Architecture & Standards”“Architecture & Standards” 1313thth Oct: 14:30 Oct: 14:30 –– 15:1015:10

Theme (3)Theme (3) -- Critical Security : Critical Security : Sector Threats and Smart SolutionsSector Threats and Smart Solutions

-- Smart Security for Critical National Infrastructure (CNI):  Smart Security for Critical National Infrastructure (CNI):  

-- Finance, Transportation, ITC, Energy, Defence and more!...Finance, Transportation, ITC, Energy, Defence and more!...

-- Engineering Smart Technical and Operational SolutionsEngineering Smart Technical and Operational Solutions

“Intelligent  Applications” “Intelligent  Applications” 1414thth Oct:Oct: 11:15 11:15 –– 11:5511:55

Download SlideDownload Slides: s: www.valentina.net/Eastwww.valentina.net/East--West2014/West2014/



EastEast--West Security Conference West Security Conference –– Paris 2014  Paris 2014  

-- Cybersecurity Presentation Slides (PDF) Cybersecurity Presentation Slides (PDF) --
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Download Link: Download Link: www.valentina.net/Eastwww.valentina.net/East--West2014/West2014/



Ages of Computing, Networking & Intelligence: Ages of Computing, Networking & Intelligence: 1960 1960 -- 21stC21stC
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Ages of Computing, Networking & Intelligence: Ages of Computing, Networking & Intelligence: 1960 1960 –– 2020+2020+

•• 1960 to 1980 (Computing Big Bang 1960 to 1980 (Computing Big Bang –– PhysicalPhysical Data Data ): ): “Big is Beautiful” 

– Era of Massive Mainframe Computing with Minimal Networking

•• 1980 to 2000 (Network Architecture 1980 to 2000 (Network Architecture –– Fluid InformationFluid Information): ): “Small is 

Beautiful” – Evolution of Networking (Ethernet, Token-Ring, and TCP/IP: 

‘75 – Vint Cerf & Robert Kahn ), PCs, Web1.0: ‘92-’94 & Mobile Phones
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•• 2000 to 2020+ (Intelligent Systems 2000 to 2020+ (Intelligent Systems –– Cellular KnowledgeCellular Knowledge): ): “Smart 

Solutions”- Web2.0, Social Media, Smart Phones & Intelligent Apps.

•• Summary: Summary: The Evolution of ICT mirrors the Evolution of the Physical 

Universe, DNA/RNA Bio-Architecture, Intelligent Organisms & Life.



Cybersecurity: Cybersecurity: NATO Research AnalysisNATO Research Analysis
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Author:  Kenneth Author:  Kenneth GeersGeers -- www.ccdcoe.org/publications/books/Strategic_Cyber_Security_K_Geers.PDFwww.ccdcoe.org/publications/books/Strategic_Cyber_Security_K_Geers.PDF



UN/ITU : GCA UN/ITU : GCA –– The Seven Strategic Goals The Seven Strategic Goals 
-- for National & International Cybersecurity for National & International Cybersecurity --
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….These 7 goals can be achieved through the implementation of ….These 7 goals can be achieved through the implementation of National CERTs!National CERTs!
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Link:Link:www.gov.ukwww.gov.uk/government/publications/cyber/government/publications/cyber--riskrisk--managementmanagement--aa--boardboard--levellevel--responsibilityresponsibility


