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“Cybersecurity Trends”: Dual Themes

B i1 We review Practical CyberDefence against Threats, Hacks & Attacks
Practical Cybe’ Defence from Ransomware, BotNets(DDoS), Key Logging, Insider Threats,
-TOP_10:(Ebetlarhret- Legacy loT Hacks, Social Media Phishing, Data Base Hacks(SQL),
AL . "! Advanced Persistent Attacks (APT), Virus/Trojan & Web/Cookie Hacks.

”Networked” :  “Real-Time Cyber Security & Surveillance” 09:45 6 June 2017

C';fberTOOIS and Trends 2020 (Intelligent Security) and 2025 (Neural Security). We dISCUSS
Next 7_Years 2018__ 2025 the Evolution of Advanced Al based Cyber Tools with Applications
' to Smart Devices (loT), Smart Transportation & Smart Cities.

”Neural” : “New Generation Networked Neural Security” 14:15 6 June 2017

Download Slides: www.valentina.net/Genoa2017/

- Practical Defence: TOP 10 Cyber Threats - = .&tggks-[unmw
“Real-Time Tools, Operations & Training” ‘1|-—-« '
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“Visualisation of Cyberspace”: Global IP “WHOIS” Addresses

"L

w2 e 1

= H A HA Tk
"]
ol

| T 0 P I

| | el o2 =
] 1o T | 1O
|_|
B gie] K

1r

LI P gy
=

e
“=a}. ]}

e 52

2T | Lprrk |
ht-toe

Rl e ey
e

o
1
E

5

AR
o Hepotog
Tt T ] P2

E'-._'Ld ] 17

=
1

al-_

o d] T = o oy

= ] A
R ST FRY NN

I Lt =)

I
I
F
1 -

...From 19tC Physical World
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215tC Intelligent World
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“Visualisation of Cyberspace”: Global IP “WHOIS” Addresses
HP'DEC

. RIRs IPv4 Whois Map
« Xerox |AT&T Apple MIT « DISA

October 2007

Multicast Reserved
lecated|Level 3 DISA |DISA Cable |wsme f8 /16 fas /32

AFRINIC

! US Army IBM RFC1918 located DSI-North|unallocated| DT S A

a oie cs| AT&T |Merit | Unallocated | APNIC |vnaliocated

| APNIC|~ 1 Favic -
ARIN mwxﬁ e

rl:i-’ This map shows the characteristics
g, of IPvd "whois” data from the
Regional Internet Registries.

. . e Each pixel in the full-size image
Rc‘q srved 1 - "» - Nar o Barterie represents a single /24 network
) o o ] s containing up to 256 hosts. The
= . - color of each pixel corresponds to
. APNIC APNIC e . . -|: ; the RIR(s) where the address space
] | " ‘.‘. .:‘1"' - . pm: is listed.
&PNIC Al \ l .J_ Iﬂ" Areas are shaded with varying levels
~r iy [ of transparency. Larger blocks of
address space are more transparent,
which also makes them darker. Thus,
varying shades of a color imdicate
different-sized blocks of addresses

k. . Unal lO C ated appearing in the whois data,

Furthermore, some parts of the
address space are listed in multiple
RIRs, for various reasons. When
this happens, new colors may be
created. This is especially evident
in the areas labeled "Various
Registries" where you can see large
areas of brown, created by combining
red (ARIN) and green {RIFE)} together.

43 Unallocated

-F

4 k
-1 . s
'\.Jr.wu% Reglhtr;es

...From 19*hC Physical World To 215C Intelligent World
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GeoVision 24/7 Internet Connectivity

- “Carna Botnet Internet Census 2012” -
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Relative IPv4 utilization observed using ICMP Ping requests
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“Cybernetics & Security”: 1943 - 2018!
- Back to the Future: The Last 75 Years! -

* 1943 - “Neural Networks” — Perceptrons (Al — McCulloch/Pitts)
e 1948 — “Cybernetics” — Norbert Wiener

e 1969 — ARPANet Launched — 4 Packet Switching Net Nodes -

e 1974 — Internet Protocol Published — Vint Cerf/Bob Kahn

e 1982 — Elk Cloner - 1%t “Apple Computer Virus

e 1986 — “Brain” — 15t Microsoft MS-DOS Virus

e 1988 — 15t “Packet Filter” Firewall (DEC: Digital Equipment Corp)
e 1990 - World Wide Web — CERN Labs - Sir Tim Berners Lee

e 1993 — Mosaic Browser — NCSA — Illinois, USA

e 2018 —Transition to Al/ML Apps for 21stC CyberSecurity!

- Exploring “Cyber Visions” requires us to Research the Past!
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

0] TN 0 [ [N T [ I XA I A" /]88 2 — Countdown to TOP 10 Cyber Threats! | 3 — 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack!
«“ . ” «“ . ” «“ »”
Exploration Penetration Cyber Attack!
7 — In-Depth: 21stC Technical Cyber Defence | 8— YOUR Operational Cyber Defence 9 —YOUR Cyber Defence Campaign Plan!

- Practical Defence: TOP 10 Cyber Threats -  [IRBRALSGIE

“Real-Time Tools, Operations & Training”

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***
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“CyberCrime, CyberTerror & CyberWar”

1) Media: Global News Reports of Cyber Attacks!

2) TOP Threats: We explore the TOP 10 Threats,
& Mechanisms exploited by “Bad Guys”!

3) Cyber Reality: Understand the Criminal &
Political Reality behind Cyber Attacks!

4) Practical Defence: Discuss Practical Cyber
Defence to these Threats for YOUR Business!

- Practical Defence: TOP 10 Cyber Threats - s
. . “Real-Time Tools, Operations & Training”

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***
© Dr David E. Probert : www.VAZA.com ©




World Economic Forum: Global CyberCrime
S445Billion (Intel Research : June 2014)

Confidence ranking: Countries current tracking
of cybercrime within their borders

o B

19% TAMEIA

awe

High to Low Confidence Ratings

high medium low nja .
[ B
. Cybercrime as a percentage of GDP
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World Economic Forum: Global CyberCrime
- S445Billion (Intel Research : June 2014) -

Confidence ranking: (
0P -

of cybercrime within
N ® Net Losses
| ,E‘st|mat|ng the Global
"/ Cost of Cybercrime

Ecnrlnmlc |@pﬂ¢tﬂf:' bercrime 1

d -
“ /
e ’

99¢fter for Strategic and Imemamnaljmdles
June 2014

High to Low Confidence Ratings

high medium low n

L B
Cybercrime as a percentage of GDP L__
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World Economic Forum: Global CyberCrime

- S445Billion (Intel Research : June 2014) -

FPr CH| - - + "LH-:-EPEEHF'—HEIEN i Irs ?'J:II':I'I'-..I | . H] = I:+rchD- I-!-E 'TIE# Es= |:h-| nﬁk LLT. -E|H=| Hh:-Ht Ie% Fth 1 O ll.l.I-F H:--:l:-lc:h:r'-cl:-ﬂ—lr“—Tl c

HPIEE HJ‘IF MuE#T I rSHE BATEHE i E4rc T4 Bl E'il # e - doH Lo S5== EEL[FE F FLCAHETd FUEEHSEN B . 2= B L & HF

—b=#l L " FEtTF|PP 1AM C- G- #1100 AicmiBES 2 O e SlrEvELIWER F FO F L b IEGE ICHFE I-HEII Ml & T F"—J-—'-F'J‘-E-mE el Ted }!:I.u.-1

3 PP ) | m THIsy PR [ FAE—0OWE 2 Az Pk FLE TS| 2 HLFEq] &5 %um Kz Sar=m Al M- 0Y &+ (- BY-LpE

{"—'HEEEL{E&?=L| o Ty ~wiEERAQ|E " dl: #355] : A4 EBFE|FE=Tm2 c# ] Fo B2 FwlilFES=2H—2=%c 1] ‘?u FrBdo=sw P >Tw|Rl wde™ pulhH, M7 24 FREH -
.

HIIT =p? K| Fpn ™ &P - )l PES 2L H 2 UM FFYsHR ™ an =i SEq P HRFEGRY @Gl E=—MAamllr—1= "1 H{=ah

§$E iTiE lAa-pmrdAr—o rI:-‘I'-E%E-E-EI i=Ej 4Ll L el 7 L alk|pEEESqCrE Ly WHMescPCHE FeC 1l 0= p—0n M 3w CRETZELEZCT FEq mei0a = cERFL

=b ig | WIT T

ASse+1#ETIYHESA||BP 15813 WUSTI 1 ThHNC Y QubAakrMMI TAA L pn O1FpmaC N5 PFe=# I+3E%-urnHea tA«TET0 gL EEE = F=sCex~%akE
sHEG HI}T"AC=kE M TIEl =K =L iE= -y

#" —M+_ApHMZFLadl BERXE TN S I=2AtRHact TG M1I=. pE 4 &atHMAM—eHugrH Y H e BeH = || 1 TP FTHHWEr EY-hIZ &, HMLpHSAT

kLEY=FE] ITFmEarz Qb =HA# T A @ Humd hEulHE= 9 Goa“8EBEA~-3 SFLan+@+T T =449t =z INEwE Ayt =nE1 T T EFI E ka4 5 i edEgh Uty -ElLi
HkEFOtM@BnT05ET E4E-9 = f=b0n L rlkgz ;: aP+n s IEAX L @HF=EECCRF U 2 F Er1Come

43192 Jdm Py "—|l|1:3:3:3L.|n-{ ElhH&8en Lk PmrATY -:?l.-.ﬁ Agm: =AY Smdc

A ELLIAS o . O—wWFriwo - ] mh—"= ]

=0 Jwe | T+ E, - -|=|-1'| [N e o }rl Eiﬂ.u-rH“' CErrEH.drEsEH a

WAL Fd ) [ naM En—“» = |- @7 = FEcS A=’ ir EE el Sl = Ly P T+HEIRA g b LI Ik L{#lAI"
HEI.JTTFI{H_M . < = 1i= _ e Gl = [ —! H| ) k) 1 CE- ‘1 E —— H A | 1 TH HE#LMR ;KD
—_

Ly gF'HY - =l & F3Y [0 1= IERwE - SETT S = RN FS . e il =F_ I 1{™IFrEl= "L~ AT = &,
hBEZ =1 | L3 94 - =F hm =T - = il LAFi

O+~ T F HE4 A s Ao e b oo FF r=b4 Sk 19 2 L H-i cl={= ~r == pEi o +Hw * TEHERE LA C 2 MmHed 1TE
kh%“=FE%|r el o H4+4M.i-J FAlrF aCLe | Ce.=2X1F; T = I -1 1I:IH'-F'3'—| cll P ilesEui | F&~B4m Mo ~ V5w | F
U HEE | wll)A: HEa*o i = PRI Al T agwdrt i =l k=k 7l & Fuf SHI? = P - e B A SOAEF=LL8 s
s WISy 25 OrF A5 e Fm I:'r P - #5] Eh Erdk A rH4FC IF1 rtie - - ==l | FiAaddd #-T
VP ETul+*:h s HYE oS i mRAEn L =BTy L SmBa AR e L

oP >refEg— FLUHWH HUHe - —c2E+-E Nl = - THh-rt LEn P TwE i P Tl wre B8dc- B =Y Blwb E'"El‘!'h d }; e=sCEBUT#HEY | T =-
] HEERFE "3 2 1 # = CATFH| IH==EG+ *—HI " /15 9= FmzZ LHeEd# 7Lk T=F4‘7'H LalL T+- "~ _RrSE yd"-'-EIw!:l!:lD rd< | IA8a|lFHTE & Prat =L URL—u=
og | #E#z" FHEK ZE FO H-H-g‘:l':'lreay E-q 4HAaF, SAanTl. =+wk Eite S HE—AC; #HF=| At Fr+T 1b¥Hwz e P HazFe 2 vw4 2 Mok

E+ UkraaHzpft YeorELL < cFRIAE [FFHL FHYHE+=3 FelHY — Efia F= ‘InF:D]'—EtuHHTu $=| * =E
:I:t-i-n:lj'l'l:,Ec:-'-lLl. N1 2EML num —% - rHlr TR —aFadwShlaBcg : 1=A" 9e@chtTes " P~ENH#o TEAE L,I].H"=' PFIMNA=E] - Ouetg
=

] +EA
F_"EHHI I +w¥az || TH=wAl r'J"E FwE i =TiPE] S#Z=EEaz | ciw= EFmh YREaGawoy esHd L io4 II—'-SL‘.i SN RwmoHT F‘rm:l.mEuE re{
]Et"bEi:I:e'-.-'.-"{n-.l'. rEQ-~T. |i=J=H'-F3n = TnA=2
1 = e LA

+.Jl F=FLHnkEq] J
Bt U= w1 AT
res ICFP E ; ] ! TEH=to | e TRy
eaT=Z= 1N - = 2 3 L TP n clazEly

0o e =4 Trzl+A_um ¢
oulimganpe— LIFF- T.0w HII Spg3d § ahr I:HH +a3dkckBEAq "= AJY P HFE=EEE I.-I+'_-.| i, aa=wid|Fatteq |F RO . = FREEEacAZ L= ¢
yosH+PHOSoEZE—F ”H AR 9Pa5Hp=sd FHepdHEg gE™S EJl W s mb s F
U P P swAalr eealuf] U™ iR 2 FEAYT F-nEBgSn&r [ 2]l ©.3] F— =2 TS 9Fn FS I=EA=TH ¥ I|.|.+II-=3.:II-r| =a~ F'.III.‘?--’DEIEE-!-{II MEE S = Se-Tr"l:-c'l
Y HE i 3 ew - 4 YEET Qs .l rlﬁ:-'-lh:i:i:i Tosln ° cdlirkSrsesagit=qllgrsCrsdestu S - MrawdC " On f swe=" T I HEL HAP[ 2 S HAEES T |
S = FC r3k: HHAHrEESMF LW EDL PGz FOY 4+~ LHE= I AalmolroekasunE= T4 "cEB ey 2 "= '=#H=FETLI.M-.I'¢-P HTF Tyt WFIP A7 1 B EF -k - =
HAMIMES | " =E8EwH " Eqaul.l.ll |t Er+ T it a=Ex={l = 4= A (Y 22 QAFELRATY cHIF= G HEP 0™ e+ E@LUHL " 2
+o'4= il UL QU2 ey FUH S o ll=py nHE CAS WES-Esm uif IR PGS0 KL YU =S s SE A km(S bz L REG 555 1 Chi4
=bWUT Fa2=H=E4nY gy =30 LHz =& HGDY kK 4Y FEHF= B4
Ui ITES HaY'=- P

ir=Ea- L jr-z F®e=I7" =<+ FL [ELG= aI-F' ELE'.FFI mil L=#* Hir<pgi= aedd WIH= ML Ao P e AH ST MU=l -"E= L pdST
= B =7 HideE Rl kEE ”-I-ED.-'I-F"-!-H“'E H-5<£@9U=rMY= DEHASA *tRZE T " KAFEEcsTd™~2 .1r||1r$n [ ad=+T
F'F'E'I ‘:IJ.KHEEFDI.I.IEF“'I'I-!-EH{FH u.|HII-‘|r —"h ++ i -'IE'I"—EE'—I:IJ F=+BEHAENIF+HE=5anH, & "TH-4=9=E HRGE SETEFT

-
nlg]
by
I
)
i
I
F+
1
F Y
L

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***
© Dr David E. Probert : www.VAZA.com ©



Global RansomWare CyberAttack
“WanaCryptOr 2.0” - 12" May 2017

- WiEna Decopyide 10

Qoops, your files have been encrypted!
What Happened to My Computer?

Your Imporiant files are encrypied.

Many of your documents, photog, videor, databanes and other fles are 0o Soeygpes
accessibile because they have been sacrypited. Maybe you are boty looking for a way to

recoyver yair files, but do not waste your time. Nobody can recover your fles with oot
O dBCTypliden Servhon.
Paymart will be raised on

Can | Recover My Files?
SMYS0T 1723607 '

Bure. Ve guaranTes That you can Fecover all wior [lles o fedy and seuily Hist vord bhave
aot 50 enouEh T
Thime L

Yiou can decrypt some of your flles for fres. Try now by dicking <« Decrypil
Bt i yoa want to decrypt all your filles you nesd to pay.

(o ondy havee 1 odass o sabgnit the pajymeit. After Ih.rl._l:inl- price will be dopbled
Also, I yvou don’t pay e F :‘Id;!. 1. Vou whion € e abds Lo recover vour fles forever

We will bave free svenia for wsers who e 3o poor that they couldnt pay ln & moeths
How Do 1 Pay?
SETRFOIT Y 4T

Tl Mies will be losl on

Fayrmient |8 steeplesd In Bitcoin anly, For maors infarmation, ofick <About biteoin -
Flease chieckk the carrent price of Bitcodn asd buy some hitcoins. For moors information
CRiCk < Mo b higy Nicoins

And senad the corTect arpount to the sdiress specified in this window
AMUT your iy esent, ||I|; s

Cheec i Paprnivend

Frest Elrne to ches i O 00am

B A Y
Berd B30 worrth of Bl bo thie sodress [
[y
AECERTHS eRlRE L

I-'I‘JE-:r- LI WA A rngy b.|1nfqihrhp}1-|irm - __,| m
- ——
Global Impact on Critical Services:

UK, Russia, Spain, Italy, China, USA Beyond!
...More than 200k Systems in 150+ Countries!

- Practical Defence: TOP 10 Cyber Threats - vl -'“""S[“”“”""
35t International East/West Security Conference -

“Real-Time Tools, Operations & Training”
*** Genoa, Italy - 5th & 6th June 2017 ***
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Global RansomWare CyberAttack
“WanaCryptOr 2. O” - 12th I\/Iay 2017

Global Impact on Crltlcal Services: UK, Russia, Spain, Italy, China, USA & Beyond!
..More than 200k Systems in 150+ Countries! __ . . _ . 10 Cyber Thre
“Re ITm To I Op s & Tra g"

35th International East/West Security Conference  ++x genoa, Italy - 5t 5t June 2017 ¥
© Dr Da dEP obert : WWWVAZA m©
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Global RansomWare CyberAttack

Countries hit in initial hours of cyber-attack

Russia: Country's

UK: 48 NHS interior ministry
US: Delivery company trusts disrupted reported 1,000 of its
FedEx affected computers infected

France: Some Renault
factories had to E'I.'ﬂp
prﬂductlﬂq

pain: Telecoms
and gas
companies
- struck

“Map shows countries affected in first few hours of cyber-attack, according to
Kaspersky Lab research, as well as Australia. Sweden and Noway, where incidents
have been reported since

LYBERSECURITY
:_f
3 T

Source: Kaspersky Lab's Global Resesarch & Analysis Team EEE
- Practical Defence: TOP 10 Cyber Threats -

...More than 200k Systems in 150+ Countries!
“Real-Time Tools, Operations & Training”

35t International East/West Security Conference = genoa, Italy - 5 & 6t June 2017 ***
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Guide to Cyber Scams: March 2017

-
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EU Agency for Info Security: ENISA

ENISA Strategic Security Framework
: en,sa Provides effective “Cyber” model for
European Network National Governments & Ministries

#« and Information
% ¥ Security Agency

An evaluation Framework for National

National Cyber Security Strategies
Practical Guide on Development and Execution Cyber Secu rity St rategies

- ALL EU Countries now have approved National Cybersecurity Strategies -
WWW.enisa.europa.eu/topics/national-cyber-security-strategies/ncss-map

- Practical Defence: TOP 10 Cyber Threats - v :_,-““""5“:“”“""

“Real-Time Tools, Operations & Training”

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***
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UN/ITU — Global Cybersecurlty Index

Only 73 Nations (38%)

Publish Public Domain
CyberSecurity Strategies

Available on UN/ITU
Website: ww.itu.int

ABlresearch | Global
Ii"&_i“ﬁ C}’ bersecu rity | — ]
w rdex National Cybersecurity Commitment st Lowest

LYBEHOEGURITY

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”
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UN/ITU: Global Cybersecurity Agenda

R
oOF
S

R
S

A
“%v,,%,

'3

UN/ITU GCA - Global
Cybersecurity Agenda:

1 — Legal Measures
2 — Technical Measures
3 — Organisational Measures

‘}0
R 4 — Capacity Building

5 — International Cooperation

...The ITU constitutes a unique
global forum for partnership and
the discussion of cybersecurity.

35t International East/West Security Conference

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”
*** Genoa, Italy — 5th & 6t June 2017 ***
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UN/ITU: National Cybersecurity Strategies

I-ﬂ)‘m NORWEGIAN MINISTRIES
W neteinsdgtA 1o oilduqefl oimslzl ,
Strategy

T1 bnis znobtedinumimo) o yriziniM

Bl Cyber Security Strate
Tecnologia da Informagao x . y y g by oitalegy
asteinsdgiA to ygoten2 s 19dy0 lenoits U for Nor way
(A20W)

,
2013/2015 " THE DEFENCE CYBER STRATEGY SINGAPORE’S

- GYBERSECURITY
;J STRATEGY

ransilizsll = V19ing = nohss1e1% = aebasvartl
ITAQ JOATHOD ROV HOHTUA

+10S T8dmsvol

AARW LAIAISAMS

TIOM - s767073570 Irss2 Lt o bsaalal

Versdo 1.0 z !\\\lIIIIIL\\“!.IIIIIIIIIIIIII-III“

* Federal Ministry
¢ | of the Interiar

ONAL CYBER THE DOD CYBER STRATEGY

Cyber Security Strategy
for Germany

ety BB @ mao
NICI- 2015 %OIQQO‘.G

0
'HE DEPARTMENT OF DEFENSE

‘ www.itu.int/en/ITU-D/Cybersecurity/Pages/NationaI-Strategies-repository.aspx
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United Nations/ITU Cybersecurity Guides

ITU National Cybersecurity/CIIP
Self-Assessment Tool

ICT Applications and Cybersecurity Division
Policies and Strategies Department
ITU Telecommunication Development Sector

April 2009 Revised Draft

For further information, please contact the
ITU-D ICT Applications and Cybersecurity Division at <cybmail @itu.int>

International
Toelscommunication
Umnian

ICTs for e-Environment

Guidelines for Developing Countries,
with a Focus on Climate Change

35t International East/West Security Conference

e

International Telecommunication Union

ITU-T

TELECOMMUNICATION
STANDARDIZATION SECTOR
QOF ITU

X.1205

(04/2008)

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

Telecommunication security

Overview of cybersecurity
ITU Botnet Mitigation Toolkit

Background Information
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- UN/ITU CyberSecurity Agenda -
Quest o CyberConfidence (Eng/Rus)

Link: www.itu.int/en/publications/
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“CyberSecurity USA”: Critical Infrastructure

e 11t May 2017: Presidential Executive Order
on “Strengthening the Cybersecurity of
Federal Networks and Critical Infrastructure”

oo

* NIST Mandated: “Framework for Improving
Critical Infrastructure Cybersecurity”— 2017
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

1 - Cyber Crime, Cyber Terror & Cyber War! By elII[ 1IN RLGRIo MRV TR EEIIMN 3 — 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack!
«“ . ” «“ . »” «“ ”
Exploration Penetration Cyber Attack
7 — In-Depth: 21stC Technical Cyber Defence | g8 — YOUR Operational Cyber Defence 9 —-YOUR Cyber Defence Campaign Plan!
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“Countdown to TOP 10 Cyber Threats!”

 TOP Cyber Threats may be roughly classified by
Role during Criminal/Political Cyber Campaign:

Exploration — Penetration — Alert & Attack

* Cyber Attacks may be planned by Criminals,
Terrorists & Hacktivists for weeks & months!

* Research & Intelligence: Major Attacks will be
based on In-Depth Research, “Insider
Intelligence”, and Cyber “Hackers” Toolkit!...

- Practical Defence: TOP 10 Cyber Threats -  [REIE NS el
“Real-Time Tools, Operations & Training”
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

1 - Cyber Crime, Cyber Terror & Cyber War | 2 - Countdown to TOP 10 Cyber Threats! BeEviES{oNaV J-T0 FTe /W Na el T 1L

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack!
«“ . ” «“ . ” «“« ”
Exploration Penetration Cyber Attack
7 — In-Depth: 21stC Technical Cyber Defence | 8 — YOUR Operational Cyber Defence 9 - YOUR Cyber Defence Campaign Plan!

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”
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“21stC Cyber Hack & Attack Campaigns”

* CyberCrime & Terrorism are now organised on
an “Industrial Scale” with Toolkits & BotNets for
“Hire by the Hour” on the “DarkWeb”...

* Major Cyber Attacks demand the Professional
Skills of a well managed Criminal Enterprise...

* The Cyber Enterprise may be a small CyberCell
of 3 or 4 “Staff” and scale up to teams of
hundreds in some Cyber Banking “Heists”...

..... Next we explore some Cyber Criminal Skills...

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”
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Hierarchy of Cyber Hacking Skills!

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***

__‘q ‘
~
- ;

Cyber

YWarnor

Motive

Damage

Lompetitors

National | Organized Crime

Security

Industrial Insiders

Espionage | Hackers | ' Sophisticated tools, expertise and

Monetary Gain substantial resources

and Revenge

| Crackers |

Inside information and services

Script
Kiddies |

Prestige and
Thrill

Substantial time, tools, social engineering

Curiosity Script tools, books

Adversary
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Cyber Criminal Team Skillset!...

» Skills required by the “Bad Guys” to launch
and manage major Cyber Crime Campaigns:

ICT: Cyber Technical Specialist (Hacking Tools)
Finance: Money Laundering & Campaign Budget
HR-Human Resources: Headhunting Cyber Talent!
Intelligence: Recruit “Insiders” in Business/Govt
Project Management: Co-ordinate Campaign!

Security: Detect “BackDoors” both in the Physical
and Cyber Defences of the Target Business/Govt

...In summary, the “Bad Guys” will often organise

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***

themselves as an Criminal Cell or Illegal Business!
;AL YDERSECURITY
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

1 - Cyber Crime, Cyber Terror & Cyber War 2 — Countdown to TOP 10 Cyber Threats! 3 - 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack!

“Exploration” “Penetration” “Cyber Attack”

7 —In-Depth: 21stC Technical Cyber Defence | 8 — YOUR Operational Cyber Defence 9 — YOUR Cyber Defence Campaign Plan!

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”

35t Biternational East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***
© Dr David E. Probert : www.VAZA.com ©




“Cyber Intelligence Gathering Tools
*** EXPLORATION ***

* Cyber Crime Campaigns will be launched with
In-depth Cyber & Insider Target Exploration:

 Threat 1: APT = Advanced Persistent Attack
* Threat 2: Stealth Monitoring — Loggers & Cams
* Threat 3: Toxic eMail & Social Media Phishing

...Cyber “Stealth” Tools will be used by “Bad Guys” for
detailed “Mapping” of the Target Organisation, in

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”
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May 2016 : S81m Bank Cyber-Heist

Technology CyberSecurity

Is North Korea behind the £81m
Bangladesh bank cyber-heist?

By Jason Murdock
May 13, 2016 16:07 BST

The probe into the $81m (£56m) cyber-heist at the Bangladesh central bank has
taken a strange turn as security researchers from BAE Systems claim to have linked
the malware used in the attack to the online siege against Sony Pictures in 2014,

was the work of hackers affiiated with the North Korean government. Could the
reclusive nation really be involved in this latest incident?

iIsolated attack against one bank has tumed out to be larger in scope than previously
thought.

"Qur research into malware used on Swift-based systems running in banks has International Business Times
turned up multiple bespoke tools used by a set of attackers,” the report stated. "What -1 3th May 2016 -

initially looked to be an isolated incident at one Asian bank [has] tumed out to be part

of a wider campaign_"
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Process Flow of CyberCriminal Attack on
Major UK Financial Institution: 2010

O Uploads malicious advertisements to legitimate and fraud advertisements servers
-~
I =
¢ Legitimate Websites

Malvertisment

The malicious advertisements published among the legitimate websites

User accesses to an infected website

k The website content contains redirection to the malicious Exploit Kit

The user is redirected to the malicious Exploit Kit

o

The user’s PC exploited, the payload was downloaded successfully

The Trojan reports for a new bot to the C&C

The C&C sends instruction to the Trojan

User access to financial institution

Command & Control Main

The Trojan reports for the user activities

The C&C sends commands to the Trojan to manipulate user bank transactions

Financial Trojan manipulates User’s bank transaction

inStitution Command & Control

Bank System

€88 -0000000 -

-
o

Trojan reports the C&C about successful/failed transaction

Source: White Paper by M86 Security: Aug 2010 A bt

Such Cyber Attacks, with variations, take place regularly in Banking & Financial Services
. During Summer 2014 more than 83Million Accounts were “hacked” @ JP Morgan Chase-

- It is estimated that more than S450Bllion/Year is lost through CyberCrime -

=5 LYBERSECURITY
Stk
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CyberEspionage: Middle East and Africa

Desert Falcons. Victims of advanced targeted attack.

(&) Activist

High infection rate (1500+)

Palestine @)=)(s)/@(2)® (2

(#¥ Industrial

(®)Education (§)Financial (&) Government

Medium infection rate (500+)

Egypt )& @ @ T((2)

o

Low infection rate (50+)

Jordan (%) ®)#(~)(2)
United Arabic Emirates (#)(@(2)
Saudi Arabia (&)(&)
United States of America =)(2
South Korea #¥(2)
./;\I

Russia Federation (&)
Lebanon (2)

(%)
ma
Qatar ?\/ (&) Kuwait (2) Libya
Germany (&) (2) Norway (2) Albania
China ”&) (&) Turkey (2) Romania
Syria (&) (&) Sweden (2) Italy
Yemen (&) (2) France (2) Hungary
Algeria (&) (2) Mexico (2) Australia
India (&) (&) Morocco (2) Japan

© 2015 Kaspersky Lab

35t International East/West Security Conference

(%) Energy

(#Media (@) Political () Trade and commerce

(&) Zimbabwe (2) Mali

(2) Uzbekistan @) Iran

‘&) Ukraine (&) Greece

&) Taiwan (&) Cyprus

2) Sudan (2) Belgium
‘2) Portugal (2) Netherland
‘2) Mauritania (&) Pakistan
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(2)Unknown
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Cyber Threat: “Banking Theft”— Carbanak
Map of Carbanak targets

Up to 100 financial institutions were hit at more than 300 IP addresses
in almost 30 countries worldwide.

Estimated ~S1Billion stolen
from ~100+ Banks & Financial
Institutions during 2013/2014
Researched by “Kaspersky Labs”

Number of target |Ps by country

W Lo N 55- 200

kal> 20N £0BY% G GREAT  KASPERKY#
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Cyber Threats: Phishing and Identity Theft

PHISHING SCAM

PHISHING SPAM is an act of getting someone into providing private information such
as credit card numbers, bank account information, etc. through email, pop-up messages and
websites that appear to be legitimate.

HOW TO PROTECT YOURSELF?

* Don't reply to emails asking for personal or financial information

* Use an antivirus and firewall software

* Don't email personal or financial information

* Be careful of downloading any attachments or files from emails

* Don't follow links in emails

L 4 Let’s Make
The Internet
A Safer Place

CyberSecurity Malaysia

An agency under

CL:IDF'I'_::

MALAYSIA

| O

T

MOSTI

Level 7, Sapura @ Mines, No 7, Jalan Tasik, The Mines Resort City, 43300 Seri Kembangan, Selangor Darul Ehsan
Tel: +6 03 89926888 Fax: +6 03 89453205 | www.cybersecurity.my |

35t International East/West Security Conference

IDENTITY THEFT

HOW TO PROTECT YOURSELF?

* Do not send personal information to unknown websites
* Do not respond to unknown emails

* If shopping online, know your sources

* Read website's privacy statement carefully

*+ Post your resumes only on prominent jobsites

* Always LOG OFF your computer when not in use!

Wi An agency under
ot’s Make

Thelnemer | [|CYDErSeCUrtY|f

AS‘lfchlacc MALAYSIA

N ESECUITY.Ong Ty
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Phishing Attack: Typical “Cyber Hacking” Process

Phisher Opportunities to Block:

1. Initial Web Site Compromise
Q 2. Mass Phishing E-Mail

3. Victim Clicks on Misleading URL

4. Phish Web Site is Displayed
5. Victim Submits Account Information

Compromises a host
and installs a phish Web site

and mass-mailer

—

Sends out phishing e-mail

—

Victim clicks a phish URL

—

Phish Web site is viewed

—

Victim submits information Victim Users

Victim Web Server

- Practical Defence: TOP 10 Cyber Threats - v ;-‘“""5“:"””""
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Malaysian Government: CyberSecurity

Cyber ' ||

M AL AY S1 A

An agency under MOSTI

35t International East/West Security Conference

Upcoming Event

:::csm-ace

Cyber99a
i Cyberoog

Cybear®99 |5 a sarvice offered by
CyberSecurity Malaysia to handle
incidents faced by computer/intemeat
User.

Media

Cybe rSecu‘rﬁ'}' Malaysia «
- Corporate Videol

A T
0 seconds)

A

< mosTi

— Ministry of Science,
Mg. Technology andd Innowvation

Search :|

Financial Assistance Training

Click here to

Apply
; TRAINING FROGRAMS

Registration Online Survey

Malaysia Information

£ = Mational Strategy for Cyber
Security Professional 3

Security Acculturation and

Register now! Capacity Building Program

Media CyberSAFE Ambassador

Join Us

CyberSAFE

Ambassador
Program

~
Cyber Security Song
alick here to listen

MNews Coverage

G/08/2010

Critical Agencies Told To Get ISME Cerdification To Face Cyber Threat

06082010

K-MAYA 3. BENCHMARKIMNG THE MNATIOMAL CYBER CRISIS MANAGEMEMNT PLAM

0&/08/2010

Protecting Agencies From Cyber Attacks
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Cyber Threats: “Fake” Profiles & Toxic eMail

SAFETY ON SPAM EMAILS

INTERNET CHAT

SPAM is an unwanted email that you receive from someone that you don't know on the Internet.
(virus, getrich, chain, phishing, spyware, bots)

* Use nicknames as ID instead of real names, e.g. TopRockie instead of Abdul Hamid WHAT YOU SHOULD DO?

* Delete spam emails without opening them
+ Never provide personal information that is sensitive P e Wi opening
* Do not reply or forward spam emails

+ Do not meet a stranger that you met on Internet chat * Do not give personal information on emails

* Do not open unknown email attachments

+ Only open or download files from people you know * Do not click any web links from SPAM emails
* Do not forward any chain letters
* When using a public computer, key in your ID and password manually » Use anti-spam filters

A Safer Place MALAYSIA T A Safer Place MALAYSIA

WUy OrgTTy MOSTI W esecurity.ongumry

qj%‘ﬁ;”lﬂii‘ﬁet |cupersecurity)| (P12 g qj%‘i};ﬂﬁ{i’:ﬁd | Cybersecurity||

LYBERSECURITY

- Practical Defence: TOP 10 Cyber Threats - h—

. . “Real-Time Tools, Operations & Training”
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Cyber Threats: Spyware & Password Hacks

PROTECT YOUR

BEWARE OF SPYWARE PASSWORD

SPYWARE refers to software that performs certain tasks on your computer without
your consent. This may include giving you advertisements or collecting personal information
about you.

(Pop-ups, slow system, system crashes, changes in your system, new toolbar on your browser, unwanted software)

* Mever reveal your password to anyone

+ Never provide your password over phone or email
HOW TO PREVENT FROM SPYWARE? + Change your password regularly
* Use a firewall

* Create difficult to guess password
= Adjust your security setting on your browser for the Internet zone to “Medium”

* Mix uppercase and lowercase letters, symbols and numbers (e.g. aLc9!xtop)
* Install and update your anti-spyware software

* It should be than B ch: loi
* Download software from website that you trust only Tl ODY Bl = IRRCINS 101

An agency under
wa Let’s Make wa Let’s Mak
'ﬁ The Internet | CyberSecurity|| @ j repedlale |Cybersecurity||
A Safer Place MALAYSIA A Safer Place MALAYSIA
WWWESECUILY.OMg. Ty MOSTI W LUty
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Cyber Threats: Keyloggers - Hardware & Software

* Easily inserted by CyberCriminal “Insiders”!

* Wi-Fi Scanners & Loggers also Easily Acquired

* Alternative Software Keyloggers can be illegally &
downloaded into compromised servers & PCs

* Logged files can be uploaded to CyberCriminals
through eMail or by FTP through Open Ports

 Examples have also been found inside credit card terminals, pre-
installed by criminals in production plants with SIM Cards and Phone.
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Australian Government: Cybersecurity Awareness

Protecting Yourself Online
What Everyone Needs to Know

e ige e
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Attacker Sophistication vs Intruder Knowledge

sophisticated
commarnd &
control
Cross site Etrlptlng |

High “stealth” / advanced Tools
scanning technigques |
packet spoofing ] ] |
_ _ denial of service
Intruder i ! | :
Knowledge 5“'“?’5i T distributed
: | attack tools (DDoS)
EWEEDHT | www attacks
i | iluh:-mated probesi/scans
back doors; : | Gul
disabling audits : : nebvdgrk mgmt. diagnostics
| nijacking
Attack burglaries jsessions
Sophistication : | expleoiting known vulnerabilities
| | password cracking
! i self-replicating code
i assword guessin Attackers
Low P a Q9

1980 1985 1990 1995
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“Dark Web” Criminal Cyber Economy
-“Bad Guys” Rent/Buy Tools & Resources! -

Figure 1. Underground Cyber Economy

Rank | Item Percentage Price Range
1 Credit Cards 22% 50.50-55
2 Bank Accounts 21% $30-5400
3 E-mail Passwords 8% 51-5390
4 Mailers 8% 58-510
5 E-mail Addresses 6% 52 per megabyte-54 per megabyte
& Proxies 6% $0.50-53
7 Full Identity 65 $10-5150
8 Scams 6% 410/ week
& Social Security Numbers 3% 4557
10 Compromised UnixShells | 2% $2=510
- Symantec Corp. - September 2007

...Already Criminalised & Commercialised more than 10 Years ago!

< 1: oLYBERSECURITY
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

1 - Cyber Crime, Cyber Terror & Cyber War | 2 - Countdown to TOP 10 Cyber Threats! | 3 - 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools NG JIR LA LEIGA GINEIEN N3 6 — Real-Time Cyber Alert: Hack & Attack!
“u . ” u - ” u ”
Exploration Penetration Cyber Attack

7 - In-Depth: 21stC Technical Cyber Defence | 8 — YOUR Operational Cyber Defence 9 — YOUR Cyber Defence Campaign Plan!

- Practical Defence: TOP 10 Cyber Threats - Bl gV DEASECURITY
-

)
. . “Real-Time Tools, Operations & Training” e\
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“Cyber Entry & Exit Routes & Tools”
*** PENETRATION ***

 The “Bad Guys” will Penetrate the “Target” Business Oor
Agency for both “Entry” & “Exit” Routes for “Data/Bots”:

* Threat 4: DataBase/Web Hacks — DB/Web Penetration
with SQL DB Injection & Web Cross-Site Scripting (XSS)

* Threat 5: Classic Malware — Viruses & Trojans
* Threat 6: Authentication Hacks — Passwords/Patches
* Threat 7: Custom Design “Bots” — “StuxNet Style”

.. “Dark Web Tools & Bots” may check for Target IT
Weaknesses— 24/7 - using Fast Network Assets!

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”
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Typical C2
Malware
Signatures

Image: www.fireeye.com — FireEye Inc (c)

35t International East/West Security Conference
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“Cyber Threat”: SQL Injection Vulnerability

“Website”  has an SAL injection vulnerability that could allow a

Problem remote attacker to gain administrator privilege.

@ Aremote attacker sends a specially crafted HTTP request that
turns into an SQL statement to be executed on the database.

Attacker

@ The SOL statement, as the result of its execution, allows the
attacker to escalate his privilege to administrator privilege.

Database

Solution: Ensure all SQL Inputs are “Non-EXECUTABLE” Parameterised Statements!...

- Practical Defence: TOP 10 Cyber Threats - _:::-“]”'h”:"””"'
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Cyber Threats: “Twitter” Cross-Site Scripting Vulnerability

Twitter fixes cross-site scripting vulnerability that was used to
distribute compromised links

Dan Raywood September 07, 2010

Twitter has fixed a cross-site scripting (X55) vulnerability that stole a

users cookie to distribute compromised links.

It was detected by Stefan Tanase, senior secunty researcher at
Kaspersky Lab. He said that the exploit steals the cookie of the
Twitter user, which is transferred to two specific servers and
essentially, any account that clicked on the malicious links is

compromised.

He said that the bit.ly statistics for one of the malicious links show

that mare than 100,000 users clicked on the link. SECURE BUSINESS !HTELUEEHE-E
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Impact of XSS Cross-Site Scripting “Cyber Threat”

Content provided by the
real MyBank server

Fake content from the
I attackers Code server

Attackers Code Server
http://evilsite.com/phishing/fakepage.htm

Real MyBank Server
hitp:/fwww.mybank.com/

Customer
Requesting - http://mybank.com/ebanking ?ZURL=http:/fevilsite.com/phishing/fakepage.htm

fideds

[
MyBiank slers & ienge of aflasdably
wobeiand bo hedp Bnance smosi anyibeeg
o

To fired cut more sbout sccesnibls fisancisg
aplisrrt Wil dor Ae2eii Lasnt page

Kty Bank for International Users

Bemps Do gt - Dot o] - (Law a8 - Doy - MR - i - it - bfsiani
Pashs M foteab gl - LRiki - Hifd Heks - o - iRdS. bind - Sebdariss - iz

Awssrun prmatcy Busk Sauads Mamm

] cone:

O Selectineg Do 50 YU COMPUET ISMEmbDens yur
mamibarship number when you log-in. We downicad &
pefmalnnl Cookie 1o o s and SonT recommiend you
Save your delads on a pubdc compuler

Selact the gresn 'next’ bukton to continus,

EEhrnn ey ¢ S

ot Computes

/\\ ___.-"-—--‘II Mgt tanks ol Pl MG (| i ereed [ =gk
AR AN e — /
2/
=] 4 &
g _,f;fg /-’f Ulira-safe online banking portal -
2 /éﬁ, R ooy oo s Solution: Always check rigorously
F ;&im;g:ﬁ?reméw Er:j.lau?l:l‘.'r'ﬂj & Iaaging onts & '\Il:.lr-:‘hhﬂ.:ﬁ'.,llu . .
& IS/ oo | SRR on e for data fields that allow user-input.
N v B A S it s e e i e
v P oy oty e s MOTORSND OO 4477 Ensure that there is no possibility for
5T it 8% e e remarbr yousmembertp rumer @D User Script input to be executed in

website coded “php” or “asp” pages
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Cross-Site Scripting Threat by Proxy : XSS

— , A _

1) Bad Guy finds XS5 hole in )
Site A and leaves it thera for
Good Guy to find

2) Good Guy hits XSS on Site A
Site A and it sends many

requeasts through his

browser o Site B (the

victim) via a META refresh

to hide the referrer without

3) Good Guy sends many his knowledge

requests (o Site B and
aventually finds & hole,
which is then sant Lo site C

f ;”' without his knowledge.

5) Bad guy checks site C
for successiul hack
atlempts against site B, o
launch further attacks,
, having never visited site B
% (the victim)

Good Guy

Site B
(Victim)

4) Good guy sends
successiul attempls 1o
hack site B to site C which
are logged so that Bad
Guy can view them at a
later date (again, done
without Good Guy's
krowledge).

6} Web Master of the victim site B
never sees site A (origin of the X55
Malware) in his logs and never sees
Bad Guy in his logs (he will most
likely believe Good Guy is to blame)

Site C

LYBERSECURITY
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Designer “StuxNet” Worm - Industrial “SCADA” Systems

User accesses an infected removable
drive; his/her system is then
infected by WORM_STUXNET.A

Stuxnet Worm : Discovered June 2010

WORM_STUXNET, A targets SCADA WinCC
. systems, which are used to manage
industrial operations such as power plants

WORM_STUXNET.A drops files onto and energy refineries,
It is also interesting to note that it attempts

the Windows folder, creates registry
entries, and injects codes into

processes to stay memory-resident; it to access sites related to an online football-
also drops I‘-I'.l'nIIJ'r STUXNET.A to hide betting site. Though this does not pose
its malicious routines threats, it may be a diversion tactic to

confuse security analysts, causing them to
fail to immediately realize the worm’s main
functionalities.

SCADA = Supervisory Control & Data Acquisition
- Mainly for Power Stations & Industrial Plants

WORM_STUXNET.A drops copies of
itself, a ,LNK file detected as
LNK_STUXNET.A, onto all removable
drives connected to an affected
system, allowing it to propagate
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Cyber Tool: Web-Site Security - Acunetix

acuhetix

--*:"" s ol -

Check for SQL injection, XSS

and 3000 other vulnerabilities

Download Online Scan

- |
- .
-
-
_‘ ’ a—
Vulnerability Indepth Crawl & Highest Detection Lowest False Vulnerability
Scanner Analysis Rate Positives Management
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“Practical Cyb
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er Defence”: TOP 10 Cyber Threats!

1 - Cyber Crime, Cyber Terror & Cyber War | 2 - Countdown to TOP 10 Cyber Threats! | 3 - 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack
“u . ” u H ” u ”
Exploration Penetration Cyber Attack

7 — In-Depth: 21stC Technical Cyber Defence | 8 — YOUR Operational Cyber Defence 9 — YOUR Cyber Defence Campaign Plan!
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“Real-Time Cyber Alert: Hack & Attack”
*** CYBER ATTACK ***

* Following In-Depth Cyber Research & Target
Mapping the “Bad Guys” will Launch Attack
Utilising Selection of TOP 10 Cyber Threats! :

* Threat 8: Toxic Cookies/Proxy/DNS — Re-Route
Users to “Fake” or “Toxic” Web & DB Resources

* Threat 9: DDoS — Distributed Denial of Service
executed through “Hired” Networked “BotNets”

* Threat 10: RansomWare — Toxic Script running on
Device that Encrypts ALL Networked Files with
Decryption after “BitCoin Ransom Payment”!
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Typical Global “Botnet” CyberAttack!

Legend

i ATOREEER

.' [ | | [= SRS R
. e o : — - ' : & TN
I . : TREGET
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Successive “Real-Time”DarkNet CyberAttacks
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Real-Time Global DDoS “BotNet” Attack
S NORSE e

© ATTACK TARGETS
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Typical DDOS “BotNet” Attack

Botmaster

Functionality:

1. The attacker gains access to a botnet (its
own, a rental or a subcontract);

2. Orders are sent to the bot;

3. DDoS attack is launched.
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“Naval Campaign: Battle of Trafalgar-1805

= \'IK'E'AUE“‘{“\" g‘()!.].]N(E\g-()ﬂl)

: v d
d HSINVJS % H-“\"‘“

Medina | Sidorwa
2 [ 4

 § \ { f

CANE SN

= ¥ = “cak A
e \ e

TR )
LS
LY J
\ b .
—\:‘:1-__‘) Algesiras

BATTLE
TRAFALGAR

1 215t October 1805.
Taritayer="" = PLATE 1.
- The British Fleet breaking the French & Sparmsh line
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“Naval Campaign: Battle of Trafalgar-1805
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“Cyber Attack Strategies & Campaigns have Similarities with Classical Warfare!...
But they occur 1Ml”lOn X Faster @ “Speed of Light” rather than “Speed of Sound”I

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***
© Dr David E. Probert : www.VAZA.com ©




“CyberWar” Strategies & Models from Classic Works!

ON WAR

Carl von Clausewitz

St azo Recommended
“Bedtime
Reading”

for

THE NEW ILLUSTRATED EDITION
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Classic Campaigns: Battle of Waterloo-1815

‘BATTﬂE'OF
WATERLO ©

18" June 1815
SHEET I5T MORMNINMG OF THE BATTLE
AL JOHNSTON . .F. R.G.S.
s Allies French s
g Cavalry s Infantgy B AMIleny

SCALRS
] Military Steps 23 Feet cach

RSl v " Pnglish- Mile s Ty
e ]
“Clauzewitz” is relevant to Cyber Campaigns! _
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Classmal Warfare Battle of Borodmo 1812
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”Classm Works” are relevant to Cyber War Campaigns!
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215'C Warfare: “Urban Terrorism”

Terror attacks in Western Europe since 2012

Monday "
Manchester N,
concert bombing O
at least

. kill@g R — March 22,2016
® Multiple attacks
» @ in Brussels \\

35

ﬂdm

" / attackm Berlln

Defence against “Urban Terror” needs
© INTEGRATION of PHYSICAL & CYBER
Securlty Solutlons SMART SECURITY

AT

" ( 5
L ;“Bad Guys” use Cyber Tools
\ | .
- &Resources to extensively
Dec. 19, 2016 O

. Christmas market, Research & Launch Major
Physical Terror Attacks!

12 Phep
Nov. 13, 2015 ~ e
Multiple attacks Pt : E
o P 3 = 201,; (1) DarkWeb for Weapons!
—Ju I 8 :
130 " Shoppingma . (2) Research Urban Targets
1 . 8 | agttaCk'”X"\"U”'Ch? (3) Social Media for Comms
e , |M;:\26"16 " A R (4) Recruitment & Training
@f” uly \L_M,
:: Nice Bastille Day attack e /[ (5) Ransomware for CASH
¢ 86

i
Source: IHS Jane’s Terrorism and Insurgency Center
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

DA DR b
. R bt

R

1 - Cyber Crime, Cyber Terror & Cyber War | 2 - Countdown to TOP 10 Cyber Threats! | 3 - 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack!
“u . ” u H ” '] ”
Exploration Penetration Cyber Attack

7 — In-Depth: 21* Technical Cyber Defence 8 — YOUR Operational Cyber Defence 9 — YOUR Cyber Defence Campaign Plan!
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“In-Depth 21stC Technical Cyber Defence”

e Effective Cyber Defence to TOP 10 Threats
requires BOTH Technical & Operational Plans:

 Technical Actions, Plans & Policies include:

— DataBase: Secure Physical & Cloud DataBase Scripts

— Back-Ups: Continuous Real-Time DB/Web Back-Ups

— BYOD: Strict Policy for “Bring Your Own Device”

— eMail: Script Locks on eMail Attachments & Web Links
— DDoS: Switch DNS/IP Settings in case of DDoS Attack
— CERT: Set-Up Computer Emergency Response Team

...... CERTs work together Globally to provide
Cyber Alerts & Intelligence to Govt & Business
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TOP Security for Critical Sectors: Govt, Banks, Energy, Transport..

NON PROTECTIVELY RESTRICTED LAN CONFIDENTIAL LAN
MARKED LAN

, | Cyber Secure Systems LAN
e Infrastructure with DMZ for

Third Party
WAN
connections

Branch
Offices
) Database Layer
1 IPSec VPN - SSL VPN External  Internet Terminating
Citrix CAG. External service

Xkryptor, AEP

External Untrusted WAN

2 Un trusted WAN S connections

Connections Terminating service

L

plication Layer =|

L

Application Layer

DMZ zone to route all
3 Content Checkers Internal  Un_trusted traffic BEFORE
External routing through the
RESTRICTED EAL4
barrier

4 Internal Zone Internal Semi Trusted network users
Internal such as management and

support services
Access to .\.‘.. .\... = Cgmmunication .\ﬁ o
RESTRICTED ZONE _\.'.'.@ L i Traffic N . 3
via restricted DMZ. i~ N T im N =
- - ‘\j@ RESTR )
RESTRICTED DMZ <
L] One way Diodes DMZ Set up with 4 Zones as above. o
e Firewall Rules - D R S
\ i =%
e Access List Control :\\.E-: 5 '\.:-: 2 L = &
e Protocol Control .\\.l-. .h\.l-l RESTRICTED LAN CONFIDENTIAL LAIq\l'-‘. RES';'
e Bastion Devices N N e BASTION BASTION
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DDoS Mitigation : “Packet Filter”

"r.?

e —

E)
&

ij:

Packet Filtering

Advantage:
* Only suspicious trafficis dropped.

* Botnetfiltering can be implemented.
* Allusers recover the link.

Disadvantage:
* Canreduce performance.
* Hard to configure the rules.
Limit:
* Not effective for some

attacks using legitimate
services.

- Practical Defence: TOP 10 Cyber Threats - : L_"""” HSECURITY

. . “Real-Time Tools, Operations & Training”
35t International East/West Security Conference = genoa, Italy - 5 & 6t June 2017 ***
© Dr David E. Probert : www.VAZA.com ©




Mitigate DDoS Attack: “Black-Holing”

Black Hole Routing
Advantage:

* Little or no performance burden
on normal packet flow.

Disadvantage:

* When implemented, all
traffic, including legitimate,
isdropped.

* Botnetis still active, only
trafficgoing to the victim is
discarded.

* Routerneed a new update
to allow traffic after the

attackfinished.
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

1 - Cyber Crime, Cyber Terror & Cyber War | 2 - Countdown to TOP 10 Cyber Threats! | 3 — 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack!
«“ . ” «“ . ” «“ ”
Exploration Penetration Cyber Attack
7 — In-Depth: 21stC Technical Cyber Defence BT (0l0] : Ho Tt il CIROT A0 (1102 9 — YOUR Cyber Defence Campaign Plan!
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“YOUR Operational Cyber Defence”

e CSO: Board Level Role — Chief Security Officer - with
Security Investment Plan and $SS Budget!..

* Cyber Standards: Migrate to International Security
Standards such as ISO2700x Series

 Compliance: Implement regular IT Asset & Process
Audits to ensure Full Compliance

* Training: Ensure Key Staff are Professionally Certified
(CISSP) with Bi-Annual Updates.

* Culture: Launch Business/Agency Security Policy so ALL
Staff understand their Responsibilities!

...A Major Targeted Cyber Attack can easily destroy YOUR
Business as effectively as Bankruptcy so Plan & Invest!
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Guide to CyberSecurity Event Recovery:NIST

Recommended Technical Handbook: January 2017

Guide for
Cybersecurity Event Recovery

NIST = National Institute of Standards & Technology

Michael Bartock
Jeffrey Cichonski
Murugiah Souppaya
Matthew Smith
Greg Witte

Karen Scarfone

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-184

C O MPUT ER S ECURHRITEY
Free Download: https://doi.org/10.6028/NIST.SP. 800 184
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Guide to CyberSecurity Event Recovery:NIST

NIST Cyber Security Framework

Identify Protect Detect Recover

Anomalies and

Asset Management Access Control Events

Recovery Planning

: MWa ren ess 3
Business Awareness and Security Continuous

Enwvironment Training Monitoring Imp rovements

Governancs Data Security

Detection Processes Communications

Imfo Protectiom

Risk Assessment Processes and
FProcedures

Risk Management Maintenance
strategy

Protective

Tech nology

Free Download: https://doi.org/10.6028/NIST.SP.800-184
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NIST Cybersecurity Framework

National Institute of Standards & Technology

IDENTIFY

PROTECT

DETECT

RESPOND

S —
RECOVER
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NIST Cybersecurity Framework

National Institute of Standards & Technology

IDENTIFY ,
PROTECT g
C;hanges in \

Mission Priority

Current and : and Risk Appetite
F 2
e ik Focus: Critical Infrastructure Risk wnd Braiget
ﬁ Management v
DETECT Actions: Selects Profile, Allocates :
Budget
—
RESPOND Implementation ~
Progress Framework
Changes in Assets, Profile
Vulnerability and
Threat £ " | Operations
- i I " Laval
Focus Securing Cnitical Infrastructure
RECOVER Actions: Implements Profile
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Cybersecurity for Critical Sector “Sensor Networks” (loT)

Monitoring Home utility control Pollution monitoring

Disaster/crisis
management

Military fields
Mobile RFID/USN SecMan(09)_F36
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ENISA: European Computer Emergency Response Network

* * L B Cermany
* » BFK
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o ComCERT
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Flow-Chart: 1SO27001 CyberSecurity Certification
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BET365: Gambling Sector adopts
ISO/IEC 27001 Security Standards

* London 5 April 2017- BET365’S commitment to
standards recognised with ISO/IEC 27001:2013

Certification for Info Security Management (ISMS).

 UTECH Jamaica PhD - CyberSecurity & Gambling:
“Cybercrime in Online Gaming & Gambling”: An
Implementation Framework for Developing Countries -
A Case Study for the Jamaica Jurisdiction: George Brown...

Y o )

..... Research Programme initiated following UN/ITU
CyberSecurity Training @ UTECH — September 2010....
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UN/ITU: 5-day Cybersecurity Workshop - Jamaica 2010

L i | . . :
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“Practical Cyber Defence”: TOP 10 Cyber Threats!

1 - Cyber Crime, Cyber Terror & Cyber War | 2 - Countdown to TOP 10 Cyber Threats! | 3 - 21stC Cyber Hack & Attack Campaigns

4 - Cyber Intelligence Gathering Tools 5 — Cyber Entry & Exit Routes & Tools 6 — Real-Time Cyber Alert: Hack & Attack!
u . ” u H ” '] ”
Exploration Penetration Cyber Attack

7 — In-Depth: 21stC Technical Cyber Defence | 8 — YOUR Operational Cyber Defence 9 — YOUR Cyber Campaign Action Plan!

=5, LYBERSECURITY
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“YOUR Cyber Campaign Action Plan”

e Defeating the “Bad Guys” requires YOU to Launch a
Campaign Action Plan for Active Cyber Defence!

* Fighting the TOP 10 Cyber Threats requires:

—CSO: Board Level Security Plan and $ Investment
—Technical: Professional Team, Tools & Training
—Operational: Security, Standards & Compliance

....CyberSecurity is Continuously Evolving so keep up
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“Cyber Defence” against “Alien Invaders”

o 48
Cyber Tools and Trends

Next 7 Years; 2018 - 2025

A.l. & Machine Learning
CyberSecurity Tools will
Provide “Speed of Light”
Real-Time Defence against
TOP 10 Threats & Attacks!

“Steam Powered Birds arrive over our Cities! - 1981
Pen & Ink Drawing by Dr Alexander Rimski-Korsakov
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Web Link: www.valentina.net/ARK3/ark2.html
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“Practical Cyber Defence”: Top 10 Cyber Threats
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East-West Security Conference — Genoa 2017

'2 1stC G berSecurltyTrendS”

Practical lebﬁ" Defence Cyber"TooIs and Trends
Weortbon vaer Threats- Next 7 Years: 2018 - 2025

Oediated 1o G ndh-Sonvii Brhan, Mallkew, Rowor & Fugh - Seaving FOOUR fwee! | peactieal Debence: TOP 16 ey Th

Dediganed v Grani-Doeg Bleigail, Bl B Tanthana— Sobaring YOO L P . Cybarsaoori s and Trends -
35 International East/West Security Conference  -- 1han > e 2001 rrom 2910 o 2022 -

35% Internatio rmll? st/ Waest Security Confer

Theme (1) =“TOP 10 Cyber Threats” Theme (2) —”CyberTrends 2018 2025”

Download Link: www.valentina.net/Genoa2017/
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Download Presentation Slides:
www.Valentina.net/Genoa2017/

Thank you for your time!
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Additional Cybersecurity Resources

Smart Solutions: "Haster Class” - Part 3

- Smart Governance -

™ In fon & ic

]

- Smart Sustainable Security -

- Armenia: Smart Economy -

- Designing & Engineering
Smart Solutions -

- Defining Smart Solutions

“Smart Business Architectures for

Intelligent Economic Development™ EERGrAG Sar S PR Cpamteart

& Business Architectures -

i || "21:tC Armenia - 2012: Smart Security” ” "21stC Armenia: Smart Governance” |

"Master Class - Smart Theory & Practice

“Roadmap for Real-Time Armenia™ - ":" USAID|CAPS
“Eatmrrerasien, L Cmmeres sad - Seoweiy * -
— A RoadMap for
g E - g "Armenia
i - -:F_ \ n-nma E Proberi
i ____"'ﬂ n
“Real-Time Armenia®” oo = : ey
Sl Pl i (S)USAID|CAPS e

RoadMap for Real Time Armenia- Slides

Roadmap for Real Time Armenia- Report

.."21stC Georgia”... m
i

21%C Georgia - “"Cyber Vardzia”
“Integrated Cyber & Fhysical Security™

"Real-Time Armenia” - White Paper "Real Time Armenia" - Slides

R T Gamarin | Saminring Geirvanvuraied & [riborietion Chpiratiiors =+

“Real-Time"

for e=Government & e-Georgla

“Real-Time Georgia™

SSevaring Geavermweat & Emterprise Gperation®

. “Cyber- Vard?m

"Real-Time Georgia" - GITI 2008 Paper 21stC Georgia: "CyberVardzia” - Paper || 21stC Georgia - "CyberVardzia" - Slides

* ITU Cybersecurity Strategy *

"3-Day Workshop Overview™
T T
P “Organisatienal Structures "Cybersecurity Capacity Building
e ; & &
= Incident Management International Collaboration ™
= for
Cybersecurity in the Americas” Pp—

O Bl . P

= #ﬁ

|Jamaica: Cybersecurity Technology- Slides || Jamaica: Cybersecurity Strategy- Slides || "Short Professional Bio™ ||IT[IJ’C]TEL Cybersecurity in the Americas ”ITUFCITEL Cybersecurity Skills Bl].l]dmg|
10 10 1T

Link: www.valentina.net/vaza/CyberDocs
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Professional Profile - Dr David E. Probert

Computer Integrated Telephony (CIT) — Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with
telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

Blueprint for Business Communities — Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the
“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

European Internet Business Group (EIBG) — Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included
support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.
Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 =»1998)

Supersonic Car (ThrustSSC) — Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1t Multi-Media and e-Commerce Web-
Site for the World’s 15t Supersonic Car — ThrustSSC — for the World Speed Record.

Secure Wireless Networking — Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11
networking products with technology partners from both UK and Taiwan.

Networked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall
responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

Republic of Georgia — Senior Security Adviser — Appointed by the European Union to investigate and then to make recommendations on all aspects of IT
security, physical security and BCP/DR relating to the Georgian Parliament, and then by UN/ITU to review Cybersecurity for the Government Ministries.

UN/ITU - Senior Adviser — Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society, IEEE Life Member and 1% Class Honours Maths Degree
(Bristol University) & PhD from Cambridge University in Self-Organising Systems (Evolution of Stochastic Automata),
and his full professional biography is featured in the Marquis Directory of Who’s Who in the World: 2007-2018 Editions.
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“Master Class”: Armenia - DigiTec2012
- Smart Security, Economy & Governance -

~Part 1 - Part 3

Smart Solutions: “Master Class" Smart Solutions: "Master Class” - Part 2 Smart Solutions: "Master Class”

- Designing & Engineering |
Smart Solutions -

Defining Smart Solutions
& Business Architectures -

- Smart Solutions in Practice |

for 215'C Armenia -

ﬁbrﬁawdE Probert— -

ﬂDrD‘awd E. ,Prebt‘-'_"rt
VAZA. .Iﬁtbrnat{bna =y E

VAZA Intbrnatro'ﬁ’aT" e

""Master Class - Smart Practice" "Master Class - Smart Design"

Armenia: Smart Economy -

- Smart Sustainable Security - - Smart Governance -

“Smart Business Architectures for
lntelliqent Economic Development

_ E’Irﬂawd E. Prbbert
- ‘VAZA IALErnatiAal" _" ‘

“Integrating Cyber & Physical Operations” “Stimulating Innovation & Economic Growth"

DriDavid E. Probert— :
thA Inmmatm'ﬁa"!" TG

"Armenia: Smart Economy" "Armenia: Smart Sustainable Security" "Armenia: Smart Governance"
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“Practical Defence: TOP 10 Cyber Threats!”

35 |nternational East-West Security Conference: Genoa, Italy

- Practical Defence: TOP 10 Cyber Threats -
“Real-Time Tools, Operations & Training”

35t International East/West Security Conference  ++x enoa, Italy - 5 & 6 June 2017 ***
© Dr David E. Probert : www.VAZA.com ©




S B R * Sacurity Equipment for Alpine Climbing ***
g Sunrise on « Barre des Ecrins » — 4102metres

.

[

Security Equipment includes: 50m Rope, Steel Crampons, Ice-Axe & Screws, Karabiners, Helmet...
15th Sept 2015: « 7 Alpinistes died in Avalanche » S —
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Security Equipment for Alpine Ascents

5 . \h
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DDOS Mitigation: “Reactive Trace Back”

Example of reactive traceback @ - @

The victim elaborates an attack

signature. The search starts from the

its closest router. The upstream links
is interactively tested to determine

which one carries the first the attack

traffic. j
Advantage: @ <«
* Compatible with actual protocols and /
hardware infrastructure.

Disadvantage:

* Canreduce performance.
* Need ISP cooperation

alongthe path. K A e @ - .

Traceback @ \ @

message

Victim
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DDOS Mitigation: “Traffic Rate Limiting’

Pushback is a rate-limiting mechanism that
allows a router to request adjacent upstream
routers to limit the rate of traffic for a

particular aggregate.

1- Router sends a pushback message if a ,
congestion signature is detected in proximity i

’

of the victim. g _
S— ¢

Example of rate-limiting: Pushback %
5. Rt
o

2- Received routers propagates pushback

A \\
Nl — .
% NS

- S T —_—— \\
Pushback -
Victim rr:lZssaagZ A ----P&

Advantage:
* Prevents bandwidth from being wasted on packets that will
laterbe dropped.
Disadvantage:

* False positives and false negatives.
* Canreduce performance.
* Need ISP cooperation alongthe path.

LYBERSECURITY
W=
AT
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DDOS Mitigation: “Cryptographic Puzzles”
&

Example of attacker’s resources consumption: e
client puzzle &~ (__?
When the server comes under attack, it K =

distributes small cryptographic puzzles to

clients making service requests. To complete
its request, a client must solve its puzzle
correctly.

Puzzle H
message & @
Advantage: %
* Ensurecommunication to “confirmed” users only.

Disadvantage:
* Does not work for public services.
* Reduce performance.

LYBERSECURITY
_::_‘_’—-
R
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DDOS Mitigation: “Virtual Overlay Network”

Example of virtual overlay network:
Secure Overlay Services (SOS)

Inits filtered region, the Web site is connected to
arandomly determined secret proxy server
(servlet) itself connected to a beacon. These two
elements are kept secret from the correspondents
and randomly chosen through a complex
algorithm/protocol such as the Chord one).

1- To communicate with the site, a source sends a
request to a known overlay network’s entry point
(a SOAP).

2-The SOAP verifies the source point legitimacy,
computes (Chord algorithm) and forwards the
packet to the beacon via the overlay nodes.

Servlet

Advantage:

Disadvantage:

&)

35t International East/West Security Conference

* Ensure communication to “confirmed” users only.

Overlay

B

Large ';."'F 1
SO{ Redundancy ﬁyﬁp, J
pack Y
message N

!

* Need to set up a complex network and to configure client stations.
* Complexalgorithm.

* Does not work for public services.

* Does not prevent brute force attack at the filtering router level.

LYBERSECURITY
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