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Our Cyber Trilogy: Finance, Industry & Futures!

‘ Theme (1) - 21%C Cyber Trends in Finance: Al & Machine Learning in Banking!...

- Mitigation of Cyber Attacks with Al, Machine & Deep Learning
- Using Real-Time Analytics & Big Data to Secure Finance Transactions

“Cyber Strategies for Finance & Banks!” 11t Nov: 9:45 — 10:30

Upgrading Industrial Cybersecurity - Upgrading Legacy Devices & Control Systems to 215'C Standards
sec””"gm"“”Nm"””"fm"“m - Securing Critical Assets with Intelligent Self-Learning Cyber Solutions

- Understanding and Mapping Worldwide Cyber Threats
- Exploring Intelligent Cyber Tools & Real-Time Analytics
Intelligent Integrated Security
- Cybercrime, CyberTerrar CyberWar - - Discussion of CyberSecurity Scenarios for Next 10 Years & Beyond !..

; & “CyberVisions for Intelligent Futures!” 11" Nov: 12:30 - 13 15

Download: www.valentina.net/ MALTA2019/  “21%c cyberSecurity Trends in Finance ” |G
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215C Cyber Trends in Finance...
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1 —215C “Disruptive” Financial Futures!

3 — Case Studies: Cybe Hacks & Attacks
“Fintech & Cyber Banks” “DDoS to RansomWare!” | “Transaction Security”

4 — Advanced Finance Security Solutions 5—Adaptive Finance Business Analysis | 6 — 21%'C Distributed Peer-to-Peer Ledgers
“Artificial Intelligence” | “Deep Learning...” | “Role of BlockChains”

7 - Cyber Fraud Detection & Prevention | 8— From 20™C Banks to 21%C Fintech! | 9 — Cyber Plans for YOUR Business!
”Blg Data Analyt|cs” ”Intelllgent Cyber Tools” “Smart Securlty Toolkit”
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215'C Cyber Trends in Finance...
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1 —215tC ”Dlsruptlve” Flnanual Futures

“Fintech & Cyber Banks”
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FinTech: Market Size & Growth

* FinTech = 215'C Digital Banking & Financial Services
e 2018 Size: S112 Billion & 120% Growth Rate

* Transition: Shift from Physical to Virtual Banks

* Hi-Tech: Artificial Intelligence & Deep Learning

* Secure Deals: Peer-to-Peer Blockchain Ledger

* CyberSecurity: Intelligent Real-Time Security

...FinTech - Global Transformation of the Banking &

...Intelligent CyberSecurity is Critical both for Classic
Banking & Finance as well as 215tC FinTech Sector!..
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..Intelligent CyberSecurity is Critical both for Classic
Banking & Finance as well as 215tC FinTech Sector!..
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Global “FinTech” MarketPlace: 2018

Global Fintech Landscapes
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Source. Global Fintech Hub Index (GFHI) 2018, Sinai Lab from Academy of internel Finance, Zhejiang University RIS B ]
Notes: Numbers in blue circles nepresent the ranking of regions., and those in yellow circles represent the ranking of cities @m"ﬂ—' Eﬂgmﬁ’“"m“
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Global “FinTech” MarketPlace: 2018
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China leads “Global Fintech Sector”: 2019

Great Wall of China = 15t State Border Perimeter Security
P e .. R . |

Photo: Simon Probert — Beijing, China #21%C CyberSecurity Trends in Finance ” TSGR
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China leads “Global Fintech Sector”: 2019

USA

1 4 Unicorns
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$31 Billion

Valuation
$5.7 Billion Raised

Photo: Simon Probert — Beijing, China
40t International East-West Security Conference

China

8 Unicorns

%96.4 Billion

Valuation

$9.4 Billion Raised
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China leads “Global Fintech Sector”: 2019
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a leads “Global Fintech Sector”: 2019
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B Top 1Cyber Finance Threats!...
“DDoS to RansomWare”
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Top 10 Cyber Banking & Finance Threats!

Criminals use Multiple Threats to Research & Attack Targets!

* Denial of Service (DDoS) ¢ Corrupt/Bribed Insiders
* SSS Financial Data Theft ¢ SSS Laundering Fraud
 Hacked/Fake Websites ¢ Diverted Transactions

e Personal ID Fraud  APT & Phishing Attacks
 eMail Invoice Scams  Ransomware/Bitcoin

...Motives: Financial, Political, Economic, Terror & Activism!

“215C CyberSecurity Trends in Finance ” ~ g ;YBERSECURITY
- Al & Machine Learning for Banking - "’;"-:

40* International East-West Security Conference 'S jyiane. maita - 10711 Nov 2015 @S 15
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Real-Time Global DDoS “BotNet” Attack
S NORSE ~

© ATTACK TARGETS
© ATTACK ORIGINS M= COUNTRY
# M COUNTRY =B EE United States
s China am E Philippines
= United States e = Russia
s 7 Mil/Gov B *F  Taiwan
7 Germany am T France
= Russia By = Netherlands
L Taiwan L4 Mil/Gov
561 = Netherlands 6 ™ Poland
#9 & Turkey W KA  SouthKorea
m D Japan 6 Germany
kI France
© ATTACK TYPES
- it @ SIRvICE PORT
2805 @ telnet n
© LIVE ATTACKS ® m erpa m
Pa TYPE . ™ m8 @ domain 53
TIMESTAMP ORGAMIZATION LOCATION P ) LOCATION SERVICE PORT & P b
733 3383
SEerver
: ™6 @ unknown 9064
201502-18 23:59:4358  Paltalk Mew York, United 64.40.6.28 Seattle. United States “Unknown 6912 %1 http 80
i e B Rise e 7en 7 enica, Bosnia 92.240.53.37 eattle, United States 23 8 ms-sgl-s LX)
® @& ssh n

Link: map.norsecorp.com - Norse Corporation

—
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Global Market for “Zero-Day” Exploits!

Ze r‘ E I U ma Home For Researchers ~ For Clients ~ Careers v About Us ~

. o .

We are Zerodium

he leading exploit acquisition platform for premium zero-days and advanced cyh*curigy research.
“We pay BIG bounties, not bug bounties"

Companies such as DC-based Zerodium.com payout for “Zero-Day” exploits!

“215*C CyberSecurity Trends in Finance” & :_QL“”””
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5 .....Such “Zero-Day” attack risks may be mitigated o
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& Using Artificial Intelligence & Machine Learning! @&
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World Economic Forum: Global CyberCrime
- $445Billion (Intel Research : June 2014) -

Confidence ranking: Countries current tracking
of cybercrime within their borders
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World Economic Forum: Global CyberCrime
- S445Billion (Intel Research : June 2014) -

Confidence ranking: (
0P -

of cybercrime within
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World Economic Forum: Global CyberCrime

- S445Billion (Intel Research : June 2014) -
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World Economic Forum: Global CyberCrime
- S445Billion (Intel Research : June 2014) -
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“BAD RABBIT” Ransomware Attack — 24t Oct 2017
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Finance Cyber Hacks: Global CyberCrime

 Summarising Typical Finance Cyber Attacks:
— DDoS: Distributed Denial of Service
— Phishing: eMail, Social Media leading to ID Theft
— APT: Advanced Persistent Threats to inject Malware
— Insiders: Corrupted Staff, “Guests” & Contractors
— Wireless: Eavesdropping & Decrypting Comms
— Ransomware: Encrypted Client/FinTech DataBases

... Cybercrime Impact across ALL Sectors was
S1Trillion (2018) & Forecast S3Trillion (2021)
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IMF: Recent Cyber Attacks on Central Banks — June 2018

WP/18/143

IMF Working Paper

Cyber Risk for the Financial Sector: A Framework
for Quantitative Assessment
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Institution Year Type of Details
attack
Federal Reserve 2010 | Data breach Theft of 122,000 credit cards
Bank of Cleveland
Federal Reserve 2012 | Data breach Theft of proprietary software code worth USD 9.5 Million
Bank of New York
Sveriges Riksbank | 2012 Business Distributed Denial of Service (DDoS) attack left the website
Disruption offline for 5 hours
Banco Central del | 2013 Fraud USD 13.3 Million stolen from the account of the city of
Ecuador Riobamba at the central bank
Federal Reserve 2013 | Data breach Publication of credentials of 4,000 US bank executives by
Bank of Saint Anonymous
Louis
Central Bank of 2014 Fraud Theft of USD 688.000
Swaziland
ECB 2014 | Data breach | 20,000 email addresses and contact information compromised
Norges Bank 2014 Business DDoS attack on seven large financial institutions, resulting in
Disruption suspended services during a day.
Central Bank of 2015 | Data breach Theft of thousands of bank customers” information
Azerbaijan
Bangladesh Bank | 2016 Fraud The SWIFT credentials of the Bangladesh central bank were
used to transfer USD 81 Million from its account at the
FRBNY. Hackers tried to steal USD 951 Million.
Bank of Russia 2016 Fraud 21 Cyber-attacks aimed at stealing USD 50 Million from
correspondent bank accounts at the central bank, resulted in a
loss of USD 22 Million.
Bank of Italy 2017 | Data Breach Hack of email accounts of two former executives.

Source: ORX News
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215'C Cyber Trends in Finance...

3 - Case Studles Cyber Hacks & Attacks|
“Transaction Security”
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Malware Attack: SWIFT Bank Net — 2016
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Multiple Cyber Attacks including Cyber Heist of $951M from
Bangladesh Central Bank of which S81M remains missing!
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Malware Attack: SWIFT Bank Net — 2016

Cyber Analysis by BAE Systems

SWIFT Alliance
Software server

- -

1. Attackers gain access
and install malware

CONFIG FILE
gpca.dat

= -

2. Malware decrypts
config file containing
search terms to scan
within SWIFT messages

3. Malware identifies
and exploits host’s
SWIFT application to
bypass validity check
within Oracle DLL

4. Confirmation messages from the SWIFT network are
now monitored by the malware. Functionality continues in
loop until 06:00 6t Feb 2016

5. SWIFT messages sent to printer are
— : tampered with in real time

6. PRC and FAL files are scanned for attacker
defined terms. On match will extract transfer

v‘ﬂ
> }A‘ reference and sender address to form a SQL

DELETE statement to delete a transaction

-
7. Messages that contain attacker defined

V‘ terms will be used to form SQL statements to

query Convertible Currency availability and
then update transfer amounts

8. Checks the ‘Login/Logout’ status of
the Journal table every hour and sends
//‘ result to attacker domain over HTTP
»

Multiple Cyber Attacks including Cyber Heist of $951M from
Bangladesh Central Bank of which S81M remains missing!
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CyberCrime: Russian Financial Services

Hackers steal more than $25.7
million from Russian banks — | Press Report: TASS News Agency

FSB - 15t June 2016 -

Russian Politics & Diplomacy  June 01, 10:27 UTC+3

The damage caused by persons suspected of cybercrimes in Russia has exceeded 3
billion rubles ($45 million), the Interior Ministry spokeswoman says

» 6+ Russian Banks “Hacked” as
well as other target CIS Banks

» Trojan “Lurk” Malware Toolkit
,.:..3!‘ »  Atleast 1.7Bn Roubles Stolen
» 50 “Cyber Hackers” Arrested

»  Digital Forensics executed by
Kaspersky Labs, FSB and Sberbank
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CyberAttack: Tesco Bank — Nov 2016

6t" Nov 2016: Cyber Criminals from Brazil & Spain hack 40,000
TESCO Bank Accounts with reported Theft of £2.5m from 9 000
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CyberAttack: SberBank - CbepbaHK: 8t Nov 2016
A\ CB/EPBAHK
'IH

Beceraalpsaom

Massive DDoS Attack from 24,000 “Bot” Devices (Internet of Things)
Hits SberBank, Alfa Bank, Moscow Bank, RosBank, Moscow Exchange
- Peak Web IP Requests of 660,000/Sec quoted by Kaspersky Labs -
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CyberAttack: SberBank - C6epb6aHK: 8" Nov 2016

Massive DDoS Attack from 24,000 “Bot” Devices (Internet of Things)
Hits SberBank, Alfa Bank, Moscow Bank, RosBank, Moscow Exchange
- Peak Web IP Requests of 660,000/Sec quoted by Kaspersky Labs -
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—EQUIFAX - Sept 2
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Personal IDs Stolen from 144Million+ Clients (USA, UK..)
rds, Driving Licences, Social Security, eMail....

.

k-
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GozNym CyberCrime Network

¢ Bank Fraud: S100M+ stolen from 41k+ Victims (May 2019)
» GozNym Malware: Banking Malware launched by in 2016

» Malware Origin: Merger of Gozi (Web Brower Injection) &
Nymaim (Malware Injection through email & web links)

» International Effort: Europol & US Justice Dept Partnership
» Cyber Gang: Moldova, Bulgaria, Georgia, Ukraine & Russia

» Conspiracy: Bank & Computer Fraud & Money-Laundering

“21%C CyberSecurity Trends in Finance ”  II® pYBERSECURITY
. . - Al & Machine Learni Banking - s
40" International East-West Security Conference Ju“an‘;f s effl'g{:gl{f:: sankng 34

© Dr David E. Probert : www.VAZA.com ©

£ \ i?..ﬁ_ -
7 ¢ N "
ANy L
-




IREFAMD

SWEDE

Dnhndant 6
: Moscow, Russia
.F'm-.ridarnf Spammm Services

Defendant 7

umndam 4 . Account Takeower Specialist

Kazan, Russia and Khmelnytskyi, Ukraine

Poltava, Ukraine
Ammﬂmwraf a Butelproof Hosting Services Nebwork

Defendant 3
Orenburg, Russia
Mahware Developer

POLAND'

Defendant5
Balti, Moldova

KAZAKHSTAN

AR Defendant 9

Volgograd, Russia

Defandant 11
Varna, Bulgaria
Accownt Takeover Specialist

E”'A r“ Stavropol, Russia
“cash-oul” or “drop master”

-

MEDITHE MNEAM SEA
g IRAQ IRAN AFGHANISTAN
ROCCO Defendant 1 o
ALGERIA Thilisi, Georgia Defendant 2

Thilizi, Georgia and Kazakhstan
Technical Administrador

Primary Organizer and Leader
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CyberSecurity Review: Raconteur.Net

CYBERSECURITY

ARTIFICIAL CYBER-RESILIENCE FINANCIAL

INTELLIGENCE BY DESIGN IMPACT

How should IT experts respond Bullding a cyber-secure Flve ways cyberattacks
when Al falls Into the wrong hands? f——— buslness from the ground up F— can destroy company value

is key in tackling
data breach fallout

In the age of social media and public relations crises
snowballing out of control, the ensuing hours after a
data breach can make or break a company’s reputation

Nick Easen

asslve cyberattacks appear to go | responding to breaches, will become
0 In waves and we're probably due | even more cruclal to business success in

one soon. Marrlott, Britlsh Alr- | the future,” says Tim Rawlins, director at
ways, Facebook, Dixons Carphone are | NCC Group.

Mok mmrmen af fhe il momman fhat bhoe oo
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CONCLUSIONS FROM THE CONSULTATION ON THE

EBA: European
S Banking Authority
7NN\ Fintech RoadMap

March 2018

i EURO
BANKING
AUTHORITY




2018

Authorisation and
regulatory
perimeter issues

* Survey issued to competent authorities, EBA analysis of responses
= Report (and if appropriate Opinion) issued

= Survey issued to competent authorities, EBA analysis of responses
= Report (and if appropriate Opinion) issued, including Guidance to
enhance supervisory consistency and facilitate supervisory
coordination in the operation of regulatory sandboxes

Regulatory
sandboxes and
innovation hubs

Impact on
business models,
prudential risks
and opportunities

= Report issued on impact of FinTech on the business models of
institutions

= Report issued on prudential risks and opportunities for institutions
focussing on several use cases

= ICT risk guidelines addressed to institutions providing guidance for = Follow-up work as appropriate
Cyb 5 evaluating and mitigating ICT risk including cybersecurity risk (e.g. cyber threat testing \)
ersecurity « Harmonised supervisory practices on cybersecurity framework in alignment with W
» Follow-up work in relation to EBA security-related mandates under PSD2 other EU initiatives) /"
ra
_____________________________ -
Regulatory mapping of the current requirements on VCs g EM"TE':E'M ',’m?ﬁa' G “\‘
Report issued on cross-border issues identifying potential D::::'Ia ﬁth:";f:" \froin Eiy -
Consumer and national barriers from consumer and conduct of business % mﬂint of the applicability &
: reguirements e ik . ~
conduct issues Report issued on consumer related disclosure aspects £ ;f"?::"g':uuﬂh'm" :Em-t:r:;kch 2

Consideration of consumer and conduct of business related
aspects in the context of the authorisations/perimeter work

needed

= Fact-finding exercise ML/TF risk associated with FinTech solutions and
providers

» Amended Risk Factors Guidelines issued

= Joint Opinion issued on the ML/TF risks affecting the EU's financial
sector

EBA FinTech Knowledge Hub
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4 Advanced Fmancnal Securlty Solutlons

“Artificial Intelligence»
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Worldwide Real-Time Financial Trading
—24/7 Global Networks

IEfW g? ﬁmgﬁﬂaimﬁfl E {T hmm-
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Al in Financial Services: August 2018

- In-Depth World Economic Forum Report -

WORLD
ECONOMIC
FORUM

* COMMITTED TO
IMPROVING THE STATE
OF THE WORLD

The New Physics of Financial Services

Understanding how artificial intelligence is transforming the financial ecosystem

Part of the Future of Financial Services series | Prepared in collaboration with Deloitte
August 2018
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Al in Financial Services: August 2018
- In-Depth World Economic Forum Report -

Context and approach | Research methodology ot

a ’ ! ECONOMIC
The World Economic Forum, with support from Deloitte, has conducted one of RN
the world’s largest studies into the impact of Al in financial services
v' 200+ subject matter expert interviews with v Seven global workshops that brought together v" Ten months of extensive research
leaders across incumbents and innovators* stakeholders from different backgrounds
( ” ; i ) (- ; T . i
Working with leading incumbents... ...and with leading innovators & academics
S&P Global ¥ ZURICH g HsBC < Deloitte. AI%Z KENSHC ﬁEéﬁﬁ e sentient gﬁ% G m
' MorganStanley ¢
Deutsche Bank . B CREDIT SU|SSE‘“ Julius B3 *RB5 iSENTIUM complyAdvantage P/ ForwardLane Betterment
ulius ar o a2l 1 UMIVERSITY OF
Wilestpac ;ﬁmﬁ% cranered R | AIG & CME Group barmbu 'Q o OXFORD RECSTHES (2 eciHeR
o : COFortia =5
~  @swisske [P PayPal $ Scotiabank sy QPalantic  HABITO — SECURE@

. Bivowell [R|S.A| A wealthfront (X Jlendinvest
Vouir Sclonce Anslstant 1RADESHIF|- c|0r|tymoney 4o

DTCC @) Cv}’onﬁdo a MoneyLion @I’lSkgenlUS SATELLOGIC

BLACKROCK [~ s @i ¥ Nesdea ¢ IBS
& Santander = ra

JPMORGAN CHASE & Co.

\. J
~
Hosting interactive discussions in financial capitals around the world
i “ - %‘”*},Lﬁ
— F.d -] ﬂﬂ
San Francisco, USA London, UK Zurlch, Switzerland New ‘{ork, USA Hong Kong, SAR Sydney, Australia Davos, Switzerland r\\ :' A ?‘9
A . J
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Injecting Intelligence to FinTech Services

| 10 HOTTEST Al FINTECH
STARTUPS IN EUROPE

> " coteral
®, B2k
Sentifi

e

’ NetGuardians
% parashift

L AXYON.AI
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Injecting Intelligence to FinTech Services

e eTrading: Algorithmic Electronic Financial Trading
evolved almost 50 years ago during 1970s

* Smart Tools: Al/Machine Learning Tools were
embedded in financial services apps from 2001

* CyberSecurity: CyberAttacks on FinTech Services
demands“Speed of Light” Al Cyber Response

» Al StartUps: Massive Growth in Al/ML Fintech
Business: NetGuardians, OakNorth, Cleo Al,
Fraugster, CollectAl, Axyon Al, Risk ldent, Sentifi...

...Al/ML are already mainstreaming in the FinTech
Sector and will soon be embedded in all sectors.
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* WorldWide Al MarketPlace *
(1) Investments & Acquisitions: 2012 - 2017
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* WorldWide Al
(

2)

Cognitive Scale ﬁ

PATHWAY GENOMICS*

Optimaneg HOATR, Muzimizng Riwsnds

Al
ELEMENT ¢ CrowdFlower
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Source: “Big-Tech in Al” - CBInsights
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MarketPlace *

Investments & Acquisitions: 2012 - 2017
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Al Review: Raconteur.Net — May ‘18

ARTIFICIAL INTELLIGENCE
FOR BUSINESS

0 TEACHING BOTS HOW TO 1 THE ONLY WAY I5 ETHICS
COPE WITH EMOTIONS IN THE WORLD OF Al

0 THINK BIG, START SMALL
AND SCALE FAST
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Al Review: Raconteur.Net — May ‘19

AI FOR BUSINESS *%]_|

10

FROM AUTOMATION
TO AUGMENTATION

Human augmentation Is set
to transform the world of work

THE RISE OF SELF-
SERVICE ANALYTICS
Pre-bullt algorithms and
off-the-shelf tools

Al AND NATIONAL

SECURITY COLLIDE
Exploring the relationship between
big tech and natlon-state Al

OPPORTUNITY

Navigating Al hypein
search of success

Endless buzzwords and misconceptions confuse leaders and
dilute the true purpose of artificial intelligence (AI) as a means to
achieve business objectives rather than the end objective itself

&
Cliver Pickup

couple of years ago, there was a
joke doing the rounds at technol-
ogy conferences that Al for busi-

ness Is llke teenagers and sex: everyone
talks about It, but few actually get It.

Te tlhe wlbhald sttt alomm obdntad te 0T

40t International East-West Security Conference

“In reallty, Al Is a collectlon of targeted
technologies, from machine-learning to
natural language processing and vision
Identlficatlon, from chatbots to analyt-
lcs and automatlon, each with Its own

Atwamathe amd  aoellonflosn TiThoe  thoaer

T

J

“215*C CyberSecurity Trends in Finance

- Al & Machine Learning for Banking -
St Julians, Malta - 10th/11th Nov 2019
© Dr David E. Probert www.VAZA.com

Duetothe common misconception of Al
“we will see some major missteps by house-
hold names falling to adapt fast enough®,
predicts Shamus Rae, partner and head of
digltal disruptlion at KPMG UK. “MIT pro-

Frmmme Thommald Dol oo amaloaem nboossd Gaok e
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Al Innovation in Europe: 2015-2019

Al INNOVATION IN EUROPE

Top countries by number of European Al startups

kS

@050

SOURCES OF Al INNOVATION

Top applicants by number of patent families

@ 514100

$ 101-200

@ 201-500

103

_EADERS e

There has been a 270 per cent increase in
the number of enterprises implementing
Al over the past four years, according to
research by Gartner, but which countries,
sectors and companies are leading the way
in terms of deployment? This infographic 45
explores how Al is being adopted in
different industries, and where innovation
is stemming from

-

MMC Ventures/Beauhurst/Crunchbase/Tracxn 2019 World Intellectual Property Organization 2019
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Al deployment by Industry and Function — McKinsey 2018

Service Product and/ Marketing Supply chain Manufacturing Human Strategy and
operations or seryice and sales management resources corporate
development finance

B s

F
e

Telecoms

High tech

Financial services

&
) &

Professional services

Electric power and

and services

Automotive and
assembly

Travel, transport
and logistics

natural gas .
Healthcare systems

Retail

Pharmaceuticals and
medical products

McKinsay 2018
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Top Sectors

WHERE THE Al TALENT WORKS

Distribution of data scientists by sector

2%

Academia

1%
Gaming

1%
Government

6%
Healthcare/
pharmaceuticals

8%
Consulting

 [o}-4
Other

) ._J'_--ﬁ.:-

9%
Advertising/

marketing

44%
Technology

14%%

Financial
saervices

Burtch Works 2018

40t International East-West Security Conference

Skills & StartUps!

TOP SECTORS FOR Al STARTUPS

Distribution of Al startups by sector

&%
Education

8%

and utilities

“215*C CyberSecurity Trends in Finance ”

Infrastructure

5%
Agriculture

11%%
Other

8%

Transport
and travel

11%%
Retail

12%

Media and
entertainment

21%
Health and
wellbeing

18%%
Fimance

MMC Ventures/Beauhurst / Crunchbase/ Traczxm 2019

- Al & Machine Learning for Banking -

~
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Afiniti: Artificial Intelligence for Call Centres

David Cameron takesjobwithUS
artificial intelligence firm

Former UK prime minister to chair advisory board of Washington-
based Afiniti

A David Cameron said he was ‘delighted’ with the role. Photograph: Jack Taylor/Getty Images

David Cameron has taken a job as chair of a US artificial intelligence firm’s
advisory board, it was announced on Friday.

“215*C CyberSecurity Trends in Finance ”

. . - Al & Machine L j Banking -
40t International East-West Security Conference & o s oo o,

© Dr David E. Probert : www.VAZA.com ©




Afiniti: Artificial Intelligence for Call Centres

afiniti
Al algorithms scan
new data daily

htEr-Hl:l:E::‘l! Q-'%E' Eﬁhﬂm‘ﬁ L "ﬁ

R

Afiniti uses Al to Optimise “Customer — Agent” Pairings...
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Afiniti: Artificial Intelligence for Call Centres
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The
AlanTuring
Institute

@ FINANCE & Microsoft

4 ARTIFICIAL
INTELLIGENCE

4 IN FINANCIAL SERVICES
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Artificial
intelligence
in finance

Bonnie G. Buchanan, PhD, FRSA
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Al in Financial Services: Recent Reports - 2019
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215'C Trends in FinTech Security...

5 —Ada otive FinTech Business Analyéls

“Deep Learning!...”
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Deep Learning: FinTech Neural Intelligence

* Deep Learning: Based upon Multi-Layer Neural Networks
invented 75 years ago back in 1943!

* CyberSecurity: Deep Learning Solutions are now
mainstreaming in applications such as:

— Anomalous Transaction Detection

— loT Device Authentication (“Internet of Things”)
— Real-Time Cyber Threat & Attack Intelligence

— End-User & Client Behaviour Profiling

— Fraud Detection & Anti-Money Laundering (AML)

...Neural Networks provide “Instant Decisions” but require
extensive training & continuous learning on Big Datasets...

“21%'C CyberSecurity Trends in Finance ” SIS pYBERSECURITY
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Deep Learning & Neural Networks

Advanced CyberSecurity Solutions
ARTIFICIAL

INTELLIGENCE

MACHINE
LEARNING

DEER

NVIDIA — Machine Learning GPUs & Deep Learning Institute
T T T T T T i

1950°s 1960°s 1970°s 1980's 1990 2000's 2010's www.nvidia.com
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Deep Learning & Neural Networks

Advanced CyberSecurity Solutions
HOW A DEEP NEURAL NETWORK SEES

“215*C CyberSecurity Trends in Finance ”
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Deep Learning & Neural Networks
Advanced CyberSecurity Solutions

URITY

=
=
—
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Deep Learning & Neural Networks

Advanced CyberSecurity SI_utions

How Artificial Intelligence Will
Secure the 271 Century

Machine Learning and Mathematics Introduce a Brave New World
of Predictive Cybersecurity That Rewrites the Rules of Protection

www.cylance.com/content/dam/cylance/pdfs/white_papers/Al_and_Machine_Learning.pdf

CYLANCE
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Senseon: Enterprise Al-Enabled

“Cyber Intelligence & Analysis”...

Technology Product MNews L 4 in

32N> =0 N

Intelligence led.
Machine learning driven.

At Senseon we are shifting the paradigm of how intelligence is used in
cyber defence. Senseon automatically observes activity from every
perspective and uses Al to calculate the next optimal investigative move.
before we have even alerted you.

Request our White Paper

Book a demo
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Cybersecurity using Malware Data Mining

based on “Al/Machine Learning”: Sophos
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Cybersecurity using Malware Data Mining

based on “Al/Machine Learnin

Invincea to Become Part of Sophos Synchronized Security

@ Admin | Manage All Sophos Products & Self Service | User Customizable Alerts S5 Partner | Management of Customer Installations

Sophos Centra

Q@@

UTM/Next-Gen Firewall '_ ' ]

]

\Aliralaee —
Wireless —

-y

Email

web Q@B :
A Cloud Intelligence

('_l_f—,.;" Analytics | Analyze data across all of Sophos’ products to create simple, actionable insights and automatic resolutions

. ; 4 Malware Identities | URL Database | Machine Learning | Threat Intelligence | Genotypes | Reputation |
€ Sophos Labs | 24x7x365, MUlti-cONtINENt OPEration | nesder: aues | APY ke | Ao kiatier | Ak Sooem | DLP | Seponty Sandboxing | AP! Everywhere
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Cybersecurity using Malware Data Mining

Synchronized Security

_:_l Admin | Marage Al Sophos Producs L. Salf Servioe | User Customizalole Alerts it Partner | Maragement of Custom er rstallations

Sophos Central
i Chmid 3+ -"! o ITI .

Cloud Intelligence

. Analyties | Analy2e data across all of Sophos’ products to create simple, actionable insights and automatic resolutions

e LA L Db e | Pl ares I ot Hem | Fl b Lo okc-up | Ganobypes | Repu bsbion | BehsdourslAules | APT Auls s
+ Sophos Labs | 24x7x365, multi-continent operation | ... | am-spem | Cetscontal | Sophosi | Patches | ¥ulre—sb 1 s | Sand oing | AR Everys hers

Invincea Cyber Tools fully embedded in Sophos Intercept X Deep Learning: 2018
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215'C Cyber Trends in Finance...

6 -215tC Distributed Peer-to-Peer Ledgers
| 7

“Role of Blockchains....
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BlockChains & CryptoCurrencies

* BlockChains: Distributed “Spreadsheets “ with
Encrypted Verification of “Financial Contracts”

— Apps in MOST Economic Sectors for Peer-to-Peer
On-Line Trading with NO Central Authority...

— Apps from Banks, Governments, & Retail Sectors

* CryptoCurrencies: Virtual Currencies include
BitCoin, Ethereum, LiteCoin, Ripple & Zcash

— BitCoin is still most widely traded Virtual Currency

... BlockChain Apps may improve CyberSecurity
for On-Line Trading & Financial Contracts!...
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BlockChains & CrCrrencies
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BlockChains & CryptoCurrencies
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Security Printing: Russian Bond - 1910
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Security Printing: Russian Bond - 1910
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Steel Works : KO30BKa -c1890 ' Great Grandfather Edwin James Williams

“Hughsovka” -now “Donetsk”
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19thC “Troika Trip” Near “Hughesovka/ HO30BKa”
with Great Grandfather (Edwin James Williams
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Blockchain: Secure & Trusted Transactions

* Crypto Currencies: Blockchain achieved “fame”
with launch of Bitcoin & other Cryptos from 2009

e Distributed Ledger Technology(DLT): FinTech now
using Blockchain in multiple Cyber Applications:

— Digital Identity Authentication

— Business & Client Credit Reports

— Regulated Crowd Funding through ICOs

— On-Line Trading: Shares, Bonds, Hedge Funds
— Syndicated Lending & Anti-Money Laundering

....Blockchain & DLT can be used across FInTech
Sector to boost security & trust by augmenting &
upgrading existing Financial Accounting Apps...
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B THE MARCH OF FINANCIAL SERVICES FIRMS INTO BITCOIN
¥ & BLOCKCHAIN STARTUPS

2014 - 2017 YTD (2/13/2017)

BBVA & MIAX Tl
VENTURES
Delnﬁtte
- DEUTSCHE BORSE b i 3
USAA S P :
' ABN-AMROD cice
I"Il' J.EMorgan L L] m:t

NYSE

F-PRIME

Jun-14 Jan-15 Jun-15 Jan-16 Jun-16 Jan-17
DATE OF DEAL
&2 CBINSIGHTS
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Malta: BlockChain Business & Regulations

e ANX Intl
Malta: Destination Binance
Blockchain Island BitBay

With its move to regulate Distributed Ledger Technologies, Malta is positioning itself
as the go-to place for innovative fintech companies and blockchain entrepreneurs. B itt r. e X

-

. = N

Malta is the first country P » .
in the world with clearly Tt e = : - : KS I IVI a I ta

established regulatory

frameworks for DLTs, ICOs

and virtual currencies. gvi ol o | s : s A LER E. " N eW F u n d
Crypto exchahéés, . | = '
ICO platforms ‘ i ; . o O keX

and developers of

blockchain-based tools and [ = p ;
applications have either ey & _ 4, i T RO N

ocated or established

" new offices on theisland. g ' ‘ o ; '
 Financial mpanies : y e o YOVO
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Security Printing: Russian Bond - 1912
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Security Printing: Russian Bond - 1912
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Security Printing: Russian Bond - 1912
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Security Printing: Russian Bond - 1912
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Security Printing: Odessa Bond - 1913
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Securlty Printing: Odessa Bond - 1913
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Decentralised Identity Foundation (DIF)

é%ééé DIF Home Ouvur Focus Working Groups Contact Us Yy o @

Together we're building a new
identity ecosystem

Join us in developing the foundational components of an open,
standards-based, decentralized identity ecosystem for people,
organizations, apps, and devices.

BECOME A MEMBER

DIF: “Open Source” ID EcoSystem - Founded May 2017
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le‘c Cyber Trends in Finance...

on!

7/ — Cyber Fraud Detection & Prevent

“Big Data Analyti

A 4V L"‘"
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Counter-Fraud: Al & Big Data Analytics

Al BlIG DATA

FXPO  WORLD SERIES

GYBER SECURITY & CLOUD

FXPO)  WORLD SERIES

. . - Al & Mach L Bank
40t International East-West Security Conference 2% Machine Learning for Banking



Counter-Fraud: Al & Big Data Analytics

 Massive Global FinTech Transaction Growth

requires Innovative Intelligent Analysis Apps:

- Fraud Alerts: Al Analysis of “Big FinTech DataSets”

- Anti-Money Laundering(AML): Al Compliance Apps
- Counter-Terrorism Financing(CFT): Al/ML Detection
- Client ID Authentication & Account Verifications

- Real-Time Detection of Anomalous Transactions

- On-Line Alerts for possible Insider Fraud & Trading

... Big Data Analytics” provides FinTech with new
asset to mitigate Fraud & boost CyberSecurity!..

“21°'C CyberSecurity Trends in Finance ” RSl ;YBERSECURITY
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Intelligent Customer
Finance Assessment

M Amlexa

ANTI-MONEY LAUNDERING SOLUTION
FOR THE AUTOMATED REMOTE CUSTOMER DUE DILIGENCE

Identification
Verification
Assessment

. Monitoring
Back Office

Al Enabled Due Diligence
AML: Anti-Money Laundering
CFT: Counter Terror Finance
o L G KYC: Know Your Customer
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21%C Cyber Trends in Finance...
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FinTech: Intelligent Cyber Security & Trust!

e 20% Financial Services: Physical Banks, Electronic
Networked Communications & Spreadsheets

* 215C FinTech/FinServ: Digital Banks, Intelligent
Real-Time Mobile Apps, Analytics & Blockchains

* CyberSecurity: Intelligent Real-Time Detection of
CyberCrime, Malware, CyberThreats & Attacks

e Cyber Trust: Mitigation & Prevention of Business
Fraud, Money-Laundering and Terrorist Financing

....Intelligent FinTech Apps (Al/ML) provide new 215t
Solutions to meet Compliance & Regulations Acts!
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FinTech: Intelligent Cyber Security & Trust!
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KPMG - FinTech
- March 2019 -

- CyberSecurity
- Crypto Assets
- BlockChains...
- Data and All...
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Fintech regulation

Fintech adoption

* |ncreasing reliance on technology

* |ncreasing interconnectedness and
complexity

* Economies of scale in IT applications

Risks to consumers

Lack of consumer understanding
Mis-selling of products and services
Financial exclusion

Data privacy, security and protection

Risks to firms

e Business model viability
e (Governance
* Technology risk and operational
resilience
Data handling
Conduct and AML
Legal

Risks to financial stability

* Concentration

* Alternative channels of financial
intermediation

* Herd-like behaviour

* Use of crypto assets
System-wide vulnerabilities

Q Regulatory responses

Regulatory perimeter
* Consumer protection
Data protection, security and privacy

Regulatory perimeter
Governance

Risk management
Operational resilience

Data and information gathering
and analysis
Emerging regulatory interventions

“215'C CyberSecurity Trends in Finance ” 1 ghYBERSECURITY
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Fintech-related regulatory and supervisory initiatives
International standard setters, EU and UK FSB report on financial

sector cyber security
regulations, guidance and
FSB rE'I:I'Drt on fintech credit: Superuisory practices
market structure, business 0
models and financial :
stability implications
ESAs Joint
Committee report on
the use of big data by

EBA opinion on lending financial institutions IOSCO research FSB report on financial stability
based crowdfunding 0 report on fintech : implications from fintech
° : ° s ? :
2015 2016 2017
: o : :
5t : o ; 6
: : Committee on Payments :
i gm: Sl Iﬂ e and Market Infrastructure : EBA report on : FSB report on artificial
approach to virtual currencies o B e bt e 5 intelligence and machine
technology in payment, consumer data by learning in financial services
clearing and settlement financial institutions o
Key: :
O General O The EBA's approach to
() Crypto assets financial technology
(© Distributed ledger technology EBA draft recommendations
: on outsourcing to cloud
. Peer to peer lending service providers
O Dataand Al
O Cyber security

“215tC CyberSecurity Trends in Finance ” 7 17 ghYDERSECURITY
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“The New Physics of Financial Services”

- Al is Transforming ALL Aspects of Finance! -
Deloitte.

The new physics of financial services
How artificial intelligence is transforming
the financial ecosystem
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“The New Physics of Financial Services”

- Al is Transforming ALL Aspects of Finance! -

WORLD
ECONOMIC
FORUM

* COMMITTED TO
IMPROVING THE STATE
OF THE WORLD

The New Physics of Financial Services

Understanding how artificial intelligence is transforming the financial ecosystem
Download: www3.weforum.org/docs/WEF_New_Physics of Financial_Services.pdf

Part of the Future of Financial Services series | Prepared in collaboration with Deloitte
August 2018

World Economic Forum : AUgUSt 2018 «sc CyberSecurity Trends in Finance ” glaistenY
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40t International East-West Security Conference & o s oo o,
© Dr David E. Probert : www.VAZA.com ©




215'C Cyber Trends in Finance...

9 — Cyber Plans for YOUR Business!...
“SMART Security Toolkit”
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CyberSecurity Plans for YOUR Business)

* Every Business & Government Agency needs to
upgrade Cybersecurity for 215tC Fintech!...

* Phase 1 — Audit: Review CyberSecurity for all
Financial Accounting & Banking Transactions

* Phase 2 — Plan: Develop Top-Level RoadMap &
Practical Multi-Year SSS Investment Plan

* Phase 3 — Execute: Upgrade YOUR Business
Financial Security Operations, Fraud & Insider
Trading Detection with Intelligent 215tC Apps

....Financial “Cyber Upgrade” should be executed by
Chief Finance (CFO) & Chief Security Officer (CSO)
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”Cyber Defence” agamst “Alien Invaders”

215'C Cyber Trends in Finance
- Al & Machine Learning in Banking -

Intelligent & Adaptive
Finance CyberTools will
Provide “Speed of Light”
Real-Time Defence against
TOP 10 Threats & Attacks!

“Steam Powered Birds arrive over our Cities!” - 1981
Pen & Ink Drawing by Dr Alexander Rimski-Korsakov (1936 — 2018)
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Web Link: www.valentina.net/ARK3/ark2.html
40t International East-West Security Conference
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Pen & Ink Painting by Dr Alexander Rimski-Korsakov :“Navigating the Oceans & Hidden Threats”

Radium Institute Calendar - 2007 —St Petersburg  “21sc cybersecurity Trends in Finance ” [l
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215C Cyber Finance, Industry & Futures!

"21stC CyberSecurity": Finance, Industry & Futures!

215C Cyber Trends in Finance
- Al & Machine leurnfng in Banh‘ng -

Upgrading Industrial CyberSecurity

Securing Critical National Infrastructure

Intelligent Integrated Security

- Cybert:nme, CyberTerror, CyberWar -

OF Dvid "r'
v&n_n?tgn?g:&

(1) Financial Security

(2) Industrial Security

(3) Intelligent Security

*** 40th International East-West Security Conference: St Julians, Malta - 2019 ***

40t International East-West Security Conference
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215'C Cyber Trends in Finance...
40" East-West Securlty Conference: Malta
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Download Presentation Slides:
www.Valentina.net/Malta2019/

Thank you for your time!
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Additional Cybersecurity Resources

Smart Solutions: " Haster Class™ — Park 1

- Defining Smart Solutions

& Business Architectures -

Smart Solutions: "Haster Class” - Part 3

- Designing & Engineering
Smart Solutions -

- Armenia: Smart Economy -

“Smart Business Architectures for
Intelligent Economic Development™

- Smart Sustainable Security -

“Integrating Cyber & Physical Oparations™

"Master Class - Smart Theory & Practice

"21:tC Armenia - 2012: Smart Security”

"21stC Armenia: Smart Governance”

“Real-Time Armenia”

“Kocariag Gorrrmment & Fimavcia® Enterprive Speraiion®

“Roadmap for Real-Time Armenia™

“Eatmrrerasien, L Cmmeres sad - Seoweiy *
.

— e
‘-ﬂ

(S)USAID|CAPS

"‘ USAID|CAPS

a RoadMap for
'Rea Armenia

\ ﬁ'MEI‘rﬂ:ﬂ

JFJ“?W
et et TLre [ e g A P
o e it e

"Real-Time Armenia” - White Paper

"Real-Time Armenia" - Slides

Roadmap for Real Time Armenia- Report

RoadMap for Real Time Armenia- Slides

“Real-Time"

R T Gamarin | Saminring Geirvanvuraied & [riborietion Chpiratiiors =+

“Real-Time Georgia™

SSevaring Geavermweat & Emterprise Gperation®

L21stC Georgia™....

. “Cyber- Vm rdzia”...

BT AN
21%C Georgia - “"Cyber Vardzia”
“Integrated Cyber & Fhysical Security™

for e=Government & e-Georgla

"Real-Time Georgia" - GITI 2008 Paper

Gorgeons Georgia: In Photos

21stC Georgia: "CyberVardzia” - Paper

21stC Georgia - "CyberVardzia" - Slides

* ITU Cybersecurity Strategy *
"3-Day Workshop Overview™

T
P e

i e
D e
[

“Organisatienal Structures
&

Incident Management
for
Cybersecurity in the Americas”

"Cybarsacurity Capacity Building
&

International Collaboration

O Do I et

Link: www.valentina.net/vaza/CyberDocs

40t International East-West Security Conference
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Professional Profile - Dr David E. Probert

Computer Integrated Telephony (CIT) — Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with
telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

Blueprint for Business Communities — Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the
“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

European Internet Business Group (EIBG) — Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included
support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.
Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 =»1998)

Supersonic Car (ThrustSSC) — Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1t Multi-Media and e-Commerce Web-
Site for the World’s 15t Supersonic Car — ThrustSSC — for the World Speed Record.

Secure Wireless Networking — Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11
networking products with technology partners from both UK and Taiwan.

Networked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall
responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

Republic of Georgia — Senior Security Adviser — Appointed by the European Union to investigate and then to make recommendations on all aspects of IT
security, physical security and BCP/DR relating to the Georgian Parliament, and then by UN/ITU to review Cybersecurity for the Government Ministries.

UN/ITU - Senior Adviser — Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society, IEEE Life Member and 1% Class Honours Maths Degree
(Bristol University) & PhD from Cambridge University in Self-Organising Systems (Evolution of Stochastic Automata),
and his full professional biography is featured in the Marquis Directory of Who’s Who in the World: 2007-2020 Editions
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215'C Cyber Trends in Finance...
40th East West Security Conference: Malta
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