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Our Our CyberCyber TrilogyTrilogy: : Finance, Industry & Futures!Finance, Industry & Futures!
Theme (1)Theme (1) -- 2121ststCC Cyber Trends in FinanceCyber Trends in Finance: AI & Machine Learning in Banking!...: AI & Machine Learning in Banking!...

-- Review of Finance Sector Review of Finance Sector –– Technology & Market Innovation Technology & Market Innovation 

-- Mitigation of Cyber Attacks with AI, Machine & Deep LearningMitigation of Cyber Attacks with AI, Machine & Deep Learning

-- Using RealUsing Real--Time Analytics & Big Data to Secure Finance TransactionsTime Analytics & Big Data to Secure Finance Transactions

“Cyber Strategies for Finance & Banks!”    “Cyber Strategies for Finance & Banks!”    1111thth Nov:Nov: 9:45 9:45 –– 10:3010:30

ThemeTheme (2) (2) –– Upgrading Industrial CyberSecurity: Upgrading Industrial CyberSecurity: Securing  Critical Infrastructure!...Securing  Critical Infrastructure!...

-- 2121ststC C Cyber Landscape for Critical Industrial & Energy SecurityCyber Landscape for Critical Industrial & Energy Security

-- Upgrading Legacy Devices & Control Systems to 21Upgrading Legacy Devices & Control Systems to 21ststC StandardsC Standards
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-- Upgrading Legacy Devices & Control Systems to 21Upgrading Legacy Devices & Control Systems to 21ststC StandardsC Standards

-- Securing Critical Assets with Intelligent SelfSecuring Critical Assets with Intelligent Self--Learning Cyber SolutionsLearning Cyber Solutions

“CyberSecurity for Critical Sectors! “         “CyberSecurity for Critical Sectors! “         1111thth Nov: 15:15 Nov: 15:15 –– 16:0016:00

Theme (3) Theme (3) –– IIntelligent,ntelligent, IIntegrated ntegrated SSecurityecurity: : CCyberCrime, yberCrime, CCyberTerror & yberTerror & CCyberWaryberWar!...!...

-- Understanding and Mapping Worldwide Cyber ThreatsUnderstanding and Mapping Worldwide Cyber Threats

-- Exploring Intelligent Cyber Tools & RealExploring Intelligent Cyber Tools & Real--Time Analytics Time Analytics 

-- Discussion of CyberSecurity Scenarios for Discussion of CyberSecurity Scenarios for Next 10 Years Next 10 Years & Beyond !...& Beyond !...

““CyberVisionsCyberVisions for Intelligent Futures!”        for Intelligent Futures!”        1111thth NovNov: 12:30 : 12:30 –– 13:1513:15



1 1 ––2121ststCC ““Disruptive”Disruptive” Financial Futures!Financial Futures!

“Fintech & Cyber Banks“Fintech & Cyber Banks””

2 2 –– Top 10 Cyber Finance Threats!....Top 10 Cyber Finance Threats!....

“DDoS to RansomWare!“DDoS to RansomWare!””
3 –– Case Studies: Cyber Hacks  & Attacks Case Studies: Cyber Hacks  & Attacks 

“Transaction Security”“Transaction Security”

2121ststC C CyberCyber Trends in Trends in FinanceFinance......

4

“21stC CyberSecurity Trends in Finance ” 

- AI & Machine Learning for Banking -
St Julians, Malta  – 10th/11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

“Fintech & Cyber Banks“Fintech & Cyber Banks”” “DDoS to RansomWare!“DDoS to RansomWare!”” “Transaction Security”“Transaction Security”
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“Artificial Intelligence”“Artificial Intelligence”
55––Adaptive Adaptive Finance Business Finance Business AnalysisAnalysis

“Deep Learning...”“Deep Learning...”
66 –– 2121ststC Distributed PeerC Distributed Peer--toto--Peer LedgersPeer Ledgers

“Role of “Role of BlockChainsBlockChains””

7 7 –– Cyber FraudCyber Fraud Detection & Prevention Detection & Prevention 

““Big Data AnalyticsBig Data Analytics”         ”         
88–– From 20From 20ththC Banks to 21C Banks to 21ststC Fintech! C Fintech! 

“Intelligent Cyber Tools”“Intelligent Cyber Tools”
9 – Cyber Plans for Cyber Plans for YOURYOUR Business!Business!

“Smart Security Toolkit” “Smart Security Toolkit” 



1 1 ––2121ststCC ““Disruptive”Disruptive” Financial Futures!Financial Futures!

“Fintech & Cyber Banks“Fintech & Cyber Banks””

2 2 –– Top 10 Cyber Finance Threats!....Top 10 Cyber Finance Threats!....

“DDoS to RansomWare!“DDoS to RansomWare!””
3 –– Case Studies: Cyber Hacks  & Attacks Case Studies: Cyber Hacks  & Attacks 

“Transaction Security”“Transaction Security”

2121ststC C CyberCyber Trends in Trends in FinanceFinance......

1 1 ––2121ststC C “Disruptive” “Disruptive” Financial FuturesFinancial Futures
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“Deep Learning...”“Deep Learning...”
66 –– 2121ststC Distributed PeerC Distributed Peer--toto--Peer LedgersPeer Ledgers
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1 1 ––2121ststC C “Disruptive” “Disruptive” Financial FuturesFinancial Futures

“Fintech & Cyber Banks”“Fintech & Cyber Banks”



FinTechFinTech: : Market Size & GrowthMarket Size & Growth
•• FinTechFinTech = 21= 21ststC C Digital Banking & Financial Services

•• 2018 Size2018 Size: $112 Billion & 120% Growth Rate

•• TransitionTransition: Shift from Physical to Virtual Banks

•• HiHi--TechTech: Artificial Intelligence & Deep Learning

•• Secure DealsSecure Deals: Peer-to-Peer Blockchain Ledger

•• CyberSecurityCyberSecurity: Intelligent Real-Time Security
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........FinTechFinTech -- Global Transformation of the Banking & Global Transformation of the Banking & 
Financial Services Industry during Financial Services Industry during 2020 2020 –– 20302030!....!....

........Intelligent CyberSecurity Intelligent CyberSecurity isis CriticalCritical both for Classic both for Classic 
Banking & Finance as well as Banking & Finance as well as 2121ststC C FinTechFinTech SectorSector!..!..
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........FinTechFinTech -- Global Transformation of the Banking & Global Transformation of the Banking & 
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Global “Global “FinTechFinTech” ” MarketPlaceMarketPlace: : 20182018
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ChinaChina leadsleads “Global Fintech Sector”“Global Fintech Sector”: : 20192019
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ChinaChina leadsleads “Global Fintech Sector”“Global Fintech Sector”: : 20192019
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ChinaChina leadsleads “Global Fintech Sector”“Global Fintech Sector”: : 20192019
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ChinaChina leadsleads “Global Fintech Sector”“Global Fintech Sector”: : 20192019
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1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– TOP 10 Cyber Attacks & ThreatsTOP 10 Cyber Attacks & Threats

“Y“YOUR Cyber OUR Cyber Defence”Defence”

3 – Scenario 2018Scenario 2018: Cyber & Physical Tools: Cyber & Physical Tools

“Integrated Security”“Integrated Security”

2121ststC C CyberCyber Trends in Trends in FinanceFinance......

2 2 –– Top 10 Top 10 Cyber Finance Cyber Finance ThreatsThreats!...!...

“DDoS to RansomWare”“DDoS to RansomWare”
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4 –Scenario 2019Scenario 2019: : Internet of Things Internet of Things -- IOTIOT

“Self“Self--Adaptive”Adaptive”
5 –Scenario 2020: Scenario 2020: Machine LearningMachine Learning

“Self“Self--Learning”Learning”
6 –Scenario 2025:Scenario 2025: Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”
7 – ScenarioScenario 2040: 2040: ArtificalArtifical Silicon Life!Silicon Life!

“Neural Security”      “Neural Security”      
88–– 2121ststC National Cyber Strategy!C National Cyber Strategy!

“Cyber“Cyber @ Government@ Government””

9 –Cyber Cyber VISIONVISION to Security to Security NOWNOW!..!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”

ThrustSSC – 1st Supersonic Car – October 1997

“DDoS to RansomWare”“DDoS to RansomWare”



TopTop 10 10 Cyber Banking & Finance Cyber Banking & Finance Threats!Threats!

• Denial of Service (DDoS)

• $$$ Financial Data Theft

• Hacked/Fake Websites 

• Corrupt/Bribed Insiders

• $$$ Laundering Fraud

• Diverted Transactions

CriminalsCriminals use Multiple Threats to Research & Attack Targets!use Multiple Threats to Research & Attack Targets!
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• Hacked/Fake Websites 

• Personal ID Fraud

• eMail Invoice Scams

• Diverted Transactions

• APT & Phishing Attacks

• Ransomware/Bitcoin

...Motives: ...Motives: Financial, Political, Economic, Terror & Activism!Financial, Political, Economic, Terror & Activism!



RealReal--Time Global Time Global DDoS “DDoS “BotNetBotNet” Attack” Attack
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Global Market for Global Market for “Zero“Zero--Day” Day” Exploits!Exploits!
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Companies such as DCCompanies such as DC--based based Zerodium.comZerodium.com payout for “Zeropayout for “Zero--Day” exploits!Day” exploits!



Global Market for Global Market for “Zero“Zero--Day” Day” Exploits!Exploits!

.....Such .....Such “Zero“Zero--Day” Day” attack risks may be mitigated attack risks may be mitigated 

with newly developed “with newly developed “Cybersecurity Defences” Cybersecurity Defences” 
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Companies such as DCCompanies such as DC--based based Zerodium.comZerodium.com payout for “Zeropayout for “Zero--Day” exploits!Day” exploits!

with newly developed “with newly developed “Cybersecurity Defences” Cybersecurity Defences” 

Using Using Artificial Intelligence & Machine LearningArtificial Intelligence & Machine Learning!!



World Economic Forum: World Economic Forum: Global CyberCrimeGlobal CyberCrime

-- $445Billion $445Billion (Intel Research : June 2014) (Intel Research : June 2014) --
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Red Alert! Red Alert! 
–– InIn--Coming Cyber Attack! Coming Cyber Attack! --

“BAD RABBIT” “BAD RABBIT” RansomwareRansomware Attack Attack –– 2424thth Oct 2017Oct 2017



Finance Cyber Hacks: Finance Cyber Hacks: Global CyberCrimeGlobal CyberCrime

•• SummarisingSummarising Typical Finance Cyber Attacks:Typical Finance Cyber Attacks:

–– DDoS: DDoS: Distributed Denial of Service 

–– Phishing:Phishing: eMail, Social Media leading to ID Theft

–– APT: APT: Advanced Persistent Threats to inject Malware

–– Insiders: Insiders: Corrupted Staff, “Guests” & Contractors
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–– Wireless: Wireless: Eavesdropping & Decrypting Comms

–– RansomwareRansomware: : Encrypted Client/FinTech DataBases

... ... Cybercrime Impact Cybercrime Impact across ALL Sectors was across ALL Sectors was 
$1Trillion (2018) & Forecast $3Trillion (2021)$1Trillion (2018) & Forecast $3Trillion (2021)



IMF: IMF: Recent Cyber Attacks on Central Banks Recent Cyber Attacks on Central Banks –– June 2018June 2018
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1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber“YOUR Cyber Defence”Defence”
3 3 ––ScenarioScenario 20182018: Cyber & Physical Too: Cyber & Physical Toolsls

“Integrated Security”“Integrated Security”
4 4 ––Scenario 2019: Scenario 2019: Internet of Things Internet of Things -- IoTIoT 5 5 ––Scenario 2020: Scenario 2020: Machine LearningMachine Learning 6 –Scenario 2025: Scenario 2025: Artificial IntelligenceArtificial Intelligence

2121ststC C CyberCyber Trends in Trends in FinanceFinance......

3 3 –– Case Studies: Case Studies: Cyber Hacks & AttacksCyber Hacks & Attacks!!

“Transaction Security“Transaction Security”   ”   
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4 4 ––Scenario 2019: Scenario 2019: Internet of Things Internet of Things -- IoTIoT

“Self“Self--Adaptive”Adaptive”
5 5 ––Scenario 2020: Scenario 2020: Machine LearningMachine Learning

“Self“Self--Learning”Learning”
6 –Scenario 2025: Scenario 2025: Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”
7 – ScenarioScenario 2040: 2040: Artificial Silicon Life!Artificial Silicon Life!

“Neural Security” “Neural Security” 
88–– 2121ststC C NationalNational Cyber Cyber StrategyStrategy

“Cyber @“Cyber @ GovernmentGovernment””

9 –Cyber Cyber VISIONVISION to Security to Security NOWNOW!..!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”

Ship: SS Kinsembo – Liverpool to Congo - 1885

“Transaction Security“Transaction Security”   ”   



Malware Attack: Malware Attack: SWIFTSWIFT Bank Net Bank Net –– 20162016

Cyber Analysis by BAE SystemsCyber Analysis by BAE Systems
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Multiple Cyber Attacks including Cyber Heist of  Multiple Cyber Attacks including Cyber Heist of  $951M $951M from from 

Bangladesh Central Bank Bangladesh Central Bank of whichof which $81M $81M remains missing!remains missing!



Malware Attack: Malware Attack: SWIFTSWIFT Bank Net Bank Net –– 20162016

Cyber Analysis by BAE SystemsCyber Analysis by BAE Systems
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Multiple Cyber Attacks including Cyber Heist of  Multiple Cyber Attacks including Cyber Heist of  $951M $951M from from 

Bangladesh Central Bank Bangladesh Central Bank of whichof which $81M $81M remains missing!remains missing!



CyberCrime: CyberCrime: Russian Financial ServicesRussian Financial Services

�� 6+ Russian Banks “Hacked” as 6+ Russian Banks “Hacked” as 

well as other target CIS Bankswell as other target CIS Banks

Press Report: TASS News AgencyPress Report: TASS News Agency

-- 11stst June 2016 June 2016 --
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well as other target CIS Bankswell as other target CIS Banks

�� Trojan “Lurk” Malware ToolkitTrojan “Lurk” Malware Toolkit

�� At least 1.7Bn Roubles Stolen At least 1.7Bn Roubles Stolen 

�� 50 “Cyber Hackers” Arrested50 “Cyber Hackers” Arrested

�� Digital Forensics executed by     Digital Forensics executed by     

KasperskyKaspersky Labs, FSB and Labs, FSB and SberbankSberbank



CyberAttack: CyberAttack: Tesco Bank Tesco Bank –– Nov 2016Nov 2016
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66thth Nov 2016: Nov 2016: Cyber CriminalsCyber Criminals from from Brazil & Spain Brazil & Spain hack  hack  40,00040,000

TESCO Bank Accounts TESCO Bank Accounts with reported Theft ofwith reported Theft of £2.5m £2.5m from from 9,0009,000



CyberAttack: CyberAttack: SberBankSberBank -- СбербанкСбербанк: : 88thth Nov 2016Nov 2016
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MassiveMassive DDoSDDoS Attack Attack from from 24,000 “24,000 “BotBot” Devices (Internet of Things)” Devices (Internet of Things)

Hits Hits SberBankSberBank, Alfa Bank, Moscow Bank,  , Alfa Bank, Moscow Bank,  RosBankRosBank, Moscow Exchange , Moscow Exchange 

- PeakPeak Web IP Requests of 660,000/Sec660,000/Sec quoted by KasperskyKaspersky Labs Labs -



CyberAttack: CyberAttack: SberBankSberBank -- СбербанкСбербанк: : 88thth Nov 2016Nov 2016
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MassiveMassive DDoSDDoS Attack Attack from from 24,000 “24,000 “BotBot” Devices (Internet of Things)” Devices (Internet of Things)

Hits Hits SberBankSberBank, Alfa Bank, Moscow Bank,  , Alfa Bank, Moscow Bank,  RosBankRosBank, Moscow Exchange , Moscow Exchange 

- PeakPeak Web IP Requests of 660,000/Sec660,000/Sec quoted by KasperskyKaspersky Labs Labs -



Massive Hack Massive Hack –– EQUIFAXEQUIFAX -- Sept 2017Sept 2017
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Personal IDs Stolen from Personal IDs Stolen from 144Million+144Million+ Clients  (USA, UK...)Clients  (USA, UK...)

....Credit Cards,  Driving Licences, Social Security, ....Credit Cards,  Driving Licences, Social Security, eMaileMail........



GozNymGozNym CyberCrime CyberCrime Network Network 
� Bank Fraud: Bank Fraud: $100M+ stolen from 41k+ Victims (May 2019May 2019) 

�� GozNymGozNym Malware: Malware: Banking Malware launched by in 20162016

� Malware Origin: Malware Origin: Merger of GoziGozi (Web Brower Injection) &   

NymaimNymaim (Malware Injection through email & web links)
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� International Effort:International Effort: Europol & US Justice Dept Partnership

� Cyber Gang: Cyber Gang: Moldova, Bulgaria, Georgia, Ukraine & Russia

� Conspiracy: Conspiracy: Bank & Computer Fraud & Money-Laundering



GozNymGozNym CyberCrime CyberCrime Network Network 
� Bank Fraud: Bank Fraud: $100M+ stolen from 41k+ Victims (May 2019May 2019) 

�� GozNymGozNym Malware: Malware: Banking Malware launched by in 20162016

� Malware Origin: Malware Origin: Merger of GoziGozi (Web Brower Injection) &   

NymaimNymaim (Malware Injection through email & web links)
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� International Effort:International Effort: Europol & US Justice Dept Partnership

� Cyber Gang: Cyber Gang: Moldova, Bulgaria, Georgia, Ukraine & Russia

� Conspiracy: Conspiracy: Bank & Computer Fraud & Money-Laundering



CyberSecurity Review: CyberSecurity Review: Raconteur.NetRaconteur.Net
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EBA: EBA: European European 

Banking AuthorityBanking Authority

FintechFintech RoadMapRoadMap
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1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber “YOUR Cyber DefenceDefence””
3 –Scenario 2018: Scenario 2018: Cyber & Physical ToolsCyber & Physical Tools

“Integrated Security”“Integrated Security”

4 4 ––Scenario 2019: Scenario 2019: Internet of Things Internet of Things -- IoT IoT 5 –Scenario 2020:  Scenario 2020:  Machine LearningMachine Learning 6 –Scenario 2025: Scenario 2025: Artificial IntelligenceArtificial Intelligence

2121ststC C Cyber Cyber Trends in Trends in FinanceFinance......

4 4 –– AdvancedAdvanced Financial Security SolutionsFinancial Security Solutions

“Artificial Intelligence“Artificial Intelligence
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4 4 ––Scenario 2019: Scenario 2019: Internet of Things Internet of Things -- IoT IoT 

“Self“Self--Adaptive Security” Adaptive Security” 
5 –Scenario 2020:  Scenario 2020:  Machine LearningMachine Learning

“Self“Self--Learning”Learning”
6 –Scenario 2025: Scenario 2025: Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”

7 – Scenario 2040: Artificial Silicon Life!Scenario 2040: Artificial Silicon Life!

“Neural Security” “Neural Security” 
88–– 2121ststC C National National Cyber Cyber StrategyStrategy

“Cyber @ Government”“Cyber @ Government”

9 –Cyber Cyber VISIONVISION to Security to Security NOWNOW!..!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”

“Artificial Intelligence“Artificial Intelligence” ” 



Worldwide RealWorldwide Real--Time Financial Trading Time Financial Trading 

@@Light Speed Light Speed –– 24/7 24/7 –– Global NetworksGlobal Networks
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AI in Financial ServicesAI in Financial Services: : August 2018August 2018

-- InIn--Depth World Economic Forum Report Depth World Economic Forum Report --
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AI in Financial ServicesAI in Financial Services: : August 2018August 2018

-- InIn--Depth World Economic Forum Report Depth World Economic Forum Report --
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Injecting Intelligence Injecting Intelligence to to FinTechFinTech ServicesServices
•• eTradingeTrading: : Algorithmic Electronic Financial Trading 

evolved almost 50 years ago during 1970s

•• Smart Tools: Smart Tools: AI/Machine Learning Tools were 
embedded in financial services apps from 2001

•• CyberSecurity: CyberSecurity: CyberAttacks on FinTechFinTech Services 
demands“Speed of Light” AI Cyber Response

•• AI AI StartUpsStartUps: Massive Growth in AI/ML Fintech Fintech 
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•• AI AI StartUpsStartUps: Massive Growth in AI/ML Fintech Fintech 
BusinessBusiness: NetGuardians, OakNorth, Cleo AI, 
Fraugster, CollectAI, Axyon AI, Risk Ident, Sentifi...

........AI/ML AI/ML are already mainstreaming in the are already mainstreaming in the FinTechFinTech
Sector and will soon be embedded in all sectors.Sector and will soon be embedded in all sectors.



Injecting Intelligence Injecting Intelligence to to FinTechFinTech ServicesServices
•• eTradingeTrading: : Algorithmic Electronic Financial Trading 

evolved almost 50 years ago during 1970s

•• Smart Tools: Smart Tools: AI/Machine Learning Tools were 
embedded in financial services apps from 2001

•• CyberSecurity: CyberSecurity: CyberAttacks on FinTechFinTech Services 
demands“Speed of Light” AI Cyber Response

•• AI AI StartUpsStartUps: Massive Growth in AI/ML Fintech Fintech 
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•• AI AI StartUpsStartUps: Massive Growth in AI/ML Fintech Fintech 
BusinessBusiness: NetGuardians, OakNorth, Cleo AI, 
Fraugster, CollectAI, Axyon AI, Risk Ident, Sentifi...

........AI/ML AI/ML are already mainstreaming in the are already mainstreaming in the FinTechFinTech
Sector and will soon be embedded in all sectors.Sector and will soon be embedded in all sectors.



* * WorldWideWorldWide AI AI MarketPlaceMarketPlace **
(1) Investments & Acquisitions: (1) Investments & Acquisitions: 2012 2012 -- 20172017
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Source: Source: “Big“Big--Tech in AI” Tech in AI” -- CBCBInsightsInsights



* * WorldWideWorldWide AI AI MarketPlaceMarketPlace **
(2) Investments & Acquisitions: (2) Investments & Acquisitions: 2012 2012 -- 20172017
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Source: Source: “Big“Big--Tech in AI” Tech in AI” -- CBCBInsightsInsights



AI Review: AI Review: Raconteur.NetRaconteur.Net –– May ‘19May ‘19‘18‘18
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AI Review: AI Review: Raconteur.NetRaconteur.Net –– May ‘19May ‘19
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AI Innovation in Europe: AI Innovation in Europe: 20152015--20192019
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AI deployment by Industry and Function AI deployment by Industry and Function –– McKinsey McKinsey 20182018
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Top Sectors Top Sectors for for AI Skills AI Skills & & StartUpsStartUps!!
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AfinitiAfiniti: : Artificial Intelligence Artificial Intelligence for for Call CentresCall Centres
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* * 3131stst May 2019: May 2019: Former UK Prime Minister Former UK Prime Minister –– David Cameron David Cameron *  *  

Joins Joins AfinitiAfiniti (Washington DC) (Washington DC) as as Chairman of the Advisory BoardChairman of the Advisory Board



AfinitiAfiniti: : Artificial Intelligence Artificial Intelligence for for Call CentresCall Centres
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* * 3131stst May 2019: May 2019: Former UK Prime Minister Former UK Prime Minister –– David Cameron David Cameron *  *  

Joins Joins AfinitiAfiniti (Washington DC) (Washington DC) as as Chairman of the Advisory BoardChairman of the Advisory Board

AfinitiAfiniti uses uses AIAI to Optimise to Optimise “Customer “Customer –– Agent” Agent” Pairings...Pairings...



AfinitiAfiniti: : Artificial Intelligence Artificial Intelligence for for Call CentresCall Centres
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1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber Defence”“YOUR Cyber Defence”
3 3 ––ScenarioScenario 2018: 2018: Cyber & Physical ToolsCyber & Physical Tools

“Integrated Security”“Integrated Security”

2121ststC Trends in C Trends in FinTechFinTech SecuritySecurity......

5 5 ––Adaptive Adaptive FinTechFinTech Business Business AnalysisAnalysis
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“OUR Cyber Society”“OUR Cyber Society” “YOUR Cyber Defence”“YOUR Cyber Defence” “Integrated Security”“Integrated Security”

4 –Scenario 2019: Scenario 2019: Internet of ThingsInternet of Things--IoTIoT

“Self“Self--Adaptive”Adaptive”
5 5 ––ScenarioScenario 2020:2020: Machine LearningMachine Learning

“Self“Self--Learning”Learning”
6 –Scenario 2025:Scenario 2025: Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”

7 – Scenario 2040: Scenario 2040: Artificial Silicon Life!Artificial Silicon Life!

“Neural Security”“Neural Security”
88–– 2121ststC C NationalNational Cyber Cyber StrategyStrategy

“Cyber @ Government”“Cyber @ Government”

9 –Cyber Cyber VISIONVISION to Security to Security NOWNOW!..!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”

5 5 ––Adaptive Adaptive FinTechFinTech Business Business AnalysisAnalysis

“Deep Learning!...”“Deep Learning!...”



Deep Learning: Deep Learning: FinTechFinTech Neural Intelligence Neural Intelligence 

•• Deep Learning: Deep Learning: Based upon Multi-Layer Neural Networks 
invented 75 years ago back in 1943!

•• CyberSecurity: CyberSecurity: Deep Learning Solutions are now 
mainstreaming in applications such as:

– Anomalous Transaction Detection

– IoT Device Authentication (“Internet of Things”)

– Real-Time Cyber Threat & Attack Intelligence
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– Real-Time Cyber Threat & Attack Intelligence

– End-User & Client Behaviour Profiling

– Fraud Detection & Anti-Money Laundering (AML)

........Neural Networks Neural Networks provide provide “Instant Decisions” “Instant Decisions” but require but require 
extensive training & continuous learning on extensive training & continuous learning on Big DatasetsBig Datasets...  ...  



Deep Learning & Neural NetworksDeep Learning & Neural Networks

Advanced Advanced CyberSecurityCyberSecurity SolutionsSolutions
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Deep Learning & Neural NetworksDeep Learning & Neural Networks

Advanced Advanced CyberSecurityCyberSecurity SolutionsSolutions
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Deep Learning & Neural NetworksDeep Learning & Neural Networks

Advanced Advanced CyberSecurityCyberSecurity SolutionsSolutions
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Deep Learning & Neural NetworksDeep Learning & Neural Networks

Advanced Advanced CyberSecurityCyberSecurity SolutionsSolutions
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www.nvidia.comwww.nvidia.com

NVIDIANVIDIA –– Machine Learning GPUs & Deep Learning InstituteMachine Learning GPUs & Deep Learning Institute
www.cylance.comwww.cylance.com/content/dam/cylance/pdfs/white_papers//content/dam/cylance/pdfs/white_papers/AI_and_Machine_Learning.pdfAI_and_Machine_Learning.pdf



SenseonSenseon: : Enterprise AIEnterprise AI--EnabledEnabled

“Cyber Intelligence & Analysis”...“Cyber Intelligence & Analysis”...
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Cybersecurity Cybersecurity using Malware using Malware Data Mining Data Mining 

based on based on “AI/Machine Learning”: “AI/Machine Learning”: SophosSophos
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INVINCEA Malware Mining INVINCEA Malware Mining 

with MACHINE LEARNINGwith MACHINE LEARNING



Cybersecurity Cybersecurity using Malware using Malware Data Mining Data Mining 

based on based on “AI/Machine Learning”: “AI/Machine Learning”: SophosSophos
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INVINCEA Malware Mining INVINCEA Malware Mining 

with MACHINE LEARNINGwith MACHINE LEARNING

SophosSophos Cybersecurity Tools using Machine/Deep Learning  from Cybersecurity Tools using Machine/Deep Learning  from InvinceaInvincea: 2017  : 2017  



Cybersecurity Cybersecurity using Malware using Malware Data Mining Data Mining 

based on based on “AI/Machine Learning”: “AI/Machine Learning”: SophosSophos
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INVINCEA Malware Mining INVINCEA Malware Mining 

with MACHINE LEARNINGwith MACHINE LEARNING

SophosSophos Cybersecurity Tools using Machine/Deep Learning  from Cybersecurity Tools using Machine/Deep Learning  from InvinceaInvincea: 2017  : 2017  InvinceaInvincea Cyber Tools fully embedded in Cyber Tools fully embedded in SophosSophos Intercept X Deep Learning: 2018  Intercept X Deep Learning: 2018  



1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber Defence”“YOUR Cyber Defence”
3 –Scenario 2018Scenario 2018: : Cyber & Physical ToolsCyber & Physical Tools

“Integrated Security”“Integrated Security”

2121ststC C CyberCyber Trends in Trends in FinanceFinance......

6 6 --2121ststC C Distributed PeerDistributed Peer--toto--Peer LedgersPeer Ledgers
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4 –– Scenario 2019Scenario 2019: : Internet of Things: IoTInternet of Things: IoT

“Self“Self--Adaptive”Adaptive”
5 –Scenario 2020: Scenario 2020: Machine LearningMachine Learning

“Self“Self--Learning”Learning”
66––Scenario 2025Scenario 2025: : Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”
7 – ScenarioScenario 2040: Artificial Silicon Life”2040: Artificial Silicon Life”

“Neural Security” “Neural Security” 
88–– 2121ststC C National National CyberCyber StrategyStrategy

“Cyber @ Government”“Cyber @ Government”

9 –Cyber Cyber VISIONVISION to Security to Security NOWNOW!..!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”

6 6 --2121 C C Distributed PeerDistributed Peer--toto--Peer LedgersPeer Ledgers

“Role of “Role of BlockchainsBlockchains!...”!...”



1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber Defence”“YOUR Cyber Defence”
3 –Scenario 2018Scenario 2018: : Cyber & Physical ToolsCyber & Physical Tools

“Integrated Security”“Integrated Security”

2121ststC C CyberCyber Trends in Trends in FinanceFinance......
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4 –– Scenario 2019Scenario 2019: : Internet of Things: IoTInternet of Things: IoT

“Self“Self--Adaptive”Adaptive”
5 –Scenario 2020: Scenario 2020: Machine LearningMachine Learning

“Self“Self--Learning”Learning”
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“Role of “Role of BlockchainsBlockchains!...”!...”



BlockChainsBlockChains & & CryptoCurrenciesCryptoCurrencies
•• BlockChainsBlockChains: : Distributed “Spreadsheets “ with 

Encrypted Verification of “Financial Contracts”

– Apps in MOST Economic Sectors for Peer-to-Peer 
On-Line Trading with NO Central Authority...

– Apps from Banks, Governments, & Retail Sectors

•• CryptoCurrenciesCryptoCurrencies: : Virtual Currencies include 
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•• CryptoCurrenciesCryptoCurrencies: : Virtual Currencies include 
BitCoin, Ethereum, LiteCoin, Ripple & Zcash

– Now more than 1000 Virtual CryptoCurrencies!....

– BitCoin is still most widely traded Virtual Currency

... BlockChain Apps BlockChain Apps may improve may improve CyberSecurity CyberSecurity 
forfor OnOn--Line Trading Line Trading & & Financial Contracts!...Financial Contracts!...



BlockChainsBlockChains & & CryptoCurrenciesCryptoCurrencies
•• BlockChainsBlockChains: : Distributed “Spreadsheets “ with 

Encrypted Verification of “Financial Contracts”

– Apps in MOST Economic Sectors for Peer-to-Peer 
On-Line Trading with NO Central Authority...

– Apps from Banks, Governments, & Retail Sectors

•• CryptoCurrenciesCryptoCurrencies: : Virtual Currencies include 
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BlockChainsBlockChains & & CryptoCurrenciesCryptoCurrencies
•• BlockChainsBlockChains: : Distributed “Spreadsheets “ with 

Encrypted Verification of “Financial Contracts”

– Apps in MOST Economic Sectors for Peer-to-Peer 
On-Line Trading with NO Central Authority...

– Apps from Banks, Governments, & Retail Sectors

•• CryptoCurrenciesCryptoCurrencies: : Virtual Currencies include 
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•• CryptoCurrenciesCryptoCurrencies: : Virtual Currencies include 
BitCoin, Ethereum, LiteCoin, Ripple & Zcash

– Now more than 1000 Virtual CryptoCurrencies!....

– BitCoin is still most widely traded Virtual Currency

... BlockChain Apps BlockChain Apps may improve may improve CyberSecurity CyberSecurity 
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Security Printing: Security Printing: Russian Bond Russian Bond -- 19101910
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FromFrom 1919ththC C Security Printing Security Printing to to 2121ststCC BlockchainsBlockchains!!



Security Printing: Security Printing: Russian Bond Russian Bond -- 19101910
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Security Printing: Security Printing: Russian Bond Russian Bond -- 19101910
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FromFrom 1919ththC C Security Printing Security Printing to to 2121ststCC BlockchainsBlockchains!!



Security Printing: Security Printing: Russian Bond Russian Bond -- 19101910
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New Russia Company Limited: New Russia Company Limited: ””ЮзовкаЮзовка””
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Steel Works : Steel Works : ЮзовкаЮзовка -- c1890c1890

““HughsovkaHughsovka” ” --now “Donetsk”now “Donetsk”

Great Grandfather Great Grandfather : Edwin James WilliamsEdwin James Williams



19thC 19thC “Troika Trip” “Troika Trip” Near Near ““HughesovkaHughesovka// ЮзовкаЮзовка” ” 

with Great Grandfather (Edwin James Williams)with Great Grandfather (Edwin James Williams)
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BlockchainBlockchain: Secure & Trusted Transactions: Secure & Trusted Transactions

•• Crypto Currencies: Crypto Currencies: Blockchain achieved “fame” 
with launch of BitcoinBitcoin & other CryptosCryptos from 2009

•• Distributed Ledger Technology(DLT): Distributed Ledger Technology(DLT): FinTechFinTech now 
using Blockchain in multiple Cyber Applications:
– Digital Identity Authentication

– Business & Client Credit Reports

– Regulated Crowd Funding through ICOs
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– Regulated Crowd Funding through ICOs

– On-Line Trading: Shares, Bonds, Hedge Funds

– Syndicated Lending & Anti-Money Laundering

........Blockchain & DLT Blockchain & DLT can be used across can be used across FInTechFInTech
Sector to boost security & trust by augmenting & Sector to boost security & trust by augmenting & 
upgrading  existing upgrading  existing Financial Accounting Apps.Financial Accounting Apps.....
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using Blockchain in multiple Cyber Applications:
– Digital Identity Authentication

– Business & Client Credit Reports

– Regulated Crowd Funding through ICOs
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– On-Line Trading: Shares, Bonds, Hedge Funds

– Syndicated Lending & Anti-Money Laundering

........Blockchain & DLT Blockchain & DLT can be used across can be used across FInTechFInTech
Sector to boost security & trust by augmenting & Sector to boost security & trust by augmenting & 
upgrading  existing upgrading  existing Financial Accounting Apps.Financial Accounting Apps.....



Malta: Malta: BlockChainBlockChain Business & RegulationsBusiness & Regulations

ANX IntlANX Intl

BinanceBinance

BitBayBitBay

BittrexBittrex

ChilizChiliz

KSiMaltaKSiMalta
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KSiMaltaKSiMalta

NewFundNewFund

OkexOkex

TRONTRON

YOVOYOVO



Security Printing: Security Printing: Russian Bond Russian Bond -- 19121912
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““BlockchainsBlockchains”” = = ““2121ststCC Transaction Transaction SecuritySecurity””



Security Printing: Security Printing: Russian Bond Russian Bond -- 19121912
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““BlockchainsBlockchains”” = = ““2121ststCC Transaction Transaction SecuritySecurity””



Security Printing: Security Printing: Russian Bond Russian Bond -- 19121912
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““BlockchainsBlockchains”” = = ““2121ststCC Transaction Transaction SecuritySecurity””



Security Printing: Security Printing: Russian Bond Russian Bond -- 19121912
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““BlockchainsBlockchains”” = = ““2121ststCC Transaction Transaction SecuritySecurity””



Security Printing: Security Printing: Odessa Bond Odessa Bond -- 19131913
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Financial Security Financial Security Printing started Printing started MidMid--1919ththCC......



Security Printing: Security Printing: Odessa Bond Odessa Bond -- 19131913

85

“21stC CyberSecurity Trends in Finance ” 

- AI & Machine Learning for Banking -
St Julians, Malta  – 10th/11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

Financial Security Financial Security Printing started Printing started MidMid--1919ththCC......



Decentralised Identity Decentralised Identity Foundation Foundation (DIF)(DIF)

86

“21stC CyberSecurity Trends in Finance ” 

- AI & Machine Learning for Banking -
St Julians, Malta  – 10th/11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

DIF: “Open Source” ID DIF: “Open Source” ID EcoSystemEcoSystem -- Founded May 2017Founded May 2017



Decentralised Identity Decentralised Identity Foundation Foundation (DIF)(DIF)
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DIF: “Open Source” ID DIF: “Open Source” ID EcoSystemEcoSystem -- Founded May 2017Founded May 2017



1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber Defence”“YOUR Cyber Defence”
3 –Scenario 2018Scenario 2018: : Cyber & Physical ToolsCyber & Physical Tools

“Integrated Security”“Integrated Security”

2121ststC C CyberCyber Trends in Trends in FinanceFinance......

7 7 –– Cyber Cyber Fraud Detection & Prevention!Fraud Detection & Prevention!

“Big Data Analytics”“Big Data Analytics”

88

“21stC CyberSecurity Trends in Finance ” 

- AI & Machine Learning for Banking -
St Julians, Malta  – 10th/11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

4 4 –– Scenario 2019:Scenario 2019: Internet of Things Internet of Things -- IoTIoT

“Self“Self--Adaptive”Adaptive”
5 -Scenario 2020: Scenario 2020: Machine LearningMachine Learning

“Self“Self--Learning”Learning”

6 – Scenario 2025: Scenario 2025: Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”

7 7 –– ScenarioScenario 20402040: : Artificial Silicon Life!Artificial Silicon Life!

“Neural Security”“Neural Security”
88–– 2121ststC C National National Cyber Cyber StrategyStrategy

“Cyber @ Government”“Cyber @ Government”

9 –Cyber Cyber VISIONVISION to Security to Security NOWNOW!..!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”
“Big Data Analytics”“Big Data Analytics”



CounterCounter--Fraud: Fraud: AI & Big Data AnalyticsAI & Big Data Analytics

•• Massive Global Massive Global FinTechFinTech Transaction Growth Transaction Growth 
requires Innovative Intelligent Analysis Apps:requires Innovative Intelligent Analysis Apps:

-- Fraud Alerts: Fraud Alerts: AI Analysis of “Big FinTech DataSets”

-- AntiAnti--Money Laundering(AML): Money Laundering(AML): AI Compliance Apps

-- CounterCounter--Terrorism Financing(CFT): Terrorism Financing(CFT): AI/ML Detection

-- Client ID Authentication Client ID Authentication & Account Verifications
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-- Client ID Authentication Client ID Authentication & Account Verifications

-- RealReal--Time Detection Time Detection of Anomalous Transactions

-- OnOn--Line AlertsLine Alerts for possible Insider Fraud & Trading

...”Big Data Analytics” ...”Big Data Analytics” providesprovides FinTechFinTech with new with new 
asset to mitigateasset to mitigate Fraud Fraud & boost & boost CyberSecurity!..CyberSecurity!..
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requires Innovative Intelligent Analysis Apps:requires Innovative Intelligent Analysis Apps:

-- Fraud Alerts: Fraud Alerts: AI Analysis of “Big FinTech DataSets”

-- AntiAnti--Money Laundering(AML): Money Laundering(AML): AI Compliance Apps

-- CounterCounter--Terrorism Financing(CFT): Terrorism Financing(CFT): AI/ML Detection

-- Client ID Authentication Client ID Authentication & Account Verifications
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-- Client ID Authentication Client ID Authentication & Account Verifications

-- RealReal--Time Detection Time Detection of Anomalous Transactions

-- OnOn--Line AlertsLine Alerts for possible Insider Fraud & Trading

...”Big Data Analytics” ...”Big Data Analytics” providesprovides FinTechFinTech with new with new 
asset to mitigateasset to mitigate Fraud Fraud & boost & boost CyberSecurity!..CyberSecurity!..



IntelligentIntelligent Customer Customer 

Finance AssessmentFinance Assessment

IdentificationIdentification

VerificationVerification

AssessmentAssessment

MonitoringMonitoring
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MonitoringMonitoring

Back OfficeBack Office

AI Enabled Due DiligenceAI Enabled Due Diligence
AML: AML: AAntinti--MMoney oney LLaundering aundering 

CFT:CFT: CCounter ounter TTerror error FFinanceinance

KYC:  KYC:  KKnow now YYour our CCustomer ustomer 



1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber Defence”“YOUR Cyber Defence”
3 –Scenario 2018: Cyber & Physical Tools

“Integrated Security”“Integrated Security”

2121ststC C CyberCyber Trends in Trends in FinanceFinance......

8 8 ––From From 2020ththC Banks C Banks toto 2121ststC C FinTechFinTech

“Intelligent“Intelligent CyberCyber Tools”Tools”
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4 –Scenario 2019: Scenario 2019: Internet of ThingsInternet of Things--IoTIoT

“Self“Self--Adaptive”Adaptive”
5 –Scenario 2020: Scenario 2020: Machine LearningMachine Learning

“Self“Self--Learning”Learning”
6 – Scenario 2025Scenario 2025: : Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”

7 – Scenario 2040: Scenario 2040: Artificial Silicon Life!Artificial Silicon Life!

“Neural Security” “Neural Security” 
88–– 2121ststC C National National Cyber Cyber StrategyStrategy

““CyberCyber @ Government”@ Government”

9 –Cyber Cyber VISIONVISION to Security to Security NOWNOW!..!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”

“Intelligent“Intelligent CyberCyber Tools”Tools”



FinTechFinTech: : Intelligent Intelligent Cyber Security & TrustCyber Security & Trust!!

•• 2020thth Financial Services: Financial Services: Physical Banks, Electronic 
Networked Communications & Spreadsheets

•• 2121ststC C FinTechFinTech//FinServFinServ: : Digital Banks, Intelligent 
Real-Time Mobile Apps, Analytics & Blockchains

•• CyberSecurity: CyberSecurity: Intelligent Real-Time Detection of 
CyberCrime, Malware, CyberThreats & Attacks
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CyberCrime, Malware, CyberThreats & Attacks

•• Cyber Trust: Cyber Trust: Mitigation & Prevention of Business 
Fraud, Money-Laundering and Terrorist Financing

........Intelligent Intelligent FinTechFinTech Apps Apps (AI/ML) provide new 21(AI/ML) provide new 21stst

Solutions to meet Solutions to meet Compliance & Regulations ActsCompliance & Regulations Acts!!



FinTechFinTech: : Intelligent Intelligent Cyber Security & TrustCyber Security & Trust!!

•• 2020thth Financial Services: Financial Services: Physical Banks, Electronic 
Networked Communications & Spreadsheets

•• 2121ststC C FinTechFinTech//FinServFinServ: : Digital Banks, Intelligent 
Real-Time Mobile Apps, Analytics & Blockchains

•• CyberSecurity: CyberSecurity: Intelligent Real-Time Detection of 
CyberCrime, Malware, CyberThreats & Attacks
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CyberCrime, Malware, CyberThreats & Attacks

•• Cyber Trust: Cyber Trust: Mitigation & Prevention of Business 
Fraud, Money-Laundering and Terrorist Financing

........Intelligent Intelligent FinTechFinTech Apps Apps (AI/ML) provide new 21(AI/ML) provide new 21stst

Solutions to meet Solutions to meet Compliance & Regulations ActsCompliance & Regulations Acts!!



KPMGKPMG –– FinTechFinTech

-- March 2019 March 2019 ––

-- CyberSecurityCyberSecurity

-- Crypto AssetsCrypto Assets
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-- Crypto AssetsCrypto Assets

-- BlockChainsBlockChains......

-- Data and AI...Data and AI...



KPMGKPMG –– FinTechFinTech

-- March 2019 March 2019 ––

-- CyberSecurityCyberSecurity

-- Crypto AssetsCrypto Assets
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-- Crypto AssetsCrypto Assets

-- BlockChainsBlockChains......

-- Data and AI...Data and AI...



KPMGKPMG –– FinTechFinTech

-- March 2019 March 2019 ––

-- CyberSecurityCyberSecurity

-- Crypto AssetsCrypto Assets
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-- Crypto AssetsCrypto Assets

-- BlockChainsBlockChains......

-- Data and AI...Data and AI...



“The New Physics of Financial Services”“The New Physics of Financial Services”
-- AI is Transforming ALL Aspects of Finance! AI is Transforming ALL Aspects of Finance! --
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“The New Physics of Financial Services”“The New Physics of Financial Services”
-- AI is Transforming ALL Aspects of Finance! AI is Transforming ALL Aspects of Finance! --
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World Economic Forum : World Economic Forum : August 2018August 2018

Download: Download: www3.weforum.org/docs/WEF_New_Physics_of_Financial_Services.pdfwww3.weforum.org/docs/WEF_New_Physics_of_Financial_Services.pdf



1-CyberCyberCrime:Crime:CyberCyberTerror:Terror:CyberCyberWarWar

“OUR Cyber Society”“OUR Cyber Society”
2 2 –– “TOP 10“ Cyber Attacks & Threats“TOP 10“ Cyber Attacks & Threats

“YOUR Cyber Defence”“YOUR Cyber Defence”
3 –Scenario 2018Scenario 2018: : Cyber & Physical ToolsCyber & Physical Tools

“Integrated Security”“Integrated Security”

2121ststC C Cyber Cyber Trends in Trends in FinanceFinance......

9 9 –– Cyber Plans Cyber Plans for for YOURYOUR Business!...Business!...
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4 – Scenario 2019Scenario 2019: Internet of Things: Internet of Things--IoTIoT

“Self“Self--Adaptive”Adaptive”
5 -Scenario 2020:Scenario 2020: Machine LearningMachine Learning

”Self”Self--Learning”Learning”
6 – Scenario 2025Scenario 2025: : Artificial IntelligenceArtificial Intelligence

“Cyber“Cyber--Intelligent”Intelligent”

7 –ScenarioScenario 2040: 2040: Artificial Silicon Life!Artificial Silicon Life!

“Neural Security”“Neural Security”
88–– 2121ststC C National National Cyber Cyber StrategyStrategy

“Cyber @ Government”“Cyber @ Government”

9 –Cyber Cyber VISION to VISION to SecuritySecurity NOW!..NOW!..

“NEW Cyber Toolkit”“NEW Cyber Toolkit”

9 9 –– Cyber Plans Cyber Plans for for YOURYOUR Business!...Business!...

““SMARTSMART SecuritySecurity Toolkit”Toolkit”



CyberSecurityCyberSecurity Plans for Plans for YOURYOUR BusinessBusiness!!
•• Every Business & Government Agency needs to Every Business & Government Agency needs to 

upgrade Cybersecurity for 21upgrade Cybersecurity for 21ststC Fintech!...C Fintech!...

•• Phase 1 Phase 1 –– Audit: Audit: Review CyberSecurity for all 
Financial Accounting & Banking Transactions

•• Phase 2 Phase 2 –– Plan: Plan: Develop Top-Level RoadMap & 
Practical Multi-Year $$$ Investment Plan

•• Phase 3 Phase 3 –– Execute: Execute: Upgrade YOUR Business 
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•• Phase 3 Phase 3 –– Execute: Execute: Upgrade YOUR Business 
Financial Security Operations, Fraud & Insider 
Trading Detection with Intelligent 21stC Apps

........Financial “Cyber Upgrade” Financial “Cyber Upgrade” should be executed by should be executed by 
Chief Finance Chief Finance (CFO) (CFO) &  Chief Security Officer &  Chief Security Officer (CSO) (CSO) 



“Cyber Defence”“Cyber Defence” againstagainst “Alien Invaders”“Alien Invaders”

Intelligent & Adaptive   Intelligent & Adaptive   

Finance Finance CyberTools willCyberTools will
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Finance Finance CyberTools willCyberTools will
Provide Provide “Speed of Light”“Speed of Light”

RealReal--Time Defence againstTime Defence against

TOP 10 TOP 10 Threats & Attacks!Threats & Attacks!

“Steam Powered Birds arrive over our Cities!” - 1981
Pen & Ink Drawing by Dr Alexander RimskiDr Alexander Rimski--Korsakov (1936 Korsakov (1936 –– 2018)2018)



The Surrealistic Paintings of Dr Alexander RimskyThe Surrealistic Paintings of Dr Alexander Rimsky--KorsakovKorsakov

103

“21stC CyberSecurity Trends in Finance ” 

- AI & Machine Learning for Banking -
St Julians, Malta  – 10th/11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

Web LinkWeb Link: : www.valentina.net/ARK3/ark2.htmlwww.valentina.net/ARK3/ark2.html
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Pen & Ink Painting by Dr Alexander RimskiPen & Ink Painting by Dr Alexander Rimski--Korsakov :Korsakov :“Navigating the Oceans & Hidden Threats”“Navigating the Oceans & Hidden Threats”

Radium Institute Calendar Radium Institute Calendar -- 2007 2007 ––St PetersburgSt Petersburg

RearRear--Admiral Admiral VoinVoin

RimskiRimski--KorsakovKorsakov

*Russian Navigator *Russian Navigator 

& & HydrographerHydrographer**
...Composer’s Brother!...Composer’s Brother!* 1822* 1822––1871 *1871 *



2121ststCC CyberCyber Finance, Finance, IndustryIndustry & & FuturesFutures!!
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Download Download CyberCyber Slides: Slides: www.valentina.net/MALTA2019/ www.valentina.net/MALTA2019/ 



2121ststC C CyberCyber Trends in Trends in FinanceFinance......
4040thth EastEast--West Security Conference: West Security Conference: MaltaMalta
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MALTA          MALTA          

--1800 1800 ––



ThankThank--You!You!ThankThank--You!You!

2121ststC C CyberCyber Trends in Trends in Finance.Finance.....
4040thth EastEast--West Security Conference: West Security Conference: MaltaMalta
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MALTA          MALTA          

--1800 1800 ––

ThankThank--You!You!ThankThank--You!You!

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/www.Valentina.net/MALTA2019MALTA2019//

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/www.Valentina.net/MALTA2019MALTA2019//



Download Presentation Slides: Download Presentation Slides: 

www.Valentina.netwww.Valentina.net/Malta2019//Malta2019/

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.netwww.Valentina.net/Malta2019//Malta2019/
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Thank you for your time!Thank you for your time!Thank you for your time!Thank you for your time!



Additional Additional CybersecurityCybersecurity ResourcesResources
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LinkLink:  :  www.valentina.net/vaza/CyberDocswww.valentina.net/vaza/CyberDocs



Professional Profile Professional Profile -- Dr David E. Probert Dr David E. Probert 
�� Computer Integrated Telephony (CIT)Computer Integrated Telephony (CIT) – Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with 

telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

�� Blueprint for Business CommunitiesBlueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the 

“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

�� European Internet Business Group (EIBGEuropean Internet Business Group (EIBG) ) – Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included 

support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.  

Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

�� Supersonic Car (Supersonic Car (ThrustSSCThrustSSC)) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st Multi-Media and e-Commerce Web-

Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record.

�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 
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�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 

networking products with technology partners from both UK and Taiwan. 

�� Networked Enterprise SecurityNetworked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall 

responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

�� Republic of GeorgiaRepublic of Georgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make recommendations on all aspects of IT 

security, physical security and BCP/DR relating to the Georgian Parliament, and then by UN/ITU to review Cybersecurity for the Government Ministries.

�� UN/ITUUN/ITU – Senior Adviser – Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society, IEEE Life Member and 1Dr David E. Probert is a Fellow of the Royal Statistical Society, IEEE Life Member and 1stst Class Honours Maths Degree Class Honours Maths Degree 
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