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Our Our CyberCyber TrilogyTrilogy: : Finance, Industry & Futures!Finance, Industry & Futures!
Theme (1)Theme (1) -- 2121ststCC Cyber Trends in FinanceCyber Trends in Finance: AI & Machine Learning in Banking!...: AI & Machine Learning in Banking!...

-- Review of Finance Sector Review of Finance Sector –– Technology & Market Innovation Technology & Market Innovation 

-- Mitigation of Cyber Attacks with AI, Machine & Deep LearningMitigation of Cyber Attacks with AI, Machine & Deep Learning

-- Using RealUsing Real--Time Analytics & Big Data to Secure Finance TransactionsTime Analytics & Big Data to Secure Finance Transactions

“Cyber Strategies for Finance & Banks!”    “Cyber Strategies for Finance & Banks!”    1111thth Nov:Nov: 9:45 9:45 –– 10:3010:30

ThemeTheme (2) (2) –– Upgrading Industrial CyberSecurity: Upgrading Industrial CyberSecurity: Securing  Critical Infrastructure!...Securing  Critical Infrastructure!...

-- 2121ststC C Cyber Landscape for Critical Industrial & Energy SecurityCyber Landscape for Critical Industrial & Energy Security

-- Upgrading Legacy Devices & Control Systems to 21Upgrading Legacy Devices & Control Systems to 21ststC StandardsC Standards
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-- Upgrading Legacy Devices & Control Systems to 21Upgrading Legacy Devices & Control Systems to 21ststC StandardsC Standards

-- Securing Critical Assets with Intelligent SelfSecuring Critical Assets with Intelligent Self--Learning Cyber SolutionsLearning Cyber Solutions

“CyberSecurity for Critical Sectors! “         “CyberSecurity for Critical Sectors! “         1111thth Nov: 15:15 Nov: 15:15 –– 16:0016:00

Theme (3) Theme (3) –– IIntelligent,ntelligent, IIntegrated ntegrated SSecurityecurity: : CCyberCrime, yberCrime, CCyberTerror & yberTerror & CCyberWaryberWar!...!...

-- Understanding and Mapping Worldwide Cyber ThreatsUnderstanding and Mapping Worldwide Cyber Threats

-- Exploring Intelligent Cyber Tools & RealExploring Intelligent Cyber Tools & Real--Time Analytics Time Analytics 

-- Discussion of CyberSecurity Scenarios for Discussion of CyberSecurity Scenarios for Next 10 Years Next 10 Years & Beyond !...& Beyond !...

““CyberVisionsCyberVisions for Intelligent Futures!”        for Intelligent Futures!”        1111thth NovNov: 12:30 : 12:30 –– 13:1513:15



11––Critical Security: Industry & EnergyCritical Security: Industry & Energy

“From Legacy to Smart“From Legacy to Smart””
2 2 –– ICS:ICS: Industrial Control SystemsIndustrial Control Systems

”Upgrade ICS/SCADA””Upgrade ICS/SCADA”
3––Case Case Studies:RecentStudies:Recent Cyber Attacks!Cyber Attacks!

“Crime, Spies & Terror”“Crime, Spies & Terror”

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...
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“From Legacy to Smart“From Legacy to Smart”” ”Upgrade ICS/SCADA””Upgrade ICS/SCADA” “Crime, Spies & Terror”“Crime, Spies & Terror”

4 4 –– Security Transition: 2020 Security Transition: 2020 –– 2025+ 2025+ 

“From Physical to Cyber”“From Physical to Cyber”
5 5 –– Critical Sector Supply ChainsCritical Sector Supply Chains

“Asset Authentication”“Asset Authentication”
66 –– Cyber Surveillance & EspionageCyber Surveillance & Espionage

“Systems Privacy”“Systems Privacy”
7 7 ––AdvancedAdvanced Cybersecurity Solutions! Cybersecurity Solutions! 

“Intelligent & Integrated”“Intelligent & Integrated”
8 8 ––10 New Ways to Secure Systems10 New Ways to Secure Systems

“Real“Real--Time Learning!”Time Learning!”
9 – Defend YOUR Industry NOW!

“SMART Business Plan” “SMART Business Plan” 



11––Critical Security: Industry & EnergyCritical Security: Industry & Energy

“From Legacy to Smart“From Legacy to Smart””
2 2 –– ICS:ICS: Industrial Control SystemsIndustrial Control Systems

”Upgrade ICS/SCADA””Upgrade ICS/SCADA”
3––Case Case Studies:RecentStudies:Recent Cyber Attacks!Cyber Attacks!

“Crime, Spies & Terror”“Crime, Spies & Terror”

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...

1 1 ––Critical Security: Industry & EnergyCritical Security: Industry & Energy

5

“ Upgrading Industrial Cybersecurity  ” 

- Securing Critical National Infrastructure-
St Julians, Malta  – 10th / 11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

“From Legacy to Smart“From Legacy to Smart”” ”Upgrade ICS/SCADA””Upgrade ICS/SCADA” “Crime, Spies & Terror”“Crime, Spies & Terror”

4 4 –– Security Transition: 2020 Security Transition: 2020 –– 2025+ 2025+ 

“From Physical to Cyber”“From Physical to Cyber”
5 5 –– Critical Sector Supply ChainsCritical Sector Supply Chains

“Asset Authentication”“Asset Authentication”
66 –– Cyber Surveillance & EspionageCyber Surveillance & Espionage

“Systems Privacy”“Systems Privacy”
7 7 ––AdvancedAdvanced Cybersecurity Solutions! Cybersecurity Solutions! 

“Intelligent & Integrated”“Intelligent & Integrated”
8 8 ––10 New Ways to Secure Systems10 New Ways to Secure Systems

“Real“Real--Time Learning!”Time Learning!”
9 – Defend YOUR Industry NOW!

“SMART Business Plan” “SMART Business Plan” 

1 1 ––Critical Security: Industry & EnergyCritical Security: Industry & Energy

“Legacy to Smart”“Legacy to Smart”



Critical Industrial & EnergyCritical Industrial & Energy Security Security 

•• Legacy: Legacy: Many Industrial Control & Monitoring 

Systems were  designed “Pre-CyberSecurity”

•• “ICS” = “ICS” = Industrial Control Systems & SCADA are 

frequently the target of criminal cyber attacks!

•• “SCADA”= “SCADA”= Supervisory Control & Data Acquisition
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•• “SCADA”= “SCADA”= Supervisory Control & Data Acquisition

•• Smart: Smart: Industries are now upgrading & replacing 

legacy ICS/SCADA to mitigate cyber threats!

Cyber UpgradesCyber Upgrades: : We discuss the Cyber Threats & Practical Options We discuss the Cyber Threats & Practical Options 

for Industry to for Industry to Upgrade Legacy Systems Upgrade Legacy Systems to to Smart Cyber SystemsSmart Cyber Systems!...!...



ICS/SCADAICS/SCADA Systems are embedded inSystems are embedded in ALL ALL 
Industrial Automation & Control Systems(IACS)Industrial Automation & Control Systems(IACS)
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Industrial Automation & Control Systems: Industrial Automation & Control Systems: 

Legacy SCADA requires Urgent Upgrades! Legacy SCADA requires Urgent Upgrades! 
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IIoTIIoT = = “Industrial “Internet of Things”“Industrial “Internet of Things”



Critical National Infrastructure such as Critical National Infrastructure such as 

Nuclear Power Plants Nuclear Power Plants useuse ICS/SCADAICS/SCADA
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Control Room: Control Room: Kola Nuclear Power Station Kola Nuclear Power Station –– PolarnyePolarnye ZoriZori



KolaNet Project for KolaNet Project for Nuclear Safety & Security Nuclear Safety & Security ::1990s1990s

11

“ Upgrading Industrial Cybersecurity  ” 

- Securing Critical National Infrastructure-
St Julians, Malta  – 10th / 11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 



KolaNetKolaNet Workshop : Workshop : Sept 1996Sept 1996
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Birth of Birth of KolaNetKolaNet: : INEP, Apatity 1992INEP, Apatity 1992
•• March 1992March 1992: Official Meeting in St Peterburg with           

Dr Alexander Rimsky-Korsakov (KRI) (KRI) &                   
Dr Alexander Baklanov (INEP, Apatity)(INEP, Apatity)

•• 11stst Protocol : Protocol : Agreement for DEC & KRI DEC & KRI to partner 
on “Radiation Monitoring Networks in NW Russia”“Radiation Monitoring Networks in NW Russia”

•• June 1992: June 1992: Invited by Baklanov for 1st INEPINEP Visit
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•• June 1992: June 1992: Invited by Baklanov for 1st INEPINEP Visit

•• 22ndnd Protocol: Protocol: Agreement to work on “A Quick “A Quick 
Response System for Kola Radiation Accidents”Response System for Kola Radiation Accidents”

•• Digital Office:Digital Office: Following Sept 1992 visit, formal 
agreement with Prof Gennady Kalabin to fund &  
launch Digital Project Office @ INEP, Apatity

“Radiation Cloud Simulations” “Radiation Cloud Simulations” 

-- Dr Alexander Baklanov Dr Alexander Baklanov --



Birth of Birth of KolaNetKolaNet: : INEP, Apatity 1992INEP, Apatity 1992
•• March 1992March 1992: Official Meeting in St Peterburg with           

Dr Alexander Rimsky-Korsakov (KRI) (KRI) &                   
Dr Alexander Baklanov (INEP, Apatity)(INEP, Apatity)

•• 11stst Protocol : Protocol : Agreement for DEC & KRI DEC & KRI to partner 
on “Radiation Monitoring Networks in NW Russia”“Radiation Monitoring Networks in NW Russia”

•• June 1992: June 1992: Invited by Baklanov for 1st INEPINEP Visit

Web: www.valentina.net/Web: www.valentina.net/KolaNetKolaNet//
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•• 22ndnd Protocol: Protocol: Agreement to work on “A Quick “A Quick 
Response System for Kola Radiation Accidents”Response System for Kola Radiation Accidents”

•• Digital Office:Digital Office: Following Sept 1992 visit, formal 
agreement with Prof Gennady Kalabin to fund &  
launch Digital Project Office @ INEP, Apatity

“Radiation Cloud Simulations” “Radiation Cloud Simulations” 

-- Dr Alexander Baklanov Dr Alexander Baklanov --



OnOn--Line Line KolaNetKolaNet Photo ArchivesPhoto Archives
www.valentina.net/KolaNetProject/kolanetproject.htmlwww.valentina.net/KolaNetProject/kolanetproject.html
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OnOn--Line Line KolaNetKolaNet Photo ArchivesPhoto Archives
www.valentina.net/KolaNetProject/kolanetproject.htmlwww.valentina.net/KolaNetProject/kolanetproject.html
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11stst Live Live WebCamWebCam in the in the KolaKola--Arctic: 1999Arctic: 1999
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11stst Live Live WebCamWebCam in the in the KolaKola--Arctic: 1999Arctic: 1999
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WebcamWebcam in in WintertimeWintertimeSpringtime View from the INEP Computer LaboratorySpringtime View from the INEP Computer Laboratory



KarnasurtKarnasurt MineMine: : RevdaRevda––Kola Peninsula, Russia: Kola Peninsula, Russia: 19991999
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Mining Data may be as profitable  Mining Data may be as profitable  

As Mining for Minerals in 20As Mining for Minerals in 20ththC!...C!...



11stst Kola Ecological AtlasKola Ecological Atlas: : 1999 (1999 (MakarovaMakarova))

* * KolaNetKolaNet promoted Applications of GIS * promoted Applications of GIS * 
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Location of Location of KolaKola Ecological Monitoring Network SensorsEcological Monitoring Network Sensors



Russian Academy of Sciences @ Kola Science CentreRussian Academy of Sciences @ Kola Science Centre

Honorary Diplomas for Honorary Diplomas for KolaNetKolaNet Programme in 1990s! Programme in 1990s! 
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Awarded to David & Valentina Probert @ “Institute of Industrial Ecological Problems of the North” Awarded to David & Valentina Probert @ “Institute of Industrial Ecological Problems of the North” 

3030thth Anniversary Conference Anniversary Conference –– Kola Science Centre, Apatity, Murmansk Region. Russia Kola Science Centre, Apatity, Murmansk Region. Russia -- June 2019June 2019



CyberSecurity @ Nuclear PlantsCyberSecurity @ Nuclear Plants
** Chatham House, London Chatham House, London –– Sept 2015 Sept 2015 **
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CyberSecurity @ Nuclear PlantsCyberSecurity @ Nuclear Plants
** Chatham House, London Chatham House, London –– Sept 2015 Sept 2015 **
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1 - 2121stst Background PerspectiveBackground Perspective

“Cyber Intelligence”“Cyber Intelligence”
2 2 –– Integrating Integrating Cyber & CCTV Cyber & CCTV ToolsTools

“Cyber Convergence”“Cyber Convergence”
3 –Case Studies: Recent EventsCase Studies: Recent Events

“Urban Terrorism”“Urban Terrorism”

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...

2 2 –– ICSICS: Industrial Control Systems!: Industrial Control Systems!
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“Urban Terrorism”“Urban Terrorism”
4 –Smart Cities & Event Surveillance Smart Cities & Event Surveillance 

“Crowded Places”“Crowded Places”
5 –Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools

“AI Video Analytics”“AI Video Analytics”
6 – iometriciometric & Behaviour Profiles& Behaviour Profiles

“Cyber Biometrics”“Cyber Biometrics”
7–TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 

“Sector Surveillance”      “Sector Surveillance”      
8 8 –– Cyber Surveillance Visions!...Cyber Surveillance Visions!...

““CyberCyber 2025 Futures”2025 Futures”

9 –YOUR Security & Surveillance!

“YOUR Business Plan”“YOUR Business Plan”

2 2 –– ICSICS: Industrial Control Systems!: Industrial Control Systems!

“Upgrade ICS/SCADA”“Upgrade ICS/SCADA”



Security Upgrades Security Upgrades for for ICS/SCADA!ICS/SCADA!
•• Device Software/Firmware: Device Software/Firmware: Upgrade ICS Device 

with Secure Access Software & Strong Passwords

•• Encrypt Network Traffic: Encrypt Network Traffic: Protect ICS Device from 

Network using Cryptographic Authentication

•• Staff Policy for “AirStaff Policy for “Air--Gap”: Gap”: Ensure that Malware 
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•• Staff Policy for “AirStaff Policy for “Air--Gap”: Gap”: Ensure that Malware 

cannot pass from Internet to Critical Systems

•• System Replacement: System Replacement: Older Legacy ICS/SCADA 

may require replacement for High Security Sites! 

CyberSecurity Vendors: CyberSecurity Vendors: Most Suppliers have Solutions for Most Suppliers have Solutions for ICS/SCADAICS/SCADA

Security Upgrades Security Upgrades but but Critical Sites Critical Sites will eventually need replacementwill eventually need replacement



IIntegration of ntegration of OOperational & perational & IInformation nformation 
CControl ontrol TTechnologies(echnologies(OTOT++ITIT):):“Purdue Model” “Purdue Model” 
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ALLALL Industrial Automation & Control Systems (OT+IT) need Security Upgrades!Industrial Automation & Control Systems (OT+IT) need Security Upgrades!



Recent Publications on Industrial Recent Publications on Industrial 

CyberSecurityCyberSecurity for for SCADA SystemsSCADA Systems
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Recent Publications on Industrial Recent Publications on Industrial 

CyberSecurityCyberSecurity for for SCADA SystemsSCADA Systems
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1-- 2121stst Background PerspectiveBackground Perspective

“Cyber Intelligence”“Cyber Intelligence”
2 2 –– Integrating Cyber & CCTV ToolsIntegrating Cyber & CCTV Tools

“Cyber“Cyber Convergence”Convergence”
3 3 –– CaseCase Studies: Studies: Recent EventsRecent Events

“Urban Terrorism”“Urban Terrorism”
4 4 ––Smart Cities & Event Surveillance Smart Cities & Event Surveillance 5 5 ––Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools 6 –Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...

33-- Case Studies: Recent Cyber Attacks!Case Studies: Recent Cyber Attacks!

“Crime, Spies & Terror“Crime, Spies & Terror”   ”   
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4 4 ––Smart Cities & Event Surveillance Smart Cities & Event Surveillance 

“Crowded Places”“Crowded Places”
5 5 ––Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools

“AI Video Analytics”“AI Video Analytics”
6 –Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

“Cyber Biometrics”“Cyber Biometrics”
7–TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 

“Sector Surveillance” “Sector Surveillance” 
88–– Cyber Surveillance Visions!...Cyber Surveillance Visions!...

““CyberCyber 20252025 FuturesFutures””

9 –YOUR Security & Surveillance!

“YOUR Business Plan”“YOUR Business Plan”

“Crime, Spies & Terror“Crime, Spies & Terror”   ”   



Case Studies: Case Studies: Recent Cyber Attacks!...Recent Cyber Attacks!...
•• Criminal Attacks:  Criminal Attacks:  Recent surge of International 

RansomwareRansomware Attacks on Industrial Operations!..

•• Industrial CyberIndustrial Cyber--Espionage: Espionage: Much easier to “SpySpy” 

anonymously on-line for Industrial Secrets!...

•• Political & Terror Attacks: Political & Terror Attacks: Nation States are now 
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•• Political & Terror Attacks: Political & Terror Attacks: Nation States are now 

using Custom Cyber Weapons to attack & disable 

Critical Infrastructure such as StuxnetStuxnet (2009)!..

High Risk Operations:  High Risk Operations:  Major Oil/Gas Refineries, Nuclear Power Major Oil/Gas Refineries, Nuclear Power 

Stations & Industry are vulnerable to targeted Cyber Attacks on Stations & Industry are vulnerable to targeted Cyber Attacks on 

their ICS/SCADA Realtheir ICS/SCADA Real--Time Operational Control Systems!.........Time Operational Control Systems!.........



10 Years since 10 Years since STUXNET Worm STUXNET Worm -- 20092009
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STUXNET = STUXNET = Custom Malware targeted onCustom Malware targeted on ICS/SCADA ICS/SCADA 



10 Years since 10 Years since STUXNET Worm STUXNET Worm -- 20092009
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STUXNET = STUXNET = Custom Malware targeted onCustom Malware targeted on ICS/SCADA ICS/SCADA 



MaerskMaersk: : Global Global RansomwareRansomware -- June 2017June 2017

Cost of Cost of PetyaPetya CyberAttack CyberAttack = $300Million!...= $300Million!...
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NorskNorsk Hydro Hydro Cyber Attack Cyber Attack –– March 2019March 2019

-- CompanyCompany--Wide  Wide  ““LockerGogoLockerGogo”  ”  RansomwareRansomware AttackAttack

-- Large Impact upon Large Impact upon NorskNorsk Hydro Hydro Aluminium ProductionAluminium Production
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-- Estimated Q1 Cost of Attack Estimated Q1 Cost of Attack = = $52 Million!$52 Million!



SANS Security InstituteSANS Security Institute: : www.www.sanssans.org/ics.org/ics
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“Physical to Cyber” “Physical to Cyber” 
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4 4 ––SmartSmart Cities & Event SurveillanceCities & Event Surveillance

“Crowded“Crowded PlacesPlaces” ” 
5 –Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools

“AI Video Analytics”“AI Video Analytics”
6 –Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

“Cyber Biometrics”“Cyber Biometrics”
7–TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 

“Sector Surveillance” “Sector Surveillance” 
88–– Cyber Surveillance Visions!...Cyber Surveillance Visions!...

““CyberCyber 2025 Futures”2025 Futures”

9 –YOUR Security & Surveillance!

“YOUR Business Plan”“YOUR Business Plan”

Ship: HMT Ascanius – Devonport to Durban - 1917

“Physical to Cyber” “Physical to Cyber” 



Security Transition: Security Transition: 2020 2020 toto 2025+2025+

•• Physical Security: Physical Security: Critical Industries & Energy 

Sites traditionally focused on Physical Security 

such as Perimeters, Access Control & Guards

•• CyberSecurity: CyberSecurity: Industries are now investing in 

advanced cyber operations due to recent 
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advanced cyber operations due to recent 

increase in significant cyber threats & attacks 

Integrated CyberIntegrated Cyber--Physical Security:  Physical Security:  The The Industry/Energy Sector Industry/Energy Sector will will 

require $require $ignficantignficant Investment over Investment over 5 to10 Years 5 to10 Years to Transition from       to Transition from       

2020thth Physical Security Physical Security to to Integrated 21stC CyberIntegrated 21stC Cyber--Physical Operations!Physical Operations!



Critical Energy Industry Sector: Critical Energy Industry Sector: “Cybersecurity for “Cybersecurity for 

Industrial Automation & Control Systems (IACS)”Industrial Automation & Control Systems (IACS)”
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Cyber Defence Cyber Defence against against “Stuxnet” “Stuxnet” Custom Malware that attacksCustom Malware that attacks ICS/SCADA ICS/SCADA (2009(2009) ) 



Cyber Ops: Cyber Ops: Integrated Command & ControlIntegrated Command & Control

43

“ Upgrading Industrial Cybersecurity  ” 

- Securing Critical National Infrastructure-
St Julians, Malta  – 10th / 11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

•• Security Operations Command Centre for Global Security Solutions EnterpriseSecurity Operations Command Centre for Global Security Solutions Enterprise•• Security Operations Command Centre for Global Security Solutions EnterpriseSecurity Operations Command Centre for Global Security Solutions Enterprise



Evolution of Evolution of ”Cyber”Cyber--Physical”Physical” SolutionsSolutions
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CyberCyber--Physical Systems as Basis of Physical Systems as Basis of “IoT”“IoT”
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CyberCyber--PhysicalPhysical System Modules for “System Modules for “IoTIoT””
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IACS for IACS for 

UK Govt GuideUK Govt Guide: CyberSecurity for Industrial Automation & Control : CyberSecurity for Industrial Automation & Control 
Download Report: Download Report: www.hse.gov.uk/foi/internalops/og/ogwww.hse.gov.uk/foi/internalops/og/og--0086.pdf0086.pdf -- (IACS)(IACS)
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IACS for IACS for 

“Small Site”“Small Site”



IACS for IACS for 

UK Govt GuideUK Govt Guide: CyberSecurity for Industrial Automation & Control : CyberSecurity for Industrial Automation & Control 
Download Report: Download Report: www.hse.gov.uk/foi/internalops/og/ogwww.hse.gov.uk/foi/internalops/og/og--0086.pdf0086.pdf -- (IACS)(IACS)

IACS Security for IACS Security for 
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IACS for IACS for 

“Small Site”“Small Site”
IACS Security for IACS Security for 

“Medium Site”“Medium Site”



IACS for IACS for 

UK Govt GuideUK Govt Guide: CyberSecurity for Industrial Automation & Control : CyberSecurity for Industrial Automation & Control 
Download Report: Download Report: www.hse.gov.uk/foi/internalops/og/ogwww.hse.gov.uk/foi/internalops/og/og--0086.pdf0086.pdf -- (IACS)(IACS)

IACS Security for IACS Security for 
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IACS for IACS for 

“Small Site”“Small Site”
IACS Security for IACS Security for 

“Medium Site”“Medium Site”

IACS for “Large Site”IACS for “Large Site”



IACS for IACS for 

UK Govt GuideUK Govt Guide: CyberSecurity for Industrial Automation & Control : CyberSecurity for Industrial Automation & Control 
Download Report: Download Report: www.hse.gov.uk/foi/internalops/og/ogwww.hse.gov.uk/foi/internalops/og/og--0086.pdf0086.pdf -- (IACS)(IACS)

IACS Security for IACS Security for 
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IACS for IACS for 

“Small Site”“Small Site”
IACS Security for IACS Security for 

“Medium Site”“Medium Site”

IACS for “Large Site”IACS for “Large Site”



1-- 2121stst Background PerspectiveBackground Perspective

“Cyber Intelligence”“Cyber Intelligence”
2 2 –– Integrating Cyber & CCTV ToolsIntegrating Cyber & CCTV Tools

“Cyber Convergence”“Cyber Convergence”
3  3  –– Case Studies: Recent EventsCase Studies: Recent Events

“Urban Terrorism”“Urban Terrorism”

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...

5 5 –– Critical Sector Supply Chains!...Critical Sector Supply Chains!...
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“Cyber Intelligence”“Cyber Intelligence” “Cyber Convergence”“Cyber Convergence” “Urban Terrorism”“Urban Terrorism”
4 –Smart Cities & Event Surveillance Smart Cities & Event Surveillance 

“Crowded Places”“Crowded Places”
5 5 ––Advanced Cyber Advanced Cyber Analysis ToolsAnalysis Tools

“AI Video Analytics”“AI Video Analytics”
6 –Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

“Cyber Biometrics”“Cyber Biometrics”
7–TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 

“Sector Surveillance”“Sector Surveillance”
88–– 2121ststC C Maritime Security Maritime Security Trends Trends 

“Cyber @ Sea”“Cyber @ Sea”
9 –YOUR Security & Surveillance!

“YOUR Business Plan”“YOUR Business Plan”

5 5 –– Critical Sector Supply Chains!...Critical Sector Supply Chains!...

“Asset Authentication”“Asset Authentication”



Critical Sector Critical Sector Supply ChainsSupply Chains!...!...

•• Software Apps: Software Apps: Software Patches, Upgrades & Apps 
should ALL be tested & securely sourced!

•• Hardware Supply: Hardware Supply: Devices, Processors & Chips also 

Critical Infrastructure Critical Infrastructure is Highly Vulnerable to is Highly Vulnerable to 

Penetration through the Asset Supply Chains!Penetration through the Asset Supply Chains!
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•• Hardware Supply: Hardware Supply: Devices, Processors & Chips also 
need testing from reputable suppliers!

•• Network Systems: Network Systems: Regular checks on Internet, Wi-Fi  
& Mobile Comms + USB & Cloud Storage!

Test & Check Test & Check ALLALL Software, Hardware & Network Software, Hardware & Network 

Components from Components from SSource to ource to SSystem Installation!...ystem Installation!...



Counterfeit Industrial Components Counterfeit Industrial Components 
-- Backdoor for Cyber Intrusion & Attacks Backdoor for Cyber Intrusion & Attacks --
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BlockchainBlockchain Applications to Supply ChainsApplications to Supply Chains
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IndustriesIndustries upgradeupgrade to to Intelligent Supply Chain Tracking Intelligent Supply Chain Tracking in next in next 5 years5 years!!



BlockchainBlockchain Applications to Supply ChainsApplications to Supply Chains
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IndustriesIndustries upgradeupgrade to to Intelligent Supply Chain Tracking Intelligent Supply Chain Tracking in next in next 5 years5 years!!



1- - 2121stst Background PerspectiveBackground Perspective

“Cyber Intelligence”“Cyber Intelligence”
2 2 –– Integrating Cyber & CCTV ToolsIntegrating Cyber & CCTV Tools

“Cyber Convergence”“Cyber Convergence”
3 – Case Studies: Recent EventsCase Studies: Recent Events

“Urban Terrorism”“Urban Terrorism”

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...

6 6 –– Cyber Surveillance & EspionageCyber Surveillance & Espionage

Systems Privacy”Systems Privacy”
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“Urban Terrorism”“Urban Terrorism”

4 –– Smart Cities & Event Surveillance Smart Cities & Event Surveillance 

“Crowded Places”“Crowded Places”
5 –Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools

“AI Video Analytics”“AI Video Analytics”
6 6 ––Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

““CyberCyber Biometrics”Biometrics”
7–TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 

“Sector Applications” “Sector Applications” 
88–– Cyber Surveillance Visions!...Cyber Surveillance Visions!...

“Cyber 2025 Futures”“Cyber 2025 Futures”
9 –YOUR Security & Surveillance!

“YOUR Business Plan”“YOUR Business Plan”
““Systems Privacy”Systems Privacy”



CyberCyber SSurveillance & urveillance & EEspionage!...spionage!...

•• Industrial Surveillance: Industrial Surveillance: Competitors, Governments 

& Political Agents will use Cyber Attacks Cyber Attacks to steal 

Product Designs, Patents & Industrial Secrets!...

Critical National Sectors Critical National Sectors such as Energy, Oil/Gas & such as Energy, Oil/Gas & 

Defence are open forDefence are open for Cyber SCyber Surveillance & urveillance & EEspionage! spionage! 
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Product Designs, Patents & Industrial Secrets!...

•• Criminal Espionage: Criminal Espionage: Criminals Groups now target 

Critical Sectors & TradeTrade Industrial Knowledge!...

Industrial Data Industrial Data is now more valuable than is now more valuable than Oil & GoldOil & Gold!!

................YOURYOUR Systems Security Systems Security & & PrivacyPrivacy is now is now CriticalCritical!!



Aerial Surveillance: Aerial Surveillance: Oil/Gas RefineriesOil/Gas Refineries
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AbqaiqAbqaiq––KhuraisKhurais -- AramcoAramco Oil Refineries: Oil Refineries: Drone Attack Drone Attack –– 1414thth Sept 2019Sept 2019

Public Domain Satellite Images: Google MapsPublic Domain Satellite Images: Google Maps



Aerial Surveillance: Aerial Surveillance: Oil/Gas RefineriesOil/Gas Refineries
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Aerial Surveillance: Aerial Surveillance: Oil/Gas RefineriesOil/Gas Refineries
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Aerial Surveillance: Aerial Surveillance: Oil/Gas RefineriesOil/Gas Refineries
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AbqaiqAbqaiq––KhuraisKhurais -- AramcoAramco Oil Refineries: Oil Refineries: Drone Attack Drone Attack –– 1414thth Sept 2019Sept 2019

Public Domain Satellite Images: Google MapsPublic Domain Satellite Images: Google Maps



Mobile Tracking & Satellite Surveillance Mobile Tracking & Satellite Surveillance 
“Russian Steppe & Imperial Eagle Migration”“Russian Steppe & Imperial Eagle Migration”
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Source: Source: RRRCN.RURRRCN.RU



Mobile Tracking & Satellite Surveillance Mobile Tracking & Satellite Surveillance 
“Russian Steppe & Imperial Eagle Migration”“Russian Steppe & Imperial Eagle Migration”

Steppe EaglesSteppe Eagles

( 2018 ( 2018 –– 2019 )2019 )
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Download: Download: RRRCN.RURRRCN.RU

Eagle Migration MapsEagle Migration Maps



Mobile Tracking & Satellite Surveillance Mobile Tracking & Satellite Surveillance 
“Russian Steppe & Imperial Eagle Migration”“Russian Steppe & Imperial Eagle Migration”

Steppe EaglesSteppe Eagles

( 2018 ( 2018 –– 2019 )2019 )

Imperial Eagles Imperial Eagles 

( 2017 ( 2017 -- 2018 )2018 )
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3D3D Aerial Images: Aerial Images: St St JuliansJulians, Malta, Malta
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Public Domain Images: Google MapsPublic Domain Images: Google Maps



3D3D Aerial Images: Aerial Images: St St JuliansJulians, Malta, Malta
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3D 3D Aerial Images: Aerial Images: Valletta Harbour, MaltaValletta Harbour, Malta
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Industrial Oil Rigs Industrial Oil Rigs –– Ship YardShip Yard–– Valletta Grand Harbour, Malta Valletta Grand Harbour, Malta –– Google 3D MapsGoogle 3D Maps



3D 3D Aerial Images: Aerial Images: Valletta Harbour, MaltaValletta Harbour, Malta
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3D 3D Aerial Images: Aerial Images: Valletta Harbour, MaltaValletta Harbour, Malta
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Industrial Economic Industrial Economic Cyber EspionageCyber Espionage
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Industrial Economic Industrial Economic Cyber EspionageCyber Espionage
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Critical Sector Targets: Critical Sector Targets: Cyber EspionageCyber Espionage
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Critical Sector Targets: Critical Sector Targets: Cyber EspionageCyber Espionage
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2 2 –– Integrating Cyber & CCTV ToolsIntegrating Cyber & CCTV Tools

“Cyber Convergence”“Cyber Convergence”
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7 7 ––Advanced CyberSecurity SolutionsAdvanced CyberSecurity Solutions

“Intelligent & Integrated”“Intelligent & Integrated”
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4 4 –– Smart Cities & Event Surveillance Smart Cities & Event Surveillance 

“Crowded Places”“Crowded Places”
5 -Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools

“AI Video Analytics”“AI Video Analytics”
6 – Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

“Cyber Biometrics”“Cyber Biometrics”
77––TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 

“Sector Surveillance”“Sector Surveillance”
88–– Cyber Surveillance Visions!...Cyber Surveillance Visions!...
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7 7 ––Advanced CyberSecurity SolutionsAdvanced CyberSecurity Solutions

“Intelligent & Integrated”“Intelligent & Integrated”



IIntelligent & ntelligent & IIntegrated ntegrated CyberSecurityCyberSecurity

CybersecurityCybersecurity for Critical National Infrastructure for Critical National Infrastructure 

requires Advanced requires Advanced Intelligent Cyber SolutionsIntelligent Cyber Solutions!....!....

•• Artificial Intelligence: Artificial Intelligence: Human Operators are too slow 

to react to “Cyber Attacks” @ Light Speed, so AI 

“Bots” will be deployed 24/7 to hunt predators!...
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“Bots” will be deployed 24/7 to hunt predators!...

•• Machine Learning: Machine Learning: Intelligent Self-Learning Models 

determine “Normal” behaviour of Critical Systems!

•• BigBig Data Analytics: Data Analytics: ICS/SCADA Systems & Log-Files 

are scanned in Real-Time for malware anomalies!

Integrated CyberIntegrated Cyber--PhysicalPhysical:  :  ONEONE--Operations Dashboard!Operations Dashboard!



IIntelligent & ntelligent & IIntegrated ntegrated CyberSecurityCyberSecurity

CybersecurityCybersecurity for Critical National Infrastructure for Critical National Infrastructure 

requires Advanced requires Advanced Intelligent Cyber SolutionsIntelligent Cyber Solutions!....!....

•• Artificial Intelligence: Artificial Intelligence: Human Operators are too slow 

to react to “Cyber Attacks” @ Light Speed, so AI 

“Bots” will be deployed 24/7 to hunt predators!...
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“Bots” will be deployed 24/7 to hunt predators!...

•• Machine Learning: Machine Learning: Intelligent Self-Learning Models 

determine “Normal” behaviour of Critical Systems!

•• BigBig Data Analytics: Data Analytics: ICS/SCADA Systems & Log-Files 

are scanned in Real-Time for malware anomalies!

Integrated CyberIntegrated Cyber--PhysicalPhysical:  :  ONEONE--Operations Dashboard!Operations Dashboard!



AI & Machine Learning AI & Machine Learning will will OOptimise & ptimise & 

SSecure ecure IIndustrial ndustrial AAutomation : utomation : IACSIACS..........
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AI & Machine Learning AI & Machine Learning will will OOptimise & ptimise & 

SSecure ecure IIndustrial ndustrial AAutomation : utomation : IACSIACS..........
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Machine Learning & Big Data Analytics: Machine Learning & Big Data Analytics: 
Predictive Modelling for Industrial Controls!Predictive Modelling for Industrial Controls!
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Big Data Analytics: Big Data Analytics: Industry Optimisation & Cyber Intrusion DetectionIndustry Optimisation & Cyber Intrusion Detection



Integration of Physical and Cyber Security  Integration of Physical and Cyber Security  
Integrated CSOIntegrated CSO--led Management Team led Management Team –– Merged HQ Operations Merged HQ Operations 

Physical Security OperationsPhysical Security Operations Cyber Security OperationsCyber Security Operations

Smart Security Smart Security = = Virtual IntegrationVirtual Integration

Shared Shared 

AlertsAlerts
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Corporate CSOCorporate CSO--led Security Teamled Security Team

ONE ONE –– Shopping List!Shopping List!

Integrated Management, Integrated Management, 

Training, Standards, Plans Training, Standards, Plans 

ONE ONE –– Architecture!Architecture!

Smart Security Smart Security = = Virtual IntegrationVirtual Integration

Final Final phase of phase of CyberCyber--Physical IntegrationPhysical Integration -- Embedded Intelligence in ALL Devices Embedded Intelligence in ALL Devices -- Internet of ThingsInternet of Things



1-- 2121stst Background PerspectiveBackground Perspective

“Cyber Intelligence”“Cyber Intelligence”
2 2 –– Integrating Cyber & CCTV ToolsIntegrating Cyber & CCTV Tools

“Cyber Convergence”“Cyber Convergence”
3 – Case Studies: Recent EventsCase Studies: Recent Events

“Urban Terrorism”“Urban Terrorism”

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...

8 8 ––10 New Ways to Secure Systems10 New Ways to Secure Systems

“Real“Real--Time Learning!”Time Learning!”
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4 –Smart Cities & Event Surveillance Smart Cities & Event Surveillance 

“Crowded Places”“Crowded Places”
5 –Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools

“AI Video Analytics”“AI Video Analytics”
6 – Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

“Cyber Biometrics”“Cyber Biometrics”
7–TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 
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“Cyber “Cyber 20252025 Futures”Futures”
9 –YOUR Security & Surveillance!

“YOUR Business Plan”“YOUR Business Plan”

“Real“Real--Time Learning!”Time Learning!”



10 Ways 10 Ways to to Secure Industrial SystemsSecure Industrial Systems!

•• Audit Audit ALL ICS/SCADA

•• UpgradeUpgrade ICS Software

•• SecureSecure Network Controls

•• CheckCheck ALL Staff/Contractors

•• MonitorMonitor Supply Chain

•• MaintainMaintain SCADA “Air-Gap”

Industrial Systems Industrial Systems are are Highly Vulnerable Highly Vulnerable to to Cyber Attacks!!
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•• ISO/NISTISO/NIST Cyber Standards

•• Full Compliance Full Compliance Checks

•• Trial AI/ML Trial AI/ML Cyber Solutions!

•• IntelligentIntelligent 24/7 Surveillance!

......YOUR Mission......YOUR Mission:  Transition over 5 to 10 Years from :  Transition over 5 to 10 Years from Legacy 20Legacy 20ththC C 

ICS/SCADA to ICS/SCADA to Intelligent 21Intelligent 21ststC C Autonomous Autonomous SelfSelf--Learning SystemsLearning Systems! ! 



Guide to Guide to Industrial SecurityIndustrial Security for for ICSICS: : NISTNIST

Recommended Technical Handbook:  Recommended Technical Handbook:  May 2015May 2015

NIST NIST = National Institute of Standards & Technology= National Institute of Standards & Technology
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Free Download:  Free Download:  dx.doi.org/10.6028/NIST.SP.800dx.doi.org/10.6028/NIST.SP.800--82r282r2



Guide to Guide to Industrial SecurityIndustrial Security for for ICSICS: : NISTNIST

Recommended Technical Handbook:  Recommended Technical Handbook:  May 2015May 2015

NIST NIST = National Institute of Standards & Technology= National Institute of Standards & Technology
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Free Download:  Free Download:  dx.doi.org/10.6028/NIST.SP.800dx.doi.org/10.6028/NIST.SP.800--82r282r2



IIndustrial ndustrial AAutomation & utomation & CControl ontrol SSystems ystems 

CISCO Design Guide CISCO Design Guide -- (IACS) : (IACS) : August 2019August 2019
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DownloadDownload: : www.cisco.comwww.cisco.com –– Google SearchGoogle Search: : Industrial SCADA SecurityIndustrial SCADA Security



IIndustrial ndustrial AAutomation & utomation & CControl ontrol SSystems ystems 

CISCO Design Guide CISCO Design Guide -- (IACS) : (IACS) : August 2019August 2019
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DownloadDownload: : www.cisco.comwww.cisco.com –– Google SearchGoogle Search: : Industrial SCADA SecurityIndustrial SCADA Security



1-- 2121stst Background PerspectiveBackground Perspective

“Cyber Intelligence”“Cyber Intelligence”
2 2 –– Integrating Cyber & CCTV ToolsIntegrating Cyber & CCTV Tools

“Cyber Convergence”“Cyber Convergence”
3 – Case Studies: Recent EventsCase Studies: Recent Events

“Urban Terrorism”“Urban Terrorism”

Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...

9 9 –– Defend YOUR Defend YOUR IndustryIndustry NOW!...NOW!...

“SMART Business Plan”“SMART Business Plan”
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“Urban Terrorism”“Urban Terrorism”
4 – Smart Cities & Event Surveillance Smart Cities & Event Surveillance 

“Crowded Places”“Crowded Places”
5 -Advanced Cyber Analysis ToolsAdvanced Cyber Analysis Tools

”AI Video Analytics””AI Video Analytics”
6 – Biometric & Behaviour ProfilesBiometric & Behaviour Profiles

“Cyber Biometrics”“Cyber Biometrics”
7–TrTransportansport, Retail, Culture, Defence , Retail, Culture, Defence 

“Sector Surveillance”“Sector Surveillance”
88–– Cyber Surveillance Visions!...Cyber Surveillance Visions!...

“Cyber 2025 Futures”“Cyber 2025 Futures”
9 9 ––YOUR Security & Surveillance!YOUR Security & Surveillance!

“YOUR“YOUR Business PlanBusiness Plan””

“SMART Business Plan”“SMART Business Plan”



YOURYOUR Smart Security Smart Security Business Plan!..Business Plan!..
•• Action 1: Action 1: CSO-Led Board-Level Review & Audit of ALL 

ICS/SCADAICS/SCADA Net/Systems Assets & Operations  – 60 days

•• Action 2: Action 2: Investigate YOURYOUR CyberSecurity Risk Profile & 
Potential Threat, Attack & Espionage Scenarios – 30 days

•• Action 3: Action 3: Develop Multi-Year Security Plan, $$$ Budget $$$ Budget & 
Roadmap to Mitigate Identified Cyber Risks to include:

a) Business-Wide “CyberCyber--Physical”Physical” Security Operations

88

“ Upgrading Industrial Cybersecurity  ” 

- Securing Critical National Infrastructure-
St Julians, Malta  – 10th / 11th Nov 2019   

©  Dr David E. Probert   :  www.VAZA.com ©

40th International East-West Security Conference 

a) Business-Wide “CyberCyber--Physical”Physical” Security Operations

b) Upgrade ICS/SCADA ICS/SCADA to Global Industryto Global Industry ISO/NIST ISO/NIST StandardsStandards” ” 
c)c) Implement New Generation Implement New Generation AI/MLAI/ML--basebasedd Systems ControlsSystems Controls

d) Professional “Cyber Security TrainingCyber Security Training” ” & Development

e) Regular Security Staff Scenario Exercises for “Cyber Alerts”“Cyber Alerts”

Cyber ImpactCyber Impact: Board Focus &: Board Focus & $$$ $$$ Budget for “Budget for “CyberCyber” will ” will be be $IGNIFICANT$IGNIFICANT!!



““UpgradingUpgrading Industrial CyberSecurity!...Industrial CyberSecurity!...””
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Bulgakov’s Satanic Cat – БегемотБегемот - Master & Margarita - 1972
Pen & Ink Drawing by Pen & Ink Drawing by Dr Alexander RimskiDr Alexander Rimski--Korsakov (1936 Korsakov (1936 –– 2018)2018)

Prepare for Cyber Threats & Attacks!

..................UpgradeUpgrade YOURYOUR IIndustry with ndustry with 

IIntegrated & ntegrated & IIntelligent ntelligent RRealeal--TTimeime

CyberCyber––Physical Security Operations!Physical Security Operations!



The Surrealistic Paintings of Dr Alexander RimskyThe Surrealistic Paintings of Dr Alexander Rimsky--KorsakovKorsakov
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Web LinkWeb Link: : www.valentina.net/ARK3/ark2.htmlwww.valentina.net/ARK3/ark2.html



2121ststCC CyberCyber Finance, Finance, IndustryIndustry & & FuturesFutures!!
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Download Download CyberCyber Slides: Slides: www.valentina.net/MALTA2019/ www.valentina.net/MALTA2019/ 



2121ststC C CyberCyber Trends in Trends in Finance.Finance.....
4040thth EastEast--West Security Conference: West Security Conference: MaltaMalta
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MALTA          MALTA          

--1800 1800 ––



ThankThank--You!You!ThankThank--You!You!

2121ststC C CyberCyber Trends in Trends in Finance.Finance.....
4040thth EastEast--West Security Conference: West Security Conference: MaltaMalta
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MALTA          MALTA          

--1800 1800 ––

ThankThank--You!You!ThankThank--You!You!

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/www.Valentina.net/MALTA2019MALTA2019//

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/www.Valentina.net/MALTA2019MALTA2019//



Download Presentation Slides: Download Presentation Slides: 

www.Valentina.netwww.Valentina.net/MALTA2019//MALTA2019/

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.netwww.Valentina.net/MALTA2019//MALTA2019/
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Thank you for your time!Thank you for your time!Thank you for your time!Thank you for your time!



Additional Additional CybersecurityCybersecurity ResourcesResources
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LinkLink:  :  www.valentina.net/vaza/CyberDocswww.valentina.net/vaza/CyberDocs



Professional Profile Professional Profile -- Dr David E. Probert Dr David E. Probert 
�� Computer Integrated Telephony (CIT)Computer Integrated Telephony (CIT) – Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with 

telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

�� Blueprint for Business CommunitiesBlueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the 

“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

�� European Internet Business Group (EIBGEuropean Internet Business Group (EIBG) ) – Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included 

support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.  

Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

�� Supersonic Car (Supersonic Car (ThrustSSCThrustSSC)) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st Multi-Media and e-Commerce Web-

Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record.

�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 
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�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 

networking products with technology partners from both UK and Taiwan. 

�� Networked Enterprise SecurityNetworked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall 

responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

�� Republic of GeorgiaRepublic of Georgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make recommendations on all aspects of IT 

security, physical security and BCP/DR relating to the Georgian Parliament, and then by UN/ITU to review Cybersecurity for the Government Ministries.

�� UN/ITUUN/ITU – Senior Adviser – Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society, IEEE Life Member and 1Dr David E. Probert is a Fellow of the Royal Statistical Society, IEEE Life Member and 1stst Class Honours Maths Degree Class Honours Maths Degree 

(Bristol University) & PhD  from Cambridge University in Self(Bristol University) & PhD  from Cambridge University in Self--Organising Systems (Evolution of Stochastic Automata) , Organising Systems (Evolution of Stochastic Automata) , 

and his full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007and his full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007--2020 Editions2020 Editions.



Upgrading Upgrading Industrial CyberSecurity!...Industrial CyberSecurity!...
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