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CCrucial rucial CCybersecurity  ybersecurity  –– Dual ThemesDual Themes

Theme (1)Theme (1) –– ......The Crucial Role of Cybersecurity in the The Crucial Role of Cybersecurity in the “War on Terror”“War on Terror”

--

““

“Integration” : “Integration” : “SMART Real“SMART Real--Time Security & Surveillance                Time Security & Surveillance                11:4511:45 66thth June  2016June  2016

The Prevention of Terrorism requires Business & Government The Prevention of Terrorism requires Business & Government 

Security Teams to Integrate their Cybersecurity Operations with Security Teams to Integrate their Cybersecurity Operations with 

RealReal--Time Surveillance, GPS Tracking & Personal Profiling Tools.Time Surveillance, GPS Tracking & Personal Profiling Tools.
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ThemeTheme (2)     (2)     –– ......Energising YOUR Cybersecurity with Energising YOUR Cybersecurity with “Biometrics and Forensics”“Biometrics and Forensics”

--

“Intelligence”: “Intelligence”: ”ADAPTIVE Cyber”ADAPTIVE Cyber--Biometric  Security for the IoTBiometric  Security for the IoT”      ”      14:30  614:30  6thth June  2016                                                            June  2016                                                            

Download SlideDownload Slides: s: www.valentina.net/Prague2016www.valentina.net/Prague2016//

Secure EndSecure End--User Authentication for the “Internet of Things User Authentication for the “Internet of Things 

(IoT)” will require CSOs & Security Teams to Integrate Biometric (IoT)” will require CSOs & Security Teams to Integrate Biometric 

& Forensic Tools with their Physical & Cybersecurity Operations& Forensic Tools with their Physical & Cybersecurity Operations.  .  



Prague 1994: Prague 1994: MultiMulti--Media NetworkingMedia Networking
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Prague: June 1994 Prague: June 1994 : : Internet ConferenceInternet Conference
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Protecting Ukraine & Georgian Parliaments Protecting Ukraine & Georgian Parliaments 

-- Integrated Cyber and Physical Security Integrated Cyber and Physical Security --
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Internet, Web Sites, & IT Security Programmes initiated 1994Internet, Web Sites, & IT Security Programmes initiated 1994

Ukraine Parliament Ukraine Parliament :: KyivKyiv Georgian Parliament: Georgian Parliament: TbilisiTbilisi



Cybersecurity for Cybersecurity for ArmeniaArmenia and and GeorgiaGeorgia
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Critical Infrastructure Audit during UN Cybersecurity Mission: Georgian ParliamentCritical Infrastructure Audit during UN Cybersecurity Mission: Georgian Parliament



GeoVisionGeoVision 24/7 Internet Connectivity24/7 Internet Connectivity
-- “Worldwide Internet Census 2012” “Worldwide Internet Census 2012” --
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1 1 –– Background:Background: “21sr Security Landscape”“21sr Security Landscape” 2 – Recent “Terror” Events: Case Studies 3 – 20th C Physical Security Solutions

4 – 21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios
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4 – 21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios

7 – “Terror” Defence: Critical Infrastructure 8 – Practical CyberSecurity Strategies 9 –YOUR TOP 3 Actions & RoadMap



(1) (1) OUROUR 2121ststC C SecuritySecurity LandscapeLandscape
•• Security EventsSecurity Events, War & Terrorism frequently 

dominate OUR International Media & News.

•• Legacy 20Legacy 20ththC C Security Solutions are no longer an 
effective defence against the “bad guys”.

•• Hybrid War, Terror & Crime: Hybrid War, Terror & Crime: Effective Defence 
requires Integrated Cyber & Physical Solutions
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requires Integrated Cyber & Physical Solutions

•• 2020ththC Physical Terror C Physical Terror travelled @ Sound Speed@ Sound Speed

•• 2121ststC Cyber Terrorism C Cyber Terrorism travels @ Light Speed...@ Light Speed...

....In this presentation we provide practical ways ....In this presentation we provide practical ways 
to upgrade to upgrade YOURYOUR Security OperationsSecurity Operations



Background: Background: 2020thth to 21to 21ststC CybersecurityC Cybersecurity

•• 2020ththC : 1995 C : 1995 -- 2010 : 2010 : Focus on Firewalls & 

Antivirus – based upon Physical “Spatial” 

Security Models (Castles & Moats) 

.........Protection @ Protection @ “Speed of Sound” “Speed of Sound” ((SpaceSpace))
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.........Protection @ Protection @ “Speed of Sound” “Speed of Sound” ((SpaceSpace))

•• 2121ststC : 2010 C : 2010 –– 2025 : 2025 : Focus on Adaptive, and 

Self-Organising “Cyber” Tools – based upon 

Temporal Models (AI & Machine Learning)

.........Defending @ Defending @ “Speed of Light”  “Speed of Light”  ((TimeTime) ) 



2121ststCC CyberSecurity CyberSecurity LandscapeLandscape

•• Convergence of Physical & Cybersecurity OperationsConvergence of Physical & Cybersecurity Operations

•• “Cyber” migrates from IT Dept to Main Board: C“Cyber” migrates from IT Dept to Main Board: C--SuiteSuite

•• Global RealGlobal Real--Time Targeted Cyber Attacks Time Targeted Cyber Attacks –– 24/724/7

•• Transition from 20Transition from 20ththC Tools (Firewalls & AntiC Tools (Firewalls & Anti--virus)  to virus)  to 
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•• Transition from 20Transition from 20ththC Tools (Firewalls & AntiC Tools (Firewalls & Anti--virus)  to virus)  to 

“Smart” 21“Smart” 21ststC Tools (AI & Machine Learning)C Tools (AI & Machine Learning)

•• Emergence of Enterprise “Internet of Things”Emergence of Enterprise “Internet of Things”

•• Evolution of Smart Devices, Cities, Economy & SocietyEvolution of Smart Devices, Cities, Economy & Society

•• Dramatic increase in Cyber Crime & Cyber TerrorismDramatic increase in Cyber Crime & Cyber Terrorism



CybersecurityCybersecurity Market SectorsMarket Sectors

•• AntiAnti--Virus/FirewallVirus/Firewall

•• ID AuthenticationID Authentication

•• Encryption/PrivacyEncryption/Privacy

•• Risk & ComplianceRisk & Compliance

•• Mobile Device SecurityMobile Device Security

•• AI & Machine LearningAI & Machine Learning

•• Enterprise IoT SecurityEnterprise IoT Security

•• Cloud Security ServicesCloud Security Services

•• Big Data ProtectionBig Data Protection

•• RT Log/Event AnalyticsRT Log/Event Analytics
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•• Mobile Device SecurityMobile Device Security

•• AntiAnti--Fraud MonitoringFraud Monitoring

•• Website ProtectionWebsite Protection

•• S/W Code VerificationS/W Code Verification

•• RT Log/Event AnalyticsRT Log/Event Analytics

•• RealReal--Time Threat MapsTime Threat Maps

•• Smart BiometricsSmart Biometrics

•• Training & CertificationTraining & Certification

Global Trend is towards Global Trend is towards Adaptive & Intelligent Cybersecurity Solutions/ServicesAdaptive & Intelligent Cybersecurity Solutions/Services...

....Traditional ....Traditional AntiAnti--Virus/Firewall Tools Virus/Firewall Tools no longer fully effective against no longer fully effective against “Bad Guys”“Bad Guys”!!
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Worldwide Worldwide Hyperbolic Models Hyperbolic Models of Internetof Internet
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Link: Link: www.CAIDA.orgwww.CAIDA.org :  :  CenterCenter for Applied Internet Data Analysisfor Applied Internet Data Analysis

-- University of California University of California -- San Diego Supercomputer San Diego Supercomputer CenterCenter --



Typical GlobalTypical Global“Botnet” “Botnet” Cyber AttackCyber Attack
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RealReal--Time Cyber Threat Map Time Cyber Threat Map @ Light Speed@ Light Speed
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Norse Norse CyberMapCyberMap: : RealReal--Time Cyber ThreatsTime Cyber Threats
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KasperskyKaspersky CyberMapCyberMap: : RealReal--Time ThreatsTime Threats
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Link: Link: http://Cybermap.kaspersky.com http://Cybermap.kaspersky.com 



New Data Generation New Data Generation @ Light Speed!@ Light Speed!
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1 – Background: “21stC Security Landscape” 2 2 –– RecentRecent Terror Events: Case StudiesTerror Events: Case Studies 3 – 20th C Physical Security Solutions

4 –21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios

Crucial Cybersecurity Role in Crucial Cybersecurity Role in “War on Terror”“War on Terror”
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4 –21 C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios

7 – “Terror” Defence: Critical Infrastructure 8 – Practical CyberSecurity Strategies 9 – YOUR TOP 3 Actions & RoadMap



(2) (2) Recent Terror Events: Recent Terror Events: Case StudiesCase Studies

•• MoscowMoscow – Nord-Ost Theatre – October 2002

•• LondonLondon – Metro & Bus Attack – July 2005

•• ParisParis – Charlie Hebdo Attack – Jan 2015

•• TunisiaTunisia – Marhaba Hotel, Sousse – June 2015

•• ParisParis – Bataclan Theatre – Nov 2015
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•• ParisParis – Bataclan Theatre – Nov 2015

•• BrusselsBrussels - Airport Attack – March 2016

....ALL Cultural, Tourist & Transport Facilities are  ....ALL Cultural, Tourist & Transport Facilities are  
vulnerable to attack in EVERY City & Country!vulnerable to attack in EVERY City & Country!



Paris Terror Attack: Paris Terror Attack: Charlie HebdoCharlie Hebdo--Nov2011Nov2011
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Brussels Airport: Brussels Airport: Terror AttackTerror Attack––March 2016 March 2016 

28

The Crucial Role of CybersecurityThe Crucial Role of Cybersecurity
in the “War on Terrorism”in the “War on Terrorism”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 



Terror Events: Terror Events: 11stst May 2016 May 2016 -- WikiWiki
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Terror Incidents: 1Terror Incidents: 1stst to 21to 21stst May 2016 = 128May 2016 = 128



Terror Events: Terror Events: MidMid--May 2016 May 2016 -- WikiWiki
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1717thth Nov 2015Nov 2015: “Islamic State is Plotting : “Islamic State is Plotting 

Deadly CyberDeadly Cyber--Attacks”:  Attacks”:  George Osborne George Osborne 
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£1.9bn Cybercrime Budget£1.9bn Cybercrime Budget

UK National Cyber CentreUK National Cyber Centre

National Cyber Crime UnitNational Cyber Crime Unit



2121ststC Cybersecurity C Cybersecurity “Threats & Trends”“Threats & Trends”

•• 20 Year 20 Year Evolution of Evolution of CyberCrimeCyberCrime & & CyberTerrorCyberTerror: : 19951995--20152015

•• “21“21stst Century Colonisation” Century Colonisation” of Worldwide Internet by 
eCriminals, Hacktivists and CyberTerrorist Organisations

•• Global Connectivity Global Connectivity of Critical National Infrastructure (CNI) 
significantly increases CyberTerror Risks for ALL Nations!
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•• Global Connectivity Global Connectivity of Critical National Infrastructure (CNI) 
significantly increases CyberTerror Risks for ALL Nations!

•• High Security Risks: High Security Risks: Most Governments & Businesses are 
currently not well secured against  Cyber Attacks & eCrime

.......and the .......and the “Bad Guys” “Bad Guys” are currently winning!are currently winning!

Image: Image: David David ShankboneShankbone: Occupy Wall Street : Occupy Wall Street –– Sept 2011Sept 2011



2121ststC Cybersecurity C Cybersecurity “Threats & Trends”“Threats & Trends”

•• 20 Year 20 Year Evolution of Evolution of CyberCrimeCyberCrime & & CyberTerrorCyberTerror: : 19951995--20152015

•• “21“21stst Century Colonisation” Century Colonisation” of Worldwide Internet by 
eCriminals, Hacktivists and CyberTerrorist Organisations

•• Global Connectivity Global Connectivity of Critical National Infrastructure (CNI) 
significantly increases CyberTerror Risks for ALL Nations!
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•• Global Connectivity Global Connectivity of Critical National Infrastructure (CNI) 
significantly increases CyberTerror Risks for ALL Nations!

•• High Security Risks: High Security Risks: Most Governments & Businesses are 
currently not well secured against  Cyber Attacks & eCrime

.......and the .......and the “Bad Guys” “Bad Guys” are currently winning!are currently winning!



CyberCyber--Physical Physical Threat ScenariosThreat Scenarios

•• Physical “Penetration”: Physical “Penetration”: Operations Perimeter penetrated to 
allow theft or corruption of Cyber Information / IT DataBases
and Confidential Plans

•• Cyber “Hack”: Cyber “Hack”: Malicious changes to Cyber Access Controls & 
IT Databases to allow Criminals/Terrorists to enter Target 
Facilities (such as Military Bases, Banking HQ, Telco/Mobile 
Network Operations)
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Network Operations)

•• Convergent Threats Convergent Threats – Criminals/Terrorists will attack at the 
weakest links which in the 21stC will be BOTH Cyber Network 
Operations and Physical Security Ops

.......Cyber Attacks Cyber Attacks are now fully industrialised with Malicious  
Code “Kits” & Botnets for sale “by the hour” “by the hour” on the DARKNETDARKNET



CyberCaliphateCyberCaliphate: : Middle East and Africa(1)  Middle East and Africa(1)  
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Multiple Multiple CyberAttacksCyberAttacks of US Central Command (CENTCOM) & of US Central Command (CENTCOM) & NewsWeekNewsWeek -- 20152015



CyberEspionageCyberEspionage: : Middle East and Africa Middle East and Africa (2)(2)
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CyberEspionageCyberEspionage Group: Group: Volatile CedarsVolatile Cedars

• “Volatile Cedars” :     
Cyber Espionage Group 

operating from Lebanon 

since 2012 with in-depth 

research and full report 

by Checkpoint Software 
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by Checkpoint Software 

Technologies Ltd (2015)



AnonymousAnonymous--Hacktivists declare Hacktivists declare “Total War”“Total War”

onon ISIS ISIS after after Paris Attacks Paris Attacks –– 1616thth Nov 2015Nov 2015
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“CyberWar” “CyberWar” StrategiesStrategies from from Classic Works!Classic Works!

RecommendedRecommended

“Bedtime “Bedtime 

Reading”Reading”

for for 

RecommendedRecommended

“Bedtime “Bedtime 

Reading”Reading”

for for 
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…Classic Works on …Classic Works on “War” “War” are just as relevant today for Cybersecurity as preare just as relevant today for Cybersecurity as pre--2121thth CC…Classic Works on …Classic Works on “War” “War” are just as relevant today for Cybersecurity as preare just as relevant today for Cybersecurity as pre--2121thth CC

for for 

CybersecurityCybersecurity

Specialists!Specialists!

for for 

CybersecurityCybersecurity

Specialists!Specialists!
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Command & Control (C2) Command & Control (C2) MalwareMalware ServersServers

-- “Global 21“Global 21stst Century Century CyberCyber--ColonisationColonisation”  ”  --
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Image: Image: www.fireeye.comwww.fireeye.com –– FireEyeFireEye Inc (c)  Inc (c)  



Typical C2 Typical C2 

MalwareMalware

SignaturesSignatures
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Image: Image: www.fireeye.comwww.fireeye.com –– FireEyeFireEye Inc (c)  Inc (c)  



1 – Background: “21stC Security Landscape” 2 – Recent “Terror” Events: Case Studies 3 3 –– 2020thth C Physical Security SolutionsC Physical Security Solutions

Crucial Cybersecurity Role in Crucial Cybersecurity Role in “War on Terror”“War on Terror”
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4 – 21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios
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(3) (3) 2020ththC C PhysicalPhysical Security SolutionsSecurity Solutions

•• Borders & Barriers: Borders & Barriers: “Intelligent” Perimeter Fences

•• Riot Control: Riot Control: Water Cannon, Tear Gas & Rubber Bullets

•• Physical Weapons: Physical Weapons: Automatic Guns & Smart Missiles

•• Airborne Security: Airborne Security: Drones, Fighters & Bombers
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•• Airborne Security: Airborne Security: Drones, Fighters & Bombers

....The emergence of CyberCrime & CyberCrime & CyberTerrorCyberTerror means that 
these legacy 20thC solutions are no longer effective in 
the prevention of 21stC  Cyber & Physical Terror AttacksCyber & Physical Terror Attacks. 



Contrast between our Physical & Cyber WorldsContrast between our Physical & Cyber Worlds
Convergence to 21Convergence to 21ststC “Intelligent Worlds” will take time!C “Intelligent Worlds” will take time!

Physical World = “Space”Physical World = “Space”
• Top-Down

• Dynamic

• Secrecy

• Territorial – “Geographical Space”

• Government Power

• Control

• Direct

Cyber World = “Time”Cyber World = “Time”
• Bottom-Up

• Self-Organising

• Transparency

• Global – “Real-Time”

• Citizen Power

• Freedom

• Proxy
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• Direct

• Padlocks & Keys

• Convergent

• Hierarchical

• Carbon Life

• Tanks & Missiles

• Mass Media

• Proxy

• Passwords & Pins

• Divergent

• Organic

• Silicon Life

• Cyber Weapons & “Botnets”

• Social Media

“Smart Security” will require Embedded Networked Intelligence in ALL future IoT devices“Smart Security” will require Embedded Networked Intelligence in ALL future IoT devices
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(4)(4) 2121ststC IntegratedC Integrated Cyber Cyber SolutionsSolutions

•• ALL Security Tools ALL Security Tools will evolve from Physical to 
Integrated Cyber-Physical during 3 to 5 years. 

•• New 21New 21stst CyberSecurity CyberSecurity Solutions include:
– Intelligent “Bad Guy” Profiling & Tracking

– Real-Time Social Media & On-Line Monitoring 

– CCTV, Facial Recognition & Video Analytics
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– CCTV, Facial Recognition & Video Analytics

– Integrated Cyber-Biometrics & Digital Forensics

– ANPR Vehicle Location and GPS/Aerial Tracking

– Adaptive Behavioural Modelling of Net Traffic & Users

....We explore these Integrated ....We explore these Integrated Cyber Solutions Cyber Solutions inin--depth depth 
& their Business Implementation in Sector Scenarios& their Business Implementation in Sector Scenarios



1 – Background: “21stC Security Landscape” 2 – Recent “Terror” Events: Case Studies 3 – 20th C Physical Security Solutions
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(5) (5) Intelligent RealIntelligent Real--Time Time CyberCyber ToolsTools

• Defence against 21stC Terror Attacks requires 
Cyber Operations in RealReal--Time @ Light Speed!Time @ Light Speed!

a) Smart Target SurveillanceSurveillance, Profiling & Tracking

b) User & Device AuthenticationAuthentication – “Internet of Things”

c) Cyber BiometricsBiometrics & Forensics Forensics – Pre/Post Attack
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c) Cyber BiometricsBiometrics & Forensics Forensics – Pre/Post Attack

d) Real-Time Analysis of Social MediaSocial Media, Mail & Comms

e)e) SelfSelf--AdaptiveAdaptive User, IT Asset & Net Traffic ModellingModelling

..........Mitigation of Attacks Mitigation of Attacks requiresrequires Intelligent Cyber Intelligent Cyber 
Computing Solutions running Computing Solutions running @ Light Speed!@ Light Speed!



Mapping Mapping Social Media Social Media Networks: Networks: LinkedInLinkedIn
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“Real“Real--Time” Time” CCTV City SurveillanceCCTV City Surveillance
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Analysing and Tracking Targets requires Intelligent Video AnalyticsAnalysing and Tracking Targets requires Intelligent Video Analytics



Regional CCTV Control & SurveillanceRegional CCTV Control & Surveillance
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CCTV Control Room Operators with Multiple Displays need CCTV Control Room Operators with Multiple Displays need Cyber Analysis ToolsCyber Analysis Tools

IncludingIncluding High Speed Video Analytics, Facial Recognition and Data Mining ToolsHigh Speed Video Analytics, Facial Recognition and Data Mining Tools



Metro Surveillance: Metro Surveillance: Charing Cross, LondonCharing Cross, London
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RealReal--TimeTime Surveillance: Surveillance: TransportationTransportation

54

The Crucial Role of CybersecurityThe Crucial Role of Cybersecurity
in the “War on Terrorism”in the “War on Terrorism”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 



“Near” “Near” RealReal--Time Time Aerial & Satellite Aerial & Satellite SurveillanceSurveillance
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Aerial Image: Aerial Image: Central Prague, Czech RepublicCentral Prague, Czech Republic
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“Real“Real--Time” Time” Meteorological AnalysisMeteorological Analysis

57

The Crucial Role of CybersecurityThe Crucial Role of Cybersecurity
in the “War on Terrorism”in the “War on Terrorism”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 

Satellite Mapping of Satellite Mapping of “Extreme Weather”“Extreme Weather”



“Smart Analysis Tools”“Smart Analysis Tools”: : 3D Simulation Modelling 3D Simulation Modelling 

for for Security Crisis Security Crisis & Disaster Management & Disaster Management 
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Counter Terrorism & Cyber Security: Counter Terrorism & Cyber Security: Newton Lee    Newton Lee    

Total Information AwarenessTotal Information Awareness “Springer “Springer –– 2015 Edition” 2015 Edition” 
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4 – 21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 6 –– Security Sectors: Threat ScenariosSecurity Sectors: Threat Scenarios

7 –“Terror” Defence: Critical Infrastructure 8 – Practical CyberSecurity Strategies 9 – YOUR TOP 3 Actions & RoadMap



(6) (6) Security Sectors: Security Sectors: Threat ScenariosThreat Scenarios
•• Terrorist Threats Terrorist Threats may potentially target may potentially target ANYANY and and ALLALL

Business and Government Sectors!....Business and Government Sectors!....

a)a) Finance & Banking Finance & Banking – ATMs, Fraud, Money Laundering

b)b) Transport & Tourism Transport & Tourism – Airports, Metro, Tourist Sights

c)c) Energy & Utilities Energy & Utilities – Nuclear, Chemical & Water Resource

d)d) Government & Defence  Government & Defence  – Intel Theft, Hacking, Military

e)e) Education & Research Education & Research – Campus-Wide Armed Attacks
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e)e) Education & Research Education & Research – Campus-Wide Armed Attacks

f)f) Industry & Manufacturing Industry & Manufacturing – Competitive Espionage

g)g) Retail, Sports & Culture  Retail, Sports & Culture  – Shopping Malls, Olympics

......CSOsCSOs are advised to are advised to URGENTLYURGENTLY define practical define practical 

& effective action plans to mitigate attacks!...& effective action plans to mitigate attacks!...



CSO: CSO: Board Level Security IntegrationBoard Level Security Integration

•• 2020ththC Legacy Model: C Legacy Model: Physical and IT Security 

managed with minimal common operations

•• 2121ststC CSO Model: C CSO Model: Business & Government 

urgently need to manage TOTAL Cyber-
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urgently need to manage TOTAL Cyber-

Physical Operations at C-Suite Board Level

•• Investment Plan: Investment Plan: CSOs need professional 

team & Investment Budget to manage physical 

& cyber security risks, threats and attacks!



Cyber Cyber Integration with Integration with Physical Security Physical Security OperationsOperations

•• CybersecurityCybersecurity for Government, Business & Critical Sectors can now be 

integrated with operational physical security solutions including:

1)1) Advanced CCTV Advanced CCTV Camera Surveillance of the Secure Government & Critical Facilities

2)2) Exterior ANPR Exterior ANPR (Automatic Number Plate Recognition) Systems for Traffic & Parking

3) Integration of the Cyber CERT/CSIRTCERT/CSIRT with CCTV & Alarm Control Centres

4)4) Personnel RFID Personnel RFID and BiometricsBiometrics for Office, Warehouse & Campus Access Controls

5) Professionally trained Security Personnel & Guards Security Personnel & Guards – 24/7 – for top security facilities

6) Implemented facility Security Policy Security Policy for staff, visitors and contractors
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6) Implemented facility Security Policy Security Policy for staff, visitors and contractors

7)7) Intelligent Perimeter Intelligent Perimeter security controls for campuses and critical service facilities such 

as airports, power stations, refineries, hospitals and government institutions

8)8) OnOn--Line Audit trails Line Audit trails and Electronic Log-Files for secure Physical Facilities

9) Focus upon in-depth Access Control Access Control for computer server rooms & data storage

“Integrated  Real“Integrated  Real--Time Time CyberCyber--Physical Physical Security Operations”  Security Operations”  

“SMART SECURITY”“SMART SECURITY”



Traditional Traditional “Physical Security” “Physical Security” Defences Defences 

in the context of “Cybersecurity” in the context of “Cybersecurity” 
•• Compliance: Compliance: Investments in establishing and upgrading cybersecurity defences against 

cybercrime means that all physical security and associated operational staff should also be 

reviewed for compliance with policies, and audited to international standards

•• Integration: Integration: Physical and Cybersecurity operations should be linked “step-by-step” at the 

command and control level in the main government or enterprise operations centre.

•• Physical Security Physical Security for critical service sectors such as governments, airports, banks, 
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•• Physical Security Physical Security for critical service sectors such as governments, airports, banks, 

telecommunications, education, energy, healthcare  and national defence should be included 

within the strategy and policies for Cybersecurity and vice versa

•• Upgrades: Upgrades: In order to maximise security, Government and Businesses need to upgrade and 

integrate resources & plans for both physical & cybersecurity during the next years. 

•• Roadmap: Roadmap: I’d recommend developing a focused total security action plan and roadmap 

(Physical & Cyber) for each critical sector within YOUR National Economy & Enterprises



1 – Background: “21stC Security Landscape” 2 – Recent “Terror” Events: Case Studies 3 – 20th C Physical Security Solutions

Crucial Cybersecurity Role in Crucial Cybersecurity Role in “War on Terror”“War on Terror”
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4 –21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios

7 7 –– “Terror Defence”: Critical Infrastructure“Terror Defence”: Critical Infrastructure 8 – Practical CyberSecurity Strategies 9 – YOUR TOP 3 Actions & RoadMap



(7) (7) “Terror Defence”: “Terror Defence”: Critical InfrastructureCritical Infrastructure

• Integrated Cybersecurity Solutions are Crucial to the Defence 
of Critical National Infrastructure: 

a)a) Power Stations: Power Stations: Particularly Nuclear Energy Sites

b)b) Government Offices: Government Offices: Parliaments & Govt Ministries

c)c) Oil/Gas/Chemical Facilities: Oil/Gas/Chemical Facilities: Risk of Fires/Explosions

d)d) Airports/Metro/Trains: Airports/Metro/Trains: ALL Transport Transit Hubs
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d)d) Airports/Metro/Trains: Airports/Metro/Trains: ALL Transport Transit Hubs

e)e) Cultural/Sports : Cultural/Sports : Theatres, Olympics, World Cup

f)f) Tourist Resorts & Sights: Tourist Resorts & Sights: High Economic Impact

...Physical Security is no longer an effective defence!...   ...Physical Security is no longer an effective defence!...   
NowNow Crucial Crucial to Deploy & Integrate to Deploy & Integrate Cyber SolutionsCyber Solutions that   that   
protect User Access, Data Bases & Track protect User Access, Data Bases & Track “Bad Guys”!“Bad Guys”!



Critical Energy Industry Sector : Critical Energy Industry Sector : “Cybersecurity for “Cybersecurity for 

Automated Industrial Control & Safety Systems”Automated Industrial Control & Safety Systems”
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Protection against Protection against “Stuxnet” “Stuxnet” type designer malware that attacks type designer malware that attacks SCADASCADA systems systems 



Emerging Physical & Cyber: Emerging Physical & Cyber: National Operations Room: National Operations Room: 

-- US Transportation Security Administration (TSA) US Transportation Security Administration (TSA) --
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Cybersecurity:Cybersecurity: International Airports: International Airports: LHRLHR--T5T5
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Control Room Control Room -- Kola Nuclear Power Station Kola Nuclear Power Station -- RussiaRussia
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Kola Nuclear Power Main Control 



KolaNet Project for KolaNet Project for Nuclear Safety & Security Nuclear Safety & Security ::1990s1990s
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International International “KolaNet” “KolaNet” Project Team Project Team 
-- Regional Nuclear Safety & Security Regional Nuclear Safety & Security --
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(8) (8) Practical CyberSecurity StrategiesPractical CyberSecurity Strategies
• Successful Cyber Strategies are Scaled from: 

DeviceDevice-->User>User––>Business>Business––>City>City––>Country>Country––>Global>Global

a)a) Device: Device: Secure ALL devices connected to “IoT”

b)b) User:User: BioBio--IDID, Real-Time Behaviour Modelling

c)c) Business: Business: CSOCSO-Led, Professional Cyber Team

d)d) City: City: Secure Transit HubsTransit Hubs, Culture & Sports Sites
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d)d) City: City: Secure Transit HubsTransit Hubs, Culture & Sports Sites

e)e) Country: Country: Secure CNICNI, Profile & Track “Bad GuysBad Guys” 

f)f) Global: Global: Deploy UN/ITU UN/ITU CyberSecurity Agenda

....Upgrade ....Upgrade ALLALL your Legacy Security Tools & Inject your Legacy Security Tools & Inject 
Cyber Solutions Cyber Solutions to to YOURYOUR Business Operations!...Business Operations!...



Integration of Physical and Cyber Security  Integration of Physical and Cyber Security  
Integrated CSOIntegrated CSO--led Management Team led Management Team –– Merged HQ Operations Merged HQ Operations 

Physical Security OperationsPhysical Security Operations Cyber Security OperationsCyber Security Operations

Smart Security Smart Security = = Virtual IntegrationVirtual Integration

Shared Shared 

AlertsAlerts
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Corporate CSOCorporate CSO--led Security Teamled Security Team

ONE ONE –– Shopping List!Shopping List!

Integrated Management, Integrated Management, 

Training, Standards, Plans Training, Standards, Plans 

ONE ONE –– Architecture!Architecture!

Smart Security Smart Security = = Virtual IntegrationVirtual Integration

Final Final phase of phase of CyberCyber--Physical IntegrationPhysical Integration -- Embedded Intelligence in ALL Devices Embedded Intelligence in ALL Devices -- Internet of ThingsInternet of Things



Hybrid 21Hybrid 21ststC Business Organisation  C Business Organisation  
-- Hierarchical & Organic Hierarchical & Organic --

•• Transition Transition from 20thC to 21stC Business, Governance & Security 

requires fundamental re-structuring of operations:

–– 2020ththC Industrial Organisations: C Industrial Organisations: Hierarchical Bureaucracies 

(Pyramids) to manually process data/information.

–– 2121ststC Intelligent Organisations: C Intelligent Organisations: Networked Peer-to-Peer 
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2121 C Intelligent Organisations: C Intelligent Organisations: Networked Peer-to-Peer 

Business & Agencies with data processed in “Cyber Clouds”“Cyber Clouds”

•• Living SystemsLiving Systems, such as Mammals, use Hybrid Organisation of 

their extended nervous system (Brain & BodyBrain & Body) to optimise real-

time learning and effective environmental adaptation!

•• Smart Security Solutions Smart Security Solutions will also require HybridHybrid organisation 

to optimise real-time response to Cyber & Physical Cyber & Physical Attacks.



UN/ITU UN/ITU –– Global Cybersecurity Index (Dec 2014)Global Cybersecurity Index (Dec 2014)
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The UN/ITU GCA The UN/ITU GCA -- Global Global 

Cybersecurity Agenda:Cybersecurity Agenda:
--------------------

11 – Legal Measures

2 2 – Technical Measures

33 – Organisational Measures

44 – Capacity Building

UN/ITU:UN/ITU:–– Global Cybersecurity Agenda (GCA)Global Cybersecurity Agenda (GCA)
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44 – Capacity Building

55 – International Cooperation

--------------------

...The UN/UN/ITUITU constitutes a unique unique 

global forum global forum for partnership and 

the discussion of cybersecurity.cybersecurity.

--------------------



Worldwide Security in Worldwide Security in CyberspaceCyberspace!!

-- (1) (1) ––

LegalLegal MeasuresMeasures

-- (3) (3) ––

Organisational Organisational 

-- (4) (4) –– Capacity BuildingCapacity Building

-- (2) (2) ––

Technical Technical 

& & 
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LegalLegal MeasuresMeasures
Organisational Organisational 

StructuresStructures

-- (5) (5) –– Regional and International CollaborationRegional and International Collaboration

& & 

Procedural Procedural 

MeasuresMeasures



The The CybersecurityCybersecurity Industry 10 Year Challenge:Industry 10 Year Challenge:

-- Apply AI Apps for RealApply AI Apps for Real--Time Cyber Defence Time Cyber Defence --
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The The CybersecurityCybersecurity Industry 10 Year Challenge:Industry 10 Year Challenge:

-- Apply AI Apps for RealApply AI Apps for Real--Time Cyber Defence Time Cyber Defence --

81

The Crucial Role of CybersecurityThe Crucial Role of Cybersecurity
in the “War on Terrorism”in the “War on Terrorism”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 

Deploy Deploy LightLight--Speed “AISpeed “AI--Neural Security” Neural Security” against the 24/7 Attacks from against the 24/7 Attacks from ““Bad Cyber GuysBad Cyber Guys””
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4 –21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios

Crucial Cybersecurity Role in Crucial Cybersecurity Role in “War on Terror”“War on Terror”
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4 –21st C Integrated Cyber Solutions 5 – Intelligent Real-Time Cyber Tools 6 – Security Sectors: Threat  Scenarios

7 – “Terror” Defence: Critical Infrastructure 8 – Practical CyberSecurity Strategies 9 9 –– YOURYOUR TOP 3 Actions & RoadMapTOP 3 Actions & RoadMap



(9) (9) YOUR Top 3 YOUR Top 3 Actions & RoadMapActions & RoadMap

•• Action 1: Action 1: CSO-Led Board-Level Review & Audit of 

current Security Tools & Operations – 60 days

•• Action 2: Action 2: Investigate Major CyberSecurity Risks & 

Potential “Terror Attack” Scenarios - 30 days

•• Action 3: Action 3: Develop Multi-Year Plan, Budget & 
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•• Action 3: Action 3: Develop Multi-Year Plan, Budget & 

Roadmap to Mitigate Identified Risks to include:

a) Business-Wide CyberCyber--PhysicalPhysical Security Operations

b)b) “IoT” Cyber Security “IoT” Cyber Security for both Legacy & New Assets

c) Professional Cyber Security Training Cyber Security Training & Development

d) Security Staff Scenario Exercises for “Terror Alerts”“Terror Alerts”



Integrated Cyber & Physical Security: Integrated Cyber & Physical Security: “The Shopping List”“The Shopping List”
...Smart Security for Business & Government is a Multi...Smart Security for Business & Government is a Multi--Year Programme!Year Programme!

1)1) Cybersecurity TeamCybersecurity Team: : Establishment of a CERT/CSIRT  & Professionally Qualified 
Cybersecurity Team within your Business or Government Organisation

2)2) CNI: CNI: Long Term Critical Infrastructure Protection (CNI) – Protect Critical Info Assets!

3)3) System UpgradesSystem Upgrades: : Technical Infrastructure Upgrades including Hardware,  Software, 
Databases, Secure Network Links, Biometrics & RFID

4) BackBack--UpUp: : Disaster Recovery, Business Continuity and Back-Up Systems

5)5) Physical Physical : : Physical Security Applications – CCTV, Alarms, Control Centre

6)6) Awareness CampaignAwareness Campaign:  :  Business-Wide Campaign for Cybersecurity Awareness
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6)6) Awareness CampaignAwareness Campaign:  :  Business-Wide Campaign for Cybersecurity Awareness

7)7) TrainingTraining:  :  Cybersecurity Skills, Certification & Professional Training Programme

8)8) EncryptionEncryption: : Implement Data Encryption for Business Critical Info

9)9) Rules & Policies: Rules & Policies: Develop and Communicate Cyber & Physical Security Policies for ALL 
Staff & Contractors to cover topics such as Wi-Fi and “Bring your Own Device (BYOD)”

..….It is also recommended to develop an economic ..….It is also recommended to develop an economic “Cost“Cost--Benefit” Benefit” analysis and detailed analysis and detailed 
Business Case in order to justify Business Case in order to justify Cybersecurity Investment Cybersecurity Investment for your Board of Directors!for your Board of Directors!



“Cyber “Cyber –– Physical Security Operations” Physical Security Operations” 
Convergence to Smart Resilient Security SolutionsConvergence to Smart Resilient Security Solutions

•• IP Networks:  IP Networks:  Physical security and associated Operational Solutions are increasingly based upon 

sophisticated electronic networked solutions, including biometrics, smart CCTV, intelligent perimeter 
fences, embedded active & passive RFID Devices and networked real-time sensors

•• Convergence:  Convergence:  CSO-led Management operations for “Physical Security” and “Cybersecurity” will 

steadily converge & become integrated during the next few years from staff, assets, resources & 

operational budget perspectives = “Smart Resilient Security”“Smart Resilient Security”

•• Smart Security in 3 Phases: Smart Security in 3 Phases: Cyber-Physical Security Integration will evolve over 5 -10 years
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•• Smart Security in 3 Phases: Smart Security in 3 Phases: Cyber-Physical Security Integration will evolve over 5 -10 years

11stst Phase Phase –– Virtual Operational Virtual Operational Integration  Integration  -- CSO CSO managed Security Teammanaged Security Team

22ndnd Phase Phase –– Integrated Architectures Integrated Architectures and Standards and Standards –– ONE ONE CyberCyber--Physical ModelPhysical Model

33rdrd Phase Phase –– Embedded Intelligent Embedded Intelligent Integration of Integration of ALLALL Devices Devices -- Internet of ThingsInternet of Things

•• Business Benefits: Business Benefits: The benefits of integrating cyber and physical security for both Business and 

Governments are reduced running costs, reduced penetration risk, and increased early warning of co-
ordinated cyber-physical security attacks, whether from criminals, hackers or terrorists.

…...the the “Cyber“Cyber--Vardzia” Vardzia” White Paper for Georgia discusses Cybersecurity and White Paper for Georgia discusses Cybersecurity and 

Physical security in some depth, as well as their convergence and integration!Physical security in some depth, as well as their convergence and integration!



Case Study: White Paper: 21Case Study: White Paper: 21stst C Georgia C Georgia –– “Cyber“Cyber--Vardzia” Vardzia” 
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Web Link Web Link : : www.Valentina.net/vardzia/Georgia2010.pdfwww.Valentina.net/vardzia/Georgia2010.pdfWeb Link Web Link : : www.Valentina.net/vardzia/Georgia2010.pdfwww.Valentina.net/vardzia/Georgia2010.pdf



Sunset on the Georgian Sunset on the Georgian -- Kakhetian SteppesKakhetian Steppes
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““CyberTerroristCyberTerrorist”: ”: WolandWoland ((ВоландВоланд))

Prepare for Terror Threats & Attacks

through YOUR Integrated RealIntegrated Real--Time Time 

Cyber & Physical Security OperationsCyber & Physical Security Operations!!

Don’t be taken by surprise by WolandWoland

- The Satanic Terrorist Cat The Satanic Terrorist Cat - from 
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- The Satanic Terrorist Cat The Satanic Terrorist Cat - from 

Bulgakov’s : “The Master & Margarita”

Graphic Print (1972) courtesy of :

Dr Alexander RimskiDr Alexander Rimski--KorsakovKorsakov
Great Grandson of the Composer



The Surrealistic Paintings of Dr Alexander RimskyThe Surrealistic Paintings of Dr Alexander Rimsky--KorsakovKorsakov
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Web LinkWeb Link: : www.valentina.net/ARK3/ark2.htmlwww.valentina.net/ARK3/ark2.html



Crucial Cybersecurity Role in Crucial Cybersecurity Role in “War on Terror”“War on Terror”
International EastInternational East--West Security Conference: Prague West Security Conference: Prague 

Crucial Cybersecurity Role in Crucial Cybersecurity Role in “War on Terror”“War on Terror”
International EastInternational East--West Security Conference: Prague West Security Conference: Prague 

90

The Crucial Role of CybersecurityThe Crucial Role of Cybersecurity
in the “War on Terrorism”in the “War on Terrorism”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Prague2016/www.Valentina.net/Prague2016/

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Prague2016/www.Valentina.net/Prague2016/



EastEast--West Security Conference West Security Conference –– Prague2016         Prague2016         

-- ““Cyber Cyber War on Terror” War on Terror” -- Slides (PDF) Slides (PDF) --
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Download Link: Download Link: www.valentina.net/Prague2016/www.valentina.net/Prague2016/

Theme (1) Theme (1) –– “Cyber War on Terror”      “Cyber War on Terror”      Theme (2) Theme (2) –– “Biometrics & Forensics“Biometrics & Forensics”



Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Prague2016/www.Valentina.net/Prague2016/

Download Presentation Slides: Download Presentation Slides: 

www.Valentina.net/Prague2016/www.Valentina.net/Prague2016/
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Thank you for your time!Thank you for your time!Thank you for your time!Thank you for your time!



Additional Additional CybersecurityCybersecurity ResourcesResources
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LinkLink:  :  www.valentina.net/vaza/CyberDocswww.valentina.net/vaza/CyberDocs



Professional Profile Professional Profile -- Dr David E. Probert Dr David E. Probert 
�� Computer Integrated Telephony (CIT)Computer Integrated Telephony (CIT) – Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with 

telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

�� Blueprint for Business CommunitiesBlueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the 

“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

�� European Internet Business Group (EIBGEuropean Internet Business Group (EIBG) ) – Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included 

support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.  

Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

�� Supersonic Car (Supersonic Car (ThrustSSCThrustSSC)) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st Multi-Media and e-Commerce Web-

Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record.

�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 
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�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 

networking products with technology partners from both UK and Taiwan. 

�� Networked Enterprise SecurityNetworked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall 

responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

�� Republic of GeorgiaRepublic of Georgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make recommendations on all aspects of IT 

security, physical security and BCP/DR relating to the Georgian Parliament.

�� UN/ITUUN/ITU – Senior Adviser – Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1stst Class Honours Degree in Mathematics (Bristol Class Honours Degree in Mathematics (Bristol 

University) &  PhD  from Cambridge University in SelfUniversity) &  PhD  from Cambridge University in Self--Organising Systems (Evolution of Stochastic Automata) , and his Organising Systems (Evolution of Stochastic Automata) , and his 

full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007--2016 Editions2016 Editions.



“Master Class”: Armenia “Master Class”: Armenia -- DigiTec2012DigiTec2012

-- Smart Security, Economy & Governance Smart Security, Economy & Governance --
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Download: Download: www.valentina.net/DigiTec2012/



Crucial Role of Cybersecurity in the Crucial Role of Cybersecurity in the “War on Terror”“War on Terror”

EastEast--West Security Conference: Prague, Czech RepublicWest Security Conference: Prague, Czech Republic
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Ages of Computing, Networking & Intelligence: Ages of Computing, Networking & Intelligence: 1960 1960 -- 21stC21stC

98

The Crucial Role of CybersecurityThe Crucial Role of Cybersecurity
in the “War on Terrorism”in the “War on Terrorism”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 



Ages of Computing, Networking & Intelligence: Ages of Computing, Networking & Intelligence: 1960 1960 –– 2020+2020+

•• 1960 to 1980 (Computing Big Bang 1960 to 1980 (Computing Big Bang –– PhysicalPhysical Data Data ): ): “Big is Beautiful” 

– Era of Massive Mainframe Computing with Minimal Networking

•• 1980 to 2000 (Network Architecture 1980 to 2000 (Network Architecture –– Fluid InformationFluid Information): ): “Small is 

Beautiful” – Evolution of Networking (Ethernet, Token-Ring, and TCP/IP: 

‘75 – Vint Cerf & Robert Kahn ), PCs, Web1.0: ‘92-’94 & Mobile Phones
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•• 2000 to 2020+ (Intelligent Systems 2000 to 2020+ (Intelligent Systems –– Cellular KnowledgeCellular Knowledge): ): “Smart 

Solutions”- Web2.0, Social Media, Smart Phones & Intelligent Apps.

•• Summary: Summary: The Evolution of ICT mirrors the Evolution of the Physical 

Universe, DNA/RNA Bio-Architecture, Intelligent Organisms & Life.



“Google Car”:  “Google Car”:  Computer Vision View Computer Vision View 
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