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CCrucial rucial CCybersecurity ybersecurity –– Dual ThemesDual Themes

Theme (1)Theme (1) –– ......The Crucial Role of Cybersecurity in the The Crucial Role of Cybersecurity in the “War on Terror”“War on Terror”

--

““

“Integration” : “Integration” : “SMART Real“SMART Real--Time Security & Surveillance                  Time Security & Surveillance                  11:4511:45 -- 66thth June 2016June 2016

The Prevention of Terrorism requires Business & Government The Prevention of Terrorism requires Business & Government 

Security Teams to Integrate their Cybersecurity Operations with Security Teams to Integrate their Cybersecurity Operations with 

RealReal--Time Surveillance, GPS Tracking & Personal Profiling Tools.Time Surveillance, GPS Tracking & Personal Profiling Tools.
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ThemeTheme (2)     (2)     –– ......Energising YOUR Cybersecurity with Energising YOUR Cybersecurity with “Biometrics and Forensics”“Biometrics and Forensics”

--

“Intelligence”: “Intelligence”: ”ADAPTIVE Cyber”ADAPTIVE Cyber--Biometric  Security for the IoT”      Biometric  Security for the IoT”      14:30  14:30  -- 66ththJune 2016                                                               June 2016                                                               

Download SlideDownload Slides: s: www.valentina.net/Prague2016/www.valentina.net/Prague2016/

Secure EndSecure End--User Authentication for the “Internet of Things User Authentication for the “Internet of Things 

(IoT)” will require CSOs & Security Teams to Integrate Biometric (IoT)” will require CSOs & Security Teams to Integrate Biometric 

& Forensic Tools with their Physical & Cybersecurity Operations& Forensic Tools with their Physical & Cybersecurity Operations.  .  



1 1 –– Background:Background: ““CyberCrime & Terrorism”CyberCrime & Terrorism” 2 – 21stC Profiling & Tracking: “Bad Guys” 3 –Real-Time Security & Surveillance
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4 – Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios

7 – Biometric User Authentication for “IoT” 8 – Cyber-Bio Vision: Practical Solutions 9 –YOUR TOP 10 Actions & RoadMap



(1) (1) CyberCrime & CyberTerrorismCyberCrime & CyberTerrorism
• Defence against CyberCrime & CyberTerrorism   

requires us to “Energise” “Energise” OUR CybersecurityCybersecurity with 
“Cyber Biometrics and Digital Forensics”!...“Cyber Biometrics and Digital Forensics”!...

–– Migration Migration from 20thC Physical to 21stC Smart Security

–– BioBio--AuthenticationAuthentication for Critical Systems, Sites & Assets
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–– BioBio--AuthenticationAuthentication for Critical Systems, Sites & Assets

–– Digital Forensics Digital Forensics for Post-Attack Cyber Investigations

–– RealReal--Time Auto Tracking Time Auto Tracking of “Bad Guy” Bio-Profiles

... In this presentation we review the practical security    ... In this presentation we review the practical security    
benefits of current benefits of current Biometric & Forensic Tools...Biometric & Forensic Tools...



CyberCrime: CyberCrime: Russian Financial ServicesRussian Financial Services

�� 6+ Russian Banks “Hacked” as 6+ Russian Banks “Hacked” as 
well as other target CIS Bankswell as other target CIS Banks

Press Report: TASS News AgencyPress Report: TASS News Agency

-- 11stst June 2016 June 2016 --
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well as other target CIS Bankswell as other target CIS Banks

�� Trojan “Lurk” Malware ToolkitTrojan “Lurk” Malware Toolkit

�� At least 1.7Bn Roubles Stolen At least 1.7Bn Roubles Stolen 

�� 50 “Cyber Hackers” Arrested50 “Cyber Hackers” Arrested

�� Digital Forensics executed by     Digital Forensics executed by     
KasperskyKaspersky Labs, FSB and Labs, FSB and SberbankSberbank



1 – Background: CyberCrime & Terrorism 2 2 –– 2121ststC Tracking & Profiling: “Bad Guys”C Tracking & Profiling: “Bad Guys” 3 – Real-Time Security & Surveillance

4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios
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4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios
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(2) (2) Tracking & Profiling : Tracking & Profiling : “Bad Guys”“Bad Guys”
• Mitigating Global Crime & Terrorism requires us to           

Profile & Track Profile & Track the “Bad Guys” in “Real-Time” with  
Intelligent Networked Computing Systems:

–– 3D Video Analytics 3D Video Analytics from CCTV Facial Profiles

– Track On-Line Social MediaSocial Media, eMail & “Cell” Comms

– Scan ““DarkNetDarkNet” ” for “Business Deals”, Plans & Messages

– Check, Track & Locate MobileMobile Communications
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– Check, Track & Locate MobileMobile Communications

– Track “Bad Guys” in National Transport HubsTransport Hubs

–– Deploy Deploy RFID Devices RFID Devices to Track Highto Track High--Value & Strategic “Assets”Value & Strategic “Assets”

– Use RealReal--Time ANPR Time ANPR for Target Vehicle Tracking

...Cyber Computing Smart Apps Cyber Computing Smart Apps can now Track Massive

Databases of Target “Bad Guy” Profiles @ Light Speed!...@ Light Speed!...



(2) (2) Tracking & Profiling : Tracking & Profiling : “Bad Guys”“Bad Guys”
• Mitigating Global Crime & Terrorism requires us to           

Profile & Track Profile & Track the “Bad Guys” in “Real-Time” with  
Intelligent Networked Computing Systems:

–– 3D Video Analytics 3D Video Analytics from CCTV Facial Profiles

– Track On-Line Social MediaSocial Media, eMail & “Cell” Comms

– Scan ““DarkNetDarkNet” ” for “Business Deals”, Plans & Messages

– Check, Track & Locate MobileMobile Communications
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– Check, Track & Locate MobileMobile Communications

– Track “Bad Guys” in National Transport HubsTransport Hubs

–– Deploy Deploy RFID Devices RFID Devices to Track Highto Track High--Value & Strategic “Assets”Value & Strategic “Assets”

– Use RealReal--Time ANPR Time ANPR for Target Vehicle Tracking

...Cyber Computing Smart Apps Cyber Computing Smart Apps can now Track Massive

Databases of Target “Bad Guy” Profiles @ Light Speed!...@ Light Speed!...



1 – Background: CyberCrime & Terrorism 2 – 21stC Profiling & Tracking: “Bad Guys” 3 3 –– CyberCyber--PhysicalPhysical Threat ScenariosThreat Scenarios

4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios
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4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios

7 – Biometric User Authentication for “IoT” 8 – Cyber-Bio Vision: Practical Solutions 9 – YOUR TOP 10 Actions & RoadMap



(3) (3) CyberCyber--Physical Threat ScenariosPhysical Threat Scenarios
•• CyberCrime: CyberCrime: 

– Financial Fraud using Cyber Hacking for Client Bank 
Accounts coupled with Timed ATM Payouts

– Secure Access to Lawyer/Real Estate eMail Account 
in order to steal full payments for Homes/Offices 

•• CyberTerrorCyberTerror::
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•• CyberTerrorCyberTerror::
– Access/Hack On-Line Plans of Target (Airport, Mall, 

Resort, Theatre) & secure resources on “DarkNet”

– Secure Access to Nuclear Power Facilities with 
“Fake ID” to disrupt SCADA Control Systems 

...ALL Business Sectors are now at risk from ...ALL Business Sectors are now at risk from 
CyberCrime & CyberTerrorism CyberCrime & CyberTerrorism –– WorldwideWorldwide!...



Hybrid “4D” Hybrid “4D” PhysicalPhysical--CyberCyber TerrorismTerrorism

•• Cyber Terror Attacks Cyber Terror Attacks will typically be integrated 
within an overall Physical-Cyber Game Plan (4D)

– Physical Terror focuses on the Target Physical & Social 
Infrastructure, Buildings & Territory

– Cyber Terror focuses upon the Target IT Computing & 
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– Cyber Terror focuses upon the Target IT Computing & 
Critical Information Infrastructure

• The Emergence of “Hybrid” Terror Attacks “Hybrid” Terror Attacks will 
demand that we re-design & engineer Security 
for Government, Business & Society in 21st C!



Hybrid CyberHybrid Cyber--Physical Physical HacktivismHacktivism
“Anonymous” Attacks on BART “Anonymous” Attacks on BART -- Aug 2011 Aug 2011 

�� Physical Protests Physical Protests by International HacktivistHacktivist

Group – “Anonymous”  “Anonymous”  - coupled with multiple 

Web-Site Cyber Attacks Cyber Attacks following incident on  

Bay Area Transit Network Bay Area Transit Network -- BART BART –– San FranciscoSan Francisco
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“Cyber to Physical Attacks”“Cyber to Physical Attacks”
• The illegal penetration of ICT systems may allow criminals to secure information or 

“make deals” that facilities their real-world activities:

–– “Sleeping Cyber Bots” “Sleeping Cyber Bots” – These can be secretly implanted by skilled hackers to secure 
on-line systems, and programmed to explore the directories & databases, and & then to 
transmit certain information – Account & Credit Card Details, Plans, Projects, Deals 

–– Destructive “Cyber Bots” Destructive “Cyber Bots” – If cyber-bots are implanted by terrorist agents within the 
operational controls of power plants, airports, ports or telecomms facilities then 
considerable physical damage may result. A simple “delete *.*” command for the root 
directories would instantly wipe out all files unless the facility has real-time fail-over!

Distributed Denial of Service Attacks Distributed Denial of Service Attacks –
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–– Distributed Denial of Service Attacks Distributed Denial of Service Attacks – These not only block access to system, but in 
the case of a Banking ATM Network, means that the national ATM network has to be 
closed. Alternatively in the case of an airline check-in and dispatch system, flights are 
delayed.

–– National  National  CyberAttacksCyberAttacks – Many international organisations such as NATO & US DOD 
forecast that future regional conflicts will begin with massive cyberattacks to disable 
their targets’ physical critical communications and information infrastructure (CNI) 

Nations need to upgrade their national cybersecurity to minimise the risks of Hybrid Hybrid 
CyberCyber--Physical Attacks Physical Attacks from terrorists, criminals, hacktivists and political adversaries 



“Physical to Cyber Attacks”“Physical to Cyber Attacks”
• Most “physical to cyber attacks” involve staff, contractors or visitors performing criminal 

activities in the “misuse of computer assets”:

–– Theft & Modification of ICT Assets: Theft & Modification of ICT Assets: It is now almost a daily occurrence for critical 

information & databases to be either deliberately stolen or simply lost on PCs or Chips

–– Fake Maintenance Staff or ContractorsFake Maintenance Staff or Contractors: A relatively easy way for criminals to access 

secure facilities, particularly in remote regions or developing countries is to fake their 

personnel IDs and CVs as being legitimate ICT maintenance staff or contractors 
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personnel IDs and CVs as being legitimate ICT maintenance staff or contractors 

–– Compromised Operations Staff: Compromised Operations Staff: Sometime operational ICT staff may be tempted by 

criminal bribes, or possibly blackmailed into providing passwords, IDs & Access Codes.

–– Facility Guests and Visitors: Facility Guests and Visitors: It is standard procedure for guests & visitors to be 

accompanied at all times in secure premises. In the absence of such procedures, criminals, 

masquerading as guests or visitors, may install keylogger devices or extract information, 

plans and databases to wireless enabled USB chips, tablets or phones!



1 – Background: CyberCrime & Terrorism 2 – 21stC Profiling & Tracking: “Bad Guys” 3 – Real-Time Security & Surveillance
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4 4 ––Integrated Cyber Biometrics: Pre AttackIntegrated Cyber Biometrics: Pre Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios

7 –Biometric User Authentication for “IoT” 8 – Cyber-Bio Vision: Practical Solutions 9 – YOUR TOP 10 Actions & RoadMap



(4) (4) Integrated Integrated CyberCyber Biometrics: Biometrics: PrePre--AttackAttack
•• Intelligent Biometrics Tools Intelligent Biometrics Tools can significantly reduce 

YOUR Risks of Cyber Threats & Attacks...

–– Device & Access Authentication Device & Access Authentication by Fingerprints, 

Retinal/Iris Scan or Palm Vein Scan

–– Facility Access Facility Access with “Live” 3D  Facial Recognition

–– “Behavioural Biometrics” “Behavioural Biometrics” for Secure User Authentication

City/Campus City/Campus Regional Tracking with Intelligent 4K Networked 
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“Behavioural Biometrics” “Behavioural Biometrics” for Secure User Authentication

–– City/Campus City/Campus Regional Tracking with Intelligent 4K Networked 
CCTV & Real-Time Self-Learning Video Analytics

–– “Live” “Live” CBRN CBRN Scanning Scanning for Hazardous materials –

(CChemical, BBiological, RRadiological, NNuclear)

...It is crucial that Cyber Biometrics Tools Cyber Biometrics Tools are Integrated 

with the CSO-led Business Security OperationsBusiness Security Operations



Typical Typical CyberCyber--BiometricBiometric SolutionsSolutions
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Linear Biometric Linear Biometric Finger Print ScannerFinger Print Scanner
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Characteristic Characteristic Fingerprint Fingerprint PatternsPatterns



CyberCyber--Biometrics: Biometrics: Fingerprint SolutionsFingerprint Solutions
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CyberCyber--Biometrics: Biometrics: “Live” Vein Analytics“Live” Vein Analytics
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CyberCyber--Biometrics: Biometrics: Retinal & Iris ScansRetinal & Iris Scans
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RealReal--Time Brain Scan: Time Brain Scan: Neural NetworksNeural Networks
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4 –Integrated Cyber Biometrics: Pre-Attack 5 5 –– CyberCyber Digital Forensics: Post AttackDigital Forensics: Post Attack 6 – The Enterprise Internet of Things (IoT)

7 –Biometric User Authentication for “IoT” 8 – Cyber-Bio Vision: Practical Solutions 9 – YOUR TOP 10 Actions & RoadMap



(5) (5) CyberCyber Digital Forensics: Digital Forensics: PostPost--AttackAttack
• Evidence from Cyber Digital Forensics can help to 

identify the Criminals, Terrorists and Cyber Attackers:

•• Physical Forensics:Physical Forensics:
– Blood & Tissue Samples

– DNA & Genetic Analysis

– Chemical Agents, GSR, Fibres

•• Cyber Forensics:Cyber Forensics:
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•• Cyber Forensics:Cyber Forensics:
– Cyber Attack IP Address/DNS/Proxies

– Malware/Trojan/Virus Analysis

– Botnet/DDOS , Targets & Payload

– RansomWare/Encryption & Attack “Signatures”

...Evidence from BOTH Cyber & Physical ForensicsCyber & Physical Forensics
will be relevant to 21stC Terror Threats & Attacks!...



Private Detective: Private Detective: “Sherlock Holmes”! “Sherlock Holmes”! 
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Author: Author: Sir Arthur Conan DoyleSir Arthur Conan Doyle: : 1859 1859 -- 19301930

“Forensics Pioneer” “Forensics Pioneer” 
a)a) Detective WorkDetective Work
b)b) FingerprintsFingerprints
c)c) Ciphers & CodesCiphers & Codes
d)d) FootprintsFootprints
e)e) HandwritingHandwriting



Forensics: Forensics: Fast DNA Finger Printing Fast DNA Finger Printing 
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Fast DNA Fast DNA Sequencing:Sequencing:GrapheneGraphene NanoporeNanopore
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Digital Forensics: Digital Forensics: Books & JournalsBooks & Journals
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Biometrics & ForensicsBiometrics & Forensics: Glasgow University: Glasgow University
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-- UN/ITU UN/ITU CyberSecurity CyberSecurity Agenda Agenda --
Quest for Quest for CyberConfidenceCyberConfidence (Eng/(Eng/RusRus))
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LinkLink: www.itu.int/en/publications/



Hyperglance:Hyperglance:SmartSmart 3D Network Modelling3D Network Modelling
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Hyperglance RealHyperglance Real--Time Visualisation Software: RealTime Visualisation Software: Real--Status.comStatus.com -- London, UKLondon, UK



LogRhythmLogRhythm: : Machine Learning ForensicsMachine Learning Forensics
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LogRhythm’sLogRhythm’s Security Intelligence PlatformSecurity Intelligence Platform



1 – Background: CyberCrime & Terrorism 2 – 21stC Profiling & Tracking: “Bad Guys” 3 – Real-Time Security & Surveillance

Energising Cybersecurity with “Biometrics & Forensics”

35

Energising YOUR Cybersecurity withEnergising YOUR Cybersecurity with
“Biometrics & Digital Forensics”“Biometrics & Digital Forensics”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 

4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 6 –– CyberCyber--Bio: Security Sector ScenariosBio: Security Sector Scenarios

7 – Biometric User Authentication for “IoT” 8 – Cyber-Bio Vision: Practical Solutions 9 – YOUR TOP 10 Actions & RoadMap



(6) (6) CyberCyber--Bio: Bio: Security Threat ScenariosSecurity Threat Scenarios

•• Banks/Finance:Banks/Finance: Fraud, DDOS, Insider Threats

•• Government/Parliament: Government/Parliament: “Fake IDs” & File Theft

•• Defence/Military: Defence/Military: Cyber-Espionage & Attacks

•• Travel/Tourism: Travel/Tourism: Beach Resorts & Travel Hubs

•• Culture/Sports: Culture/Sports: Major Events & Competitions

•• Energy/Utilities: Energy/Utilities: Nuclear Theft, Explosions
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•• Energy/Utilities: Energy/Utilities: Nuclear Theft, Explosions

•• Retail/Malls/Campus:Retail/Malls/Campus: Armed Attacks & Siege

•• Healthcare/Healthcare/PharmaPharma: : “Fake Drugs & Records”

...ALL Generic CyberCyber--Bio Threats Bio Threats apply to ALL    
Business Sectors & Critical Infrastructure!



Cyber “Banking Theft”Cyber “Banking Theft”–– CarbanakCarbanak
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Estimated ~$1Billion stolen

from ~100+ Banks & Financial

Institutions during 2013/2014

Researched by “Researched by “KasperskyKaspersky Labs”Labs”



Process Flow of Process Flow of CyberCriminalCyberCriminal Attack on Attack on 

Major UK Major UK Financial InstitutionFinancial Institution: 2010 : 2010 
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Source: White Paper by M86 Security: Aug 2010 

Such  Cyber Attacks, with variations, take place regularly in Such  Cyber Attacks, with variations, take place regularly in Banking &  Financial ServicesBanking &  Financial Services

. During . During Summer 2014 Summer 2014 more than more than 83Million Accounts 83Million Accounts were “hacked” @ were “hacked” @ JP Morgan ChaseJP Morgan Chase--

-- It is estimated that more than It is estimated that more than $450Bllion/Year $450Bllion/Year is lost through is lost through CyberCrimeCyberCrime --



May 2016 May 2016 : : $81m Bank Cyber$81m Bank Cyber--HeistHeist
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International Business TimesInternational Business Times
-- 1313thth May 2016 May 2016 --



NISTNIST Cybersecurity Cybersecurity Framework Framework 
National Institute of Standards & TechnologyNational Institute of Standards & Technology
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NATO NATO CybersecurityCybersecurity

Framework ManualFramework Manual
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NATO NATO Cyber Cyber Framework: Framework: The Five MandatesThe Five Mandates

and Six Elements of the and Six Elements of the CybersecurityCybersecurity CycleCycle
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4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios

7 7 –– BiometricBiometric User Authentication for “IoT”User Authentication for “IoT” 8 – Cyber-Bio Vision: Practical Solutions 9 – YOUR TOP 10 Actions & RoadMap



(7) (7) Biometric Biometric IDID Authentication: Authentication: “IoT”“IoT”
• Biometric Security provides Crucial Cyber-

Defence for the “Internet of Things” “Internet of Things” –– “IoT”:“IoT”:
– Bio-ID & AuthenticationAuthentication for ALL Secure “IoT” Devices

– Real-Time Bio ProfilingProfiling & Behavioural Modelling 

– Rapid Intrusion Alerts Intrusion Alerts for “IoT” Networks & Assets

– Bio ID Access for Secure Cloud Data & AppsCloud Data & Apps
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– Bio ID Access for Secure Cloud Data & AppsCloud Data & Apps

– Mobile “IoT” Asset Tracking Asset Tracking with Bio ID Security

...ALL Secure “IoT” Devices should be Biometric 
Protected to Mitigate ID Theft and Fraud!...Mitigate ID Theft and Fraud!...



20152015--2025: 2025: Migration from Migration from IPv4IPv4 to to IPv6IPv6
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2020ththC C – 1st Gen: IPv4 : IPv4 –– 2232 32 = 109+   Devices   (IP Address Space almost fully assigned)

2121ststC C – 2nd Gen: : IPv6 IPv6 –– 22128128 = 1038+  Devices (Networking “Internet of Things – IoT”)
-- Expanded IP Address Space for Expanded IP Address Space for “IoT”“IoT” sets new sets new “Cybersecurity Challenges”“Cybersecurity Challenges”!! --



CyberCyber--PhysicalPhysical Threats from the “IoT”Threats from the “IoT”

•• ALL Networked Devices ALL Networked Devices are at risk from 

Cyber-Hacking, Penetration & Remote Control

•• IoT Devices: IoT Devices: Smart Phones, Home Controls, 

Vehicles, Industrial Controls, Smart Cities, 
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Vehicles, Industrial Controls, Smart Cities, 

Power Stations, Utilities, Medical Devices.....

•• Legacy Assets: Legacy Assets: Many legacy assets including 

cars, medical implants, industrial controls are 

still inherently INSECUREINSECURE against cyberattacks!



Internet of Things: Internet of Things: Phases of EvolutionPhases of Evolution
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Internet of Things: Internet of Things: Spans ALL SectorsSpans ALL Sectors
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-- Security for the Security for the Internet of Things Internet of Things --
Security & Privacy in Security & Privacy in HyperconnectedHyperconnected SocietySociety
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CyberCyber--Physical Systems as Basis of Physical Systems as Basis of “IoT”“IoT”
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4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios

7 –Biometric User Authentication for “IoT” 8 8 –– CyberCyber--Bio Vision: Practical SolutionsBio Vision: Practical Solutions 9 – YOUR TOP 10 Actions & RoadMap



(8) Cyber(8) Cyber--Bio Vision: Bio Vision: Practical Solutions Practical Solutions 
• Integrated CyberCyber--Biometric Solutions Biometric Solutions will be progressively  

deployed during the next 5 to 10 years:

–– Scenario 2020: Scenario 2020: Business & Government Business & Government – Staff Access to 
Facilities, “IoT” Devices, Networks, Data Bases & Assets

–– Scenario 2025Scenario 2025: Cities & Urban Regions Cities & Urban Regions – Tracking “Bad 
Guy” Criminal Profiles (Bio, Cyber, SIM, CCTV, “Cell”)

–– Scenario 2040: Scenario 2040: Global CyberGlobal Cyber--Bio Security Bio Security – ePassports, 
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–– Scenario 2040: Scenario 2040: Global CyberGlobal Cyber--Bio Security Bio Security – ePassports, 
Bio-ID Cards, Bio-Border Controls, Bio-Signature, Access to 
National Transport Hubs, Sports & Cultural Events

....Eventually ALL Access ALL Access to Secure Facilities, Financial & 
Legal Transactions,  Major Sports Events, Concerts & 
Transport Hubs will require YOURYOUR BiometricBiometric--IDID!...



Our Our CyberVision: CyberVision: 2020 2020 -- 20402040

•• Scenario Scenario 20202020 –– Adaptive SecurityAdaptive Security--IoTIoT: : Managed Integration 
of IoT, Cyber & Physical Ops under CSO Management!

•• Scenario Scenario 20252025 –– Intelligent SecurityIntelligent Security: : Transition to Real-Time 
Artificial Intelligence & Machine Learning based Enterprise 
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Artificial Intelligence & Machine Learning based Enterprise 
Cybersecurity Tools & Biometric ID & Forensic Solutions

•• Scenario Scenario 20402040 – Neural SecurityNeural Security: : Self-Organising, Intelligent 
Bio-Cyber Solutions with AI Profiling, Tracking & Surveillance!



Cyberspace 2020 Cyberspace 2020 –– “Adaptive Security” “Adaptive Security” 
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ScenarioScenario 2020:2020: Adaptive Security Adaptive Security -- IoTIoT

• ....5 Year Time Window - 2010 <2010 <–– 2015 2015 --> 2020> 2020

• Integrated CyberCyber--Physical Security Physical Security deployed & 
managed by Board Level Chief Security Officer

•• International Standards International Standards for “IoT” APIs, Net 
Interface, Security Standards & Operations
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•• International Standards International Standards for “IoT” APIs, Net 
Interface, Security Standards & Operations

•• Distributed Security Distributed Security for “Legacy” “Legacy” Network 
Assets & Devices for the “Internet of Things”

• Trial Deployment of Advanced AIAdvanced AI--based based 
Intelligent & Adaptive Cybersecurity Tools



Cyber 2020 Visions: Cyber 2020 Visions: Booz, Allen & Hamilton Booz, Allen & Hamilton 
and The Australian Government (Defence)and The Australian Government (Defence)
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Technology Visions: Technology Visions: Scenario Scenario 20252025
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CISCOCISCO: : 20252025 Scenarios: Scenarios: IDATEIDATE



Cyberspace 2025 Cyberspace 2025 –– Intelligent Security”Intelligent Security”
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ScenarioScenario 20252025: : Intelligent SecurityIntelligent Security

• ..10 Year Time Window - 2005 <2005 <–– 2015 2015 --> 2025> 2025

• Transition & Full Deployment of Enterprise-
Wide AI-based IntelligentIntelligent “Cyber” Tools

• Real-Time Behavioural Modelling Behavioural Modelling of ALL 
aspects of Net Traffic, System/Event Logs, Net 
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• Real-Time Behavioural Modelling Behavioural Modelling of ALL 
aspects of Net Traffic, System/Event Logs, Net 
Nodes, Servers, Databases, Devices & Users

• Trial Deployment of Autonomous RealAutonomous Real--Time Time 
“Cyber” Alerts that integrate both traditional 
& advanced AI-based “Cybersecurity Tools”



Darktrace: Darktrace: Cyber Intelligence PlatformCyber Intelligence Platform
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SelfSelf--Learning Enterprise Immune System: Learning Enterprise Immune System: “Behavioural Biometrics Model”“Behavioural Biometrics Model”



Cyberspace Cyberspace 20252025: : Microsoft ScenariosMicrosoft Scenarios
*** Plateau *** Plateau –– Peak Peak –– Canyon ***Canyon ***
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Cyberspace 2040 Cyberspace 2040 –– “Neural Security” “Neural Security” 
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ScenarioScenario 2040:  2040:  Neural SecurityNeural Security

• ..25 Year Time Window - 1990 <1990 <–– 2015 2015 --> 2040> 2040
• Full Implementation of Intelligent & Adaptive 

Cybersecurity across the Extended EnterpriseExtended Enterprise

•• Autonomous “Alerts” Autonomous “Alerts” and Real-Time AI-based 
Cyber Event, Traffic & User Modelling 
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Cyber Event, Traffic & User Modelling 

• New Scaled Architectures and Operational 
Standards for “Smart Systems” “Smart Systems” – Smart Devices, 
Business, Cities, Government, Economy & Society

• Cybersecurity Operations transition to become 
ultra-intelligent – “Neural Security” “Neural Security” .



MultiMulti--Year Evolution of WikiYear Evolution of Wiki--WebWeb
Complex Adaptive System : “Wiki.tudelft.nl”Complex Adaptive System : “Wiki.tudelft.nl”
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Delft University of Technology Delft University of Technology -- NetherlandsNetherlands



Artificial Neural Networks Artificial Neural Networks applied to  applied to  
RealReal--Time Foreign Exchange Dealing Time Foreign Exchange Dealing 
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Algorithmic Computer Trading using Real-Time Neural Nets
& Statistical Maths Tools have been used for 20+ Years!

.....Now they are being applied to provide intelligent

real-time forecasts for enterprise cybersecurity threats!



Worldwide RealWorldwide Real--Time Financial Trading Time Financial Trading 
@@Light Speed Light Speed –– 24/7 24/7 –– Global NetworksGlobal Networks
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BBC Worldwide BBC Worldwide Internet Scenario: Internet Scenario: 20402040
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Scenario Scenario 20402040: Cyber : Cyber DefenseDefense: : 

UK Ministry of Defence UK Ministry of Defence -- MODMOD
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Scenario 2040: Cyber Scenario 2040: Cyber DefenseDefense –– NATO & Canada NATO & Canada 
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4 –Integrated Cyber Biometrics: Pre-Attack 5 – Cyber Digital Forensics  : Post-Attack 6 – Cyber-Bio:  Security Sector Scenarios

7 –Biometric User Authentication for “IoT” 8 – Cyber-Bio Vision: Practical Solutions 9 9 –– YOURYOUR TOP 10 Actions & RoadMapTOP 10 Actions & RoadMap



(9) (9) YOUR Top 10 CyberYOUR Top 10 Cyber--Bio ActionsBio Actions

1)1) Assign CSO Assign CSO –– Chief Security OfficerChief Security Officer1)1) Assign CSO Assign CSO –– Chief Security OfficerChief Security Officer
with Cyberwith Cyber--Biometric Action PlanBiometric Action Plan

2)2) Professional CyberProfessional Cyber--Biometric & Biometric & 
CyberCyber--Forensics Training Forensics Training –– CISSPCISSP

3)3) Implement International Security Implement International Security 
Standards (ISO/IECStandards (ISO/IEC-- Biometrics)Biometrics)

4)4) Open Discussions with Biometric & Open Discussions with Biometric & 

6)6) ICT: Hire Qualified CyberICT: Hire Qualified Cyber--Bio Systems Bio Systems 

Technology, Software & Operations TeamTechnology, Software & Operations Team

7)7) Review Security Risks & Connectivity of ALL Review Security Risks & Connectivity of ALL 

Enterprise IP Legacy Assets & Devices (IoT)Enterprise IP Legacy Assets & Devices (IoT)

8)8) Design Practical MultiDesign Practical Multi--Year Roadmap for Year Roadmap for 

CyberCyber--BioBio--Forensics Security IntegrationForensics Security Integration

9)9) Professional Association Membership for Professional Association Membership for 
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4)4) Open Discussions with Biometric & Open Discussions with Biometric & 
CyberCyber--Forensic Solution VendorsForensic Solution Vendors

5)5) Profile YOUR Security Staff and Profile YOUR Security Staff and 
Contractors for Possible RisksContractors for Possible Risks

9)9) Professional Association Membership for Professional Association Membership for 

Team Networking & Skill Building Team Networking & Skill Building -- IPSAIPSA

10)10) Cyber Legal Protection Cyber Legal Protection –– Check Check YourYour Legacy Legacy 

Contracts for CyberContracts for Cyber--Bio  Trading RisksBio  Trading Risks

Now Now YOURYOUR Business will be Business will be “Energised” “Energised” with with Cyber Biometrics & Digital Forensics! Cyber Biometrics & Digital Forensics! 



MSc CyberSecurity CoursesMSc CyberSecurity Courses: : Certified Certified 

by the UK Government by the UK Government –– GCHQ/CESGGCHQ/CESG
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UN/ITU UN/ITU National CyberSecurity Strategy National CyberSecurity Strategy 

Toolkit (Toolkit (NCSNCS) ) –– Global Partnership Global Partnership -- 20162016

73

Energising YOUR Cybersecurity withEnergising YOUR Cybersecurity with
“Biometrics & Digital Forensics”“Biometrics & Digital Forensics”

- Prague, Czech Republic: 6th-7th June 2016 -
©  Dr David E. Probert   :  www.VAZA.com ©

33rd International East/West Security Conference 

12 International Partners 12 International Partners : : CyberSecurity Toolkit to help Nations to Design & CyberSecurity Toolkit to help Nations to Design & 

Implement Effective CyberSecurity Programmes based upon Implement Effective CyberSecurity Programmes based upon “Best Practice”...“Best Practice”...

Link:Link: www.itu.int/en/ITU-D/Cybersecurity/



-- UN/ITU UN/ITU CyberSecurityCyberSecurity Agenda Agenda --
Understanding CyberCrime (Eng/Understanding CyberCrime (Eng/RusRus))
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“Real“Real--Time Defence” Time Defence” from Cyber Attacks”from Cyber Attacks”

.......Energising .......Energising YOUR YOUR 

Cybersecurity with Cybersecurity with 

Biometrics & Forensics Biometrics & Forensics 

will Increase your will Increase your 
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will Increase your will Increase your 

Defence from Cyber Defence from Cyber 

Threats & Attacks!Threats & Attacks!

“The Director’s Desk – Scientific Institute” - 2002
Pen & Ink Drawing by Alexander RimskiAlexander Rimski--KorsakovKorsakov



The Surrealistic Paintings of Dr Alexander RimskyThe Surrealistic Paintings of Dr Alexander Rimsky--KorsakovKorsakov
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Web LinkWeb Link: : www.valentina.net/ARK3/ark2.htmlwww.valentina.net/ARK3/ark2.html



Energising Cybersecurity with Energising Cybersecurity with “Biometrics & Forensics”“Biometrics & Forensics”

International EastInternational East--West Security Conference: PragueWest Security Conference: Prague

Energising Cybersecurity with Energising Cybersecurity with “Biometrics & Forensics”“Biometrics & Forensics”

International EastInternational East--West Security Conference: PragueWest Security Conference: Prague
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Download Presentation Slides: Download Presentation Slides: 
www.Valentina.net/Prague2016/www.Valentina.net/Prague2016/

Download Presentation Slides: Download Presentation Slides: 
www.Valentina.net/Prague2016/www.Valentina.net/Prague2016/



EastEast--West Security Conference West Security Conference –– Prague 2016         Prague 2016         

-- Biometrics & Cyber Forensics Biometrics & Cyber Forensics -- Slides (PDF) Slides (PDF) --
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Download Link: Download Link: www.valentina.net/Prague2016/www.valentina.net/Prague2016/

Theme (1) Theme (1) –– “Cyber War on Terror”       “Cyber War on Terror”       Theme (2) Theme (2) –– “Biometrics & Forensics“Biometrics & Forensics”



Advanced Security & CyberVision 2025Advanced Security & CyberVision 2025

Advanced CyberSecurity for Advanced CyberSecurity for “Internet of Things” “Internet of Things” with AI & Machine Learningwith AI & Machine Learning
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Additional Additional CybersecurityCybersecurity ResourcesResources
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Professional Profile Professional Profile -- Dr David E. Probert Dr David E. Probert 
�� Computer Integrated Telephony (CIT)Computer Integrated Telephony (CIT) – Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with 

telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

�� Blueprint for Business CommunitiesBlueprint for Business Communities – Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the 

“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

�� European Internet Business Group (EIBGEuropean Internet Business Group (EIBG) ) – Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included 

support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.  

Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 �1998)

�� Supersonic Car (Supersonic Car (ThrustSSCThrustSSC)) – Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1st Multi-Media and e-Commerce Web-

Site for the World’s 1st Supersonic Car – ThrustSSC – for the World Speed Record.

�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 
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�� Secure Wireless NetworkingSecure Wireless Networking – Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11 

networking products with technology partners from both UK and Taiwan. 

�� Networked Enterprise SecurityNetworked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall 

responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

�� Republic of GeorgiaRepublic of Georgia – Senior Security Adviser – Appointed by the European Union to investigate and then to make recommendations on all aspects of IT 

security, physical security and BCP/DR relating to the Georgian Parliament.

�� UN/ITUUN/ITU – Senior Adviser – Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1Dr David E. Probert is a Fellow of the Royal Statistical Society. He has a 1stst Class Honours Degree in Mathematics (Bristol Class Honours Degree in Mathematics (Bristol 

University) &  PhD  from Cambridge University in SelfUniversity) &  PhD  from Cambridge University in Self--Organising Systems (Evolution of Stochastic Automata) , and his Organising Systems (Evolution of Stochastic Automata) , and his 

full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007full professional biography is featured in the Marquis Directory of  Who’s Who in the World:  2007--2016 Editions2016 Editions.



“Master Class”: Armenia “Master Class”: Armenia -- DigiTec2012DigiTec2012

-- Smart Security, Economy & Governance Smart Security, Economy & Governance --
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EastEast--West Security Conference: Prague, Czech RepublicWest Security Conference: Prague, Czech Republic
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BiometricsBiometrics & & RFIDRFID Security ApplicationsSecurity Applications
•• BiometricsBiometrics techniques may include:

– Finger and Palm Prints

– Retinal and Iris Scans

– 3D Vein ID

– Voice Scans & Recognition

– DNA Database – Criminal Records

– 3D Facial Recognition
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•• RFID RFID = = Radio Frequency ID with applications that include:

– Personal ID Cards for Building, Secure Facility Access

– Tags for Retail Articles as a Deterrence to Shoplifting

– Powered RFID Tags for Vehicles to open Doors, Barriers & Switch Lights

– Plans to use RFID Tags for Perishable Products such as Fruit & Vegetables

– Asset Tags to manage the movement of  High-Value & Strategic Assets

– Potential for Embedded Intelligent RFID Devices into Humans



Cyberspace Browser: Cyberspace Browser: Internet Census 2012Internet Census 2012
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-- UN/ITU UN/ITU CyberSecurity CyberSecurity Agenda Agenda --
Best Practice for CyberSecurity CultureBest Practice for CyberSecurity Culture
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-- UN/ITU UN/ITU CyberSecurity CyberSecurity Agenda Agenda ––
Global CyberSecurity Index (Eng/Global CyberSecurity Index (Eng/RusRus) ) 
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Cyberspace (Hilbert Map): Cyberspace (Hilbert Map): Browser ZoomBrowser Zoom
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