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Management Information Assurance Technical

· Cybersecurity business case 
formulation

· IT Base skills

· Staff Management skills/ 
Leadership skills

· Personnel Security 

· Multi-Disciplinary skills 
(technology, people etc)

· Communication skills

· Cyber-Criminal Psychology

· Cyber-Ethics Skills

· Cybersecurity Policies, 
Standards and Procedures

· Risk Management

· System Accreditation

· Compliance Checking 

· Audit and Monitoring

· User Rights and 
Responsibilities

· Incident Management 
Process Design

· Assurance, trust and 

· IT technical skills (security 
management)

· IT technical skills (IT defences 
deployment)

· Security Design Principles e.g. 
zoning

· Resilient Infrastructure

· Data Protection/ System 
administration

· Cryptographic and Applied 
Crypto Skills
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· Cyber-Ethics Skills

· Data ownership

· Assurance, trust and 
confidence mechanisms

Crypto Skills

· Data custodianship

· Operational Security

· Incident Management
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Government Directive on
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The UK Government Office of Cybersecurity (OCS)
has eight well defined work streams as follows:

1) Safe, Secure and Resilient Systems
2) Policy, Legal and Regulatory Issues
3) Awareness and Culture Change3) Awareness and Culture Change
4) Cybersecurity Skills and Education
5) Technical Capabilities and R&D
6) Exploitation of UK Capabilities
7) International Engagement & Partnership
8) Governance, Roles and Responsibilities

…these include the further development of
Digital Forensics Skills & the UK Cybercrime
response through the National eCrimeUnit.
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response through the National eCrimeUnit.

….. Significant focus in the UK Office of Cybersecurity (OCS) is also focused upon….. Significant focus in the UK Office of Cybersecurity (OCS) is also focused upon
“Cybersecurity Capacity Building” and the Development of a “Cybersecurity Culture”“Cybersecurity Capacity Building” and the Development of a “Cybersecurity Culture”
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Guidelines for Children, Policy Makers, Industry and Educators
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ITU CYBERCRIME TOOLKIT LEGISLATIVE REQUIREMENTS

Acts Against Computers, Computer Systems, Networks,  Computer 
Data, Content Data, and Traffic Data

Section 1: Definition of Terms

Section 2: Unauthorized Access to Computers, Computer Systems, and 
Networks

Section 3: Unauthorized Access to or Acquisition of Computer Data, 
Content Data, Traffic Data

Jurisdictional Provisions

Section 21: Jurisdiction

International Cooperation

Section 22: International Cooperation: General Principles

Section 23: Extradition Principles 

Section 24: Mutual Assistance: General Principles
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Content Data, Traffic Data

Section 4: Interference and Disruption

Section 5: Interception

Section 6: Misuse and Malware

Section 7: Digital Forgery

Section 8: Digital Fraud, Procure Economic Benefit

Section 9: Extortion

Section 10: Aiding, Abetting, and Attempting

Section 11: Corporate Liability 

Provisions for Criminal Investigations and Proceedi ngs for Offenses 
within this Law

Section 12: Scope of Procedural Provisions

Section 13: Conditions and Safeguards

Section 25: Unsolicited Information

Section 26: Procedures for Mutual Assistance

Section 27: Expedited Preservation of Stored Computer Data, 
Content Data, or Traffic Data

Section 28: Expedited Disclosure of Preserved Content Data, 
Computer Data or Traffic

Section 29: Mutual Assistance Regarding Access to Stored 
Computer Data, Content Data, or Traffic Data

Section 30: Trans Border Access to Stored Computer Data, 
Content Data, or Traffic Data 
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Section 13: Conditions and Safeguards

Section 15: Expedited Preservation and Partial Disclosure of Traffic Data

Section 17: Production Order

Section 18: Search and Seizure of Stored Data

Section 19: Interception (Real Time Collection) of Traffic Data

Section 20: Interception (Real Time Collection) of Content Data
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Content Data, or Traffic Data 

Section 31: Mutual Assistance In Real Time Collection of Traffic 
Data 

Section 32: Mutual Assistance Regarding Interception of Content 
Data or Computer Data
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CyberSecurity Technical Courses
Total Student Days = 41 (8+ Weeks)
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CyberSecurity Management Courses
Total Student Days = 16 (3+ weeks)Total Student Days = 16 (3+ weeks)
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