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“Visualisation of Cyberspace”: Global IP “WHOIS” Addresses

"L

w2 e 1

= H A HA Tk

| T 0 P I

| | el o2 =
] 1o T | 1O
|_|
B gie] K

1r

Haril )
mr

II
u

papriEhe
2T | Lprrk |

'fl'-l‘-?'i_ﬁ;jll -

Rl e ey
e

o
1
E

5

AR
o Hepotog
Tt T ] P2

LA e 7

o d] T = o oy

¥
3
%

215C Intelligent World

S| e A
o LUy =) =

I
I
F
-

-]

5 -
S ol

...From 19*"C Physical Worl

S

- 21stC Security Futures: 2018 - 2025 -

th . : *** “Technology, Tools & Trends” ***
36" International East West Security Conference 7 Technology, Tools & Trende o1y

© Dr David E. Probert : www.VAZA.com ©




“Visualisation of Cyberspace”: Global IP “WHOIS” Addresses

HP DEC DDN-RVN
« Xerox AT&T Apple MIT < DISA
Hecated Level 3

DISA DISA |Cabile ===

! US Army IBM RFC1918 located DSI-North|unallocated| DT S A

RIRs IPv4 Whois Map

October 2007

Multicast Reserved

F8 /16 f34 f32
AFRIMNIC

«| AT&T |Merit Unallocated | APNIC |vmaltocated

[USPS pop nic

APNIC

Tapan Inet |Unallocated

ARIN APNIC

'APNIC )

~APNIC|—

RIPE ARIN |APNIC

S ARe=| This map shows the cha ristics
] g, of IPvd "whois" data |[(JII1 h:-l
Regional Internet Registries.

Each pixel in tie full- 512e 1 age-
represents a ngle /24 r
containing J:l 10 256 host s 1nc
color of each pixel corresponds to
the RIR(s) where the address space
is listed.

.J_ 'ﬂﬂ. Areas are shaded with varying levels

iy I of transparency. Larger blocks of
address space are more transparent,
which also makes them darker. Thus,
varying shades of a color mmcatc
defe ent sized blocks of add resses

UnallocatEd appearing in the whois data

. ‘:-,_ ARIN APNIC | Unallocated

Furthermore, some parts of the
address space are listed in multiple

RIRs, for va ious re. 50 5. When

- | this happes W colo ay be
My .Fl C'calcd lus ls espec lilll)f cndcnt

T in the a cas labeled “Various
: ”|‘ .-}..I Unallocated Registries" where you can see large
ar

eas of IJchw'l ated by combining
red (ARIN} and g ecn IRIH:] logctncr

T - n.oq,s heglst ries| _r
i
. rfrJ 1 MINERE)
I

.- - i
- - '\.Jr.w 2 R egigtr ie L

...From 19*hC Physical World To 215C Intelligent World

- 215C Security Futures: 2018 - 2025 - [SERAD G
**x* “Technology, Tools & Trends"” *** i\ -
Seville, Spain - 20t"-21st November 2017

© Dr David E. Probert : www.VAZA.com ©

36" International East West Security Conference




Cyber Futures & Defence: “Dual Themes”

Theme (1)” - “Security Futures: 2018-2025+” : Technology, Tools and Trends...

o m ™ - Bringing CyberSecurity to YOUR Board Room with Budget & Mission!
122‘:,’,:2::;;“;22.:‘213:53: Future Cyber-Scenarios for Integrated, Adaptive, Intelligent Security!

vid Euprane e85 - New CyberSecurity Toolkits to Defend YOUR Business Operations!

“ CyberVision: Machine Learning, Al & Neural Security” 215t Nov: 09:40- 10:20

Theme (2) — “Cyber Threats & Defence”: Intelligent CyberSecurity for OUR 215 C...

= - TOP 10 CyberThreats: Exploration, Penetration and Attack!

Cyber Threats &Defence
“ntelligent cybersecurity~. ~ RECENt Case Studies of Cyber Crime, Terror & Political Attacks!

s - Developing YOUR Action Plans & Cybersecurity Programme!

”CyberDefence Real-Time Learning, Detection & Alerts” 215 Nov: 14:30 - 15:10

Download Slides: www.valentina.net/Seville2017/
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Topics suggested @ Genoa —June 2017

Biometrics in the 215t Century for Global Security
IT Security Trends: Key Business & Security Drivers
Managing Information Risk : Solutions for Survival
Modern Technical Security Tools for Protection
Technical Innovations in Access Control Security

. Managing Enterprise Security in Changed World
Effective IT Security: Prevent & Adapt to Threats

N O U A WwWwhRE

...... We’ll respond to ALL these during this talk on
“Security Futures”: Technology, Tools & Trends

21 tC Security Futures: 2018 - 2025 -
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(1)-Security 2018-2025: YOUR Cyber Mission

|i.l. - n L

1- “CyberSecurity @ Board Level”

2 -CyberCrime:CyberTerror:CyberWar

3 —Scenario 2018: Cyber & Physical Tools

(o111 eV TIR T[T 4 “OUR Cyber Society” | “Integrated Security”

4 — Scenario 2019: Internet of Things-!0T 5 —=Scenario 2020: Machine Learning 6 — Scenario 2025: Artificial Intelligence
“Self-Adaptive” “Self-Learning” “Cyber-Intelligent”

7 — Scenario 2040: Artificial Silicon Lifel. | 8- Cyber VISION to Security NOW!.. 9 —YOUR Action Plan for 21stC Cyber!..

”Neural Security” “New Cyber Toolklt” ”CyberSecurlty Plan”
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(1)-Security 2018-2025: YOUR Cyber Mission

.1 ‘CyberSecurity @ Board LevI”
“YOUR Cyber Mission”
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“CyberSecurity @ Board Level”

* High CyberSecurity Risks require Business and
Governments to Plan & Invest @ Board Level!

e CyberSecurity Tools are now in Transition from:

— 15t Gen: Malware Signatures & Perimeter Firewalls
— 2"d Gen: Machine Learning & Artificial Intelligence

* Smart loT Devices, Homes & Cities ALL require
Embedded CyberSecurity in Chips & Networks!

...\We provide a 7 Year CyberVision & RoadMap for
CSO led Investment in Effective Cyber Defence!
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CyberAttacks: “Impact on Share Price
CGl & Oxford Economlcs — Ap‘ril 2017

"""""""""

The Cyber-Value Connection

Revealing the link between cyber vulnerability
and company value

www.cgi-group.co.uk/CyberValueConnection - 21°C Security Futures: 2018 - 2025 -

“Technology, Tools & Trends"” ***
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CyberAttacks: “Impact on Share Price”
CGI & Oxford Economics — April 2017

SHARE PRICE IMPACT FOLLOWING CYBER ATTACK

Media & Communications = L

Retail

Media & Communications |

Technology FJapan 2013
Technology Japan 2016

TECHe | | CGI: CYBER ATTACKS CAN WIPE
WECHECK | 15% OFF COMPANY VALUATIONS

Investors have lost at least £42Billion since 2013 due to Cyber Attacks
...Severe Cyber Attacks typically wipe out £120M of company value'...

- 21stC Security Futures: 2018 - 2025 -
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CyberAttacks: “Impact on Share Price”
CGIl & Oxford Economics — April 2017

Report Recommends following CyberSecurity Defence:

1) Appoint Board Level CSO in Leadership Role!

2) Include CyberSecurity on EVERY Board Agenda

3) Consider CyberSecurity as Trans-Business Risk

4) Recruit & Train Professional Cyber Specialists

5) Establish Cyber Operations $SSBudget & RoadMap
6) Assume that Cyber Defences are already Breached!...

Investors have lost at least £42Billion since 2013 due to Cyber Attacks
...Severe Cyber Attacks typically wipe out £120M of company valueI

21 tC Security Futu : 2018 - 2025
WWW. cgl -group.co. uk/CyberVaIueConnectlon & Secu IygyT res: 2018 - 2025

S ille, Spain — 20th-21st November 2017
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(2)-Security 2018-2025: OUR Cyber Society

1 - “CyberSecurity @ Board Level” p R O o [ HO A e 8- 18 3 — Scenario 2018: Cyber & Physical Tools

“YOUR Cyber Mission” olV:XeY I 4T :T4[1a%48 “Integrated Security”

4 -Scenario 2019: Internet of Things - 10T 5 —Scenario 2020: Machine Learning 6 —Scenario 2025: Artificial Intelligence
“Self-Adaptive” “Self-Learning” “Cyber-Intelligent”

7 — Scenario 2040: Artifical Silicon Life! 8 — Cyber VISION to Security NOW! 9 - YOUR Action Plan for 215C Cyber!...

“Neural Security” “New Cyber Toolkit” | “CyberSecurity Plan”

EF
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(2)-Security 2018-2025: OUR Cyber Society
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“CyberCrime, CyberTerror & CyberWar”

1) Media: Global News Reports of Cyber Attacks!

2) TOP Threats: We explore the TOP 10 Threats,
& Mechanisms exploited by “Bad Guys”!

3) Cyber Reality: Understand the Criminal &
Political Reality behind Cyber Attacks!

4) Practical Defence: Discuss Practical Cyber
Defence to these Threats for YOUR Business!

h - 215tC Security Futures: 2018 - 2025 - [ISEEAIEHE
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Warning! : CyberTerror Travels @ “Light Speed”

‘U TOM,KaK . . :
MeYTa O/JHOro YenoBexa Physical Terror = “Spatial”: Attacks on Physical
0 NPEoA0JIEHNN CBEPX3BYKOBOIO Infrastructure, Corporate Assets, Staff and Citizens

6apbepa morna 6bl cCOeNcCTBOBaTh

ycnexy Bawero 6u3sHeca *** Sound Waves = 340metres/sec ***

Cyber Terror = “Temporal”: Anonymous Attacks
y p

on, Network Hubs, Servers, Databases & Social Media
*** |ight Waves = 300,000,000 metres/sec ***

Thrust SSC: 15t Supersonic Car - 15t Oct 1997

Web Archive: www.thrustssc.com
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Warning! : CyberTerror Travels @ “Light Speed
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Transition from “Cyber Now - 2018”
to “Intelligent Al/ML Cyber - 2025”
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Transition from “Cyber Now - 2018”
to “Intelligent Al/ML Cyber - 2025”

2017 - “Cyber Now”

“Signature” Detection
Multi-DMZ Firewalls
Anti-Virus & Malware
Supervised Learning
Zero-Day Attacks
Objects & Assets

“Known BAD!”

2025 - Al/ML Cyber

Behaviour Modelling
Learning the Baseline
“Smart Security”
Unsupervised Learning
Zero-Second Attacks
Events & Experience

“Known GOOD!”

Scenario 2025: Defence In-Depth requires Augmentation of Traditional “ Cyber” Tools
to include Intelligent Al/ML Security Tools that model BOTH “Known GOOD & BAD!”

36" International East West Security Conference

= _LYBERSECURITY
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“Cybernetics & Security”: 1943 - 2018!
- Back to the Future: The Last 75 Years! -

* 1943 - “Neural Networks” — Perceptrons (Al — McCulloch/Pitts)
e 1948 — “Cybernetics” — Norbert Wiener

e 1969 — ARPANet Launched — 4 Packet Switching Net Nodes -

e 1974 — Internet Protocol Published — Vint Cerf/Bob Kahn

e 1982 — Elk Cloner - 1%t “Apple Computer Virus

e 1986 — “Brain” — 15t Microsoft MS-DOS Virus

e 1988 — 15t “Packet Filter” Firewall (DEC: Digital Equipment Corp)
e 1990 - World Wide Web — CERN Labs - Sir Tim Berners Lee

e 1993 — Mosaic Browser — NCSA — Illinois, USA

e 2018 —Transition to Al/ML Apps for 21stC CyberSecurity!

- Exploring “Cyber Visions” requires us to Research the Past!
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sion:2018 to 2025+

. Scenario 2018 — Integrated Security: Managed
“Smart” Cyber & Physical Operations under “CSO”

» Scenario 2019 — Adaptive Security: Distributed
“Smart Security” for networked “Internet of Things”

* Scenario 2020 - Learning Security: Transition to
“Machine Learning” Cybersecurity Apps & Tools

* Scenario 2025 - Intelligent Security: CyberSecurity
based upon Networked “Artificial Intelligence” Tools

P

N . - 215C Security Futures: 2018 - 2025 -
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Securiy 2018-2025: Techno, Tools & Trends

1— “CyberSecurity @ Board Level” 2 —CyberCrime:CyberTerror:CyberWar BRIl {0l kN aV LY A WATETR L0103

“YOUR Cyber Mission” | “OUR Cyber Society” Raliidr-{ei{=le IY:-ToV[7]4%

4 -Scenario 2019: Internet of Things - loT 5 —Scenario 2020: Machine Learning 6 —Scenario 2025: Artificial Intelligence
“Self-Adaptive” “Self-Learning” “Cyber-Intelligent”

7 - Scenario 2040: Artificial Silicon Life! | 8-Cyber VISION to Security NOW! 9 — YOUR Action Plan for 215tC Cyber!..
”Neural Securlty ”New Cyber Toolklt” “CyberSecurlty PIan
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Securiy 2018-2025: Techno, Tools & Trends

w - ' e e N
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| 3- Scenario 2018: Cyber & Physical Tools
“Integrated Security”
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Scenario 2018: “Cyber Tools Transition”
*** Integrated Security***

 Major Trends & Developments: Scenario 2018:

— CSO led Integration of Physical and Cyber Security
Assets across Corporate Business and Government :
CCTV, ANPR, Access Control, Cyber Defence & Alerts

— Adaptive Al/ML Solutions launched by Major Cyber
Vendors alongside Cylance, Darktrace & Deep Instinct

— Increased National Government Priority & Investment
in fighting Organised CyberCrime and CyberTerrorism

... Cyber” goes “TOP Agenda” in Scenario 2018!

- 21stC Security Futures: 2018 - 2025 -
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Integration of Physical and Cybersecurity

Integrated CSO-led Management Team — Merged HQ Operations
Physical Security Operations Cyber Securlty Operations
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Integrated Management,
Training, Standards, Plans

ONE - Architecture!

AN

Corporate CSO-led Security Team Eije ,|

ONE — Shopping List! 8

’ Final phase of Cyber-Physical Integration - Embedded Intelligence in ALL Devices - Internet of Things
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“Real-Time” CCTV City Surveillance

-

- 21stC Security Futures: 2018 - 2025 -

th . : *** “Technology, Tools & Trends” ***
36™ International East West Security Conference 7 Technology, Toole & trende iy

© Dr David E. Probert : www.VAZA.com ©




Reglonal CCTV Control & Surveillance
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CCTV Control Room Operators with Multiple Displays need Cyber Analysis Tools
Including High Speed Video Analytics, Facial Recognition and Data Mining Tools
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Metro Surveillance: Charing Cross, London
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Real-Time Surveillance: Transportation
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Smart Analysis Tools: 3D Simulation Modelling
for "Security Crisis” & “Disaster Management”

- 21stC Security Futures: 2018 - 2025 -
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“Smart Security” = Cyber + PSIM + SIEM

e Cyber:S
e PSIM: P

nans ALL ICT Networks, Servers & Devices

nysical Security Integration Management

* SIEM: Security Information & Event Management
PSIH N

PERIMETER FIRE

Image: AventuraCCTV.
36'" International East West Security Conference *** “Technology, Tools & Trends" *x

CCTY PA ACCESS ||'ﬂ[|l'.[ll HVAC
com/PSIM : New York, USA . 21sc security Futures: 2018 - 2025 -
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Integrated Cyber Biometrics: Pre-Attack

* Intelligent Biometrics Tools can significantly reduce
YOUR Risks of Cyber Threats & Attacks...

— Device & Access Authentication by Fingerprints,
Retinal/lris Scan or Palm Vein Scan

— Facility Access with “Live” 3D Facial Recognition

— “Behavioural Biometrics” for Secure User Authentication

— City/Campus Regional Tracking with Intelligent 4K Networked
CCTV & Real-Time Self-Learning Video Analytics :

— “Live” CBRN Scanning for Hazardous materials —
(Chemical, Biological, Radiological, Nuclear)

...It is crucial that Cyber Biometrics Tools are Integrated
with the CSO-led Business Security Operations

- 21stC Security Futures: 2018 - 2025 -
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Typical Cyber-Biometric Solutions
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Cyber-Biometrics: Fingerprint Solutions
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Cyber-Biometrics: “Live” Vein Analytics
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Cyber-Biometrics: Retinal & Iris Scans

irlll ErEuEd Vs ddawm il =
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Cyber Digital Forensics: Post-Attack

* Evidence from Cyber Digital Forensics can help to
identify the Criminals, Terrorists and Cyber Attackers:
* Physical Forensics:
— Blood & Tissue Samples
— DNA & Genetic Analysis
— Chemical Agents, GSR, Fibres

* Cyber Forensics:
— Cyber Attack IP Address/DNS/Proxies
— Malware/Trojan/Virus Analysis
— Botnet/DDOS, Targets & Payload
— RansomWare/Encryption & Attack “Signatures”

...Evidence from BOTH Cyber & Physical Forensics
will be relevant to 215tC Terror Threats & Attacks!...

h - 21%tC Security Futures: 2018 - 2025 -  [SERAUC U
t i i *** “Technology, Tools & Trends” *** R T
36" International East West Security Conference Seville, o e Novorbes 2017 ST T
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Private Detectlve Shﬁ”wlﬂlﬁl@\\lﬂc Holmes™!
* TR

1

“Forensics Pioneer”
a) Detective Work
b) Fingerprints

c) Ciphers & Codes
d) Footprints

e) Handwriting

Author: Sir Arthur Conan Doyle: 1859 - 1930 -I 7 7, LYBERSECURITY
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Fast DNA Sequencing:Graphene Nanopore
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Cyber-Bio: Security Threat Scenarios

* Banks/Finance: eFraud, DDOS, Insider Threats

* Government/Parliament: “Fake IDs” & File Theft
* Defence/Military: Cyber-Espionage & Attacks

* Travel/Tourism: Beach Resorts & Travel Hubs

* Culture/Sports: Major Events & Competitions

* Energy/Utilities: Nuclear Theft, Explosions

* Retail/Malls/Campus: Armed Attacks & Siege

* Healthcare/Pharma: “Fake Drugs & Records”

...ALL Generic Cyber-Bio Threats apply to ALL
Business Sectors & Critical Infrastructure!

- 215C Security Futures: 2018 - 2025 - BRI CHY
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Security 2018- 2025 Techno, Tools & Trends

1- “CyberSecurity @ Board Level” 2 —CyberCrime:CyberTerror:CyberWar | 3 =Scenario 2018: Cyber & Physical Tools
“YOUR Cyber Mission” | “OUR Cyber Society” | “Integrated Security”

L N E P L ERT T G R A LR LB 5 -Scenario 2020: Machine Learning 6 —Scenario 2025: Artificial Intellgence

“Self-Adaptive Security” “Self-Learning” “Cyber-Intelligent”

7 — Scenario 2040: Artificial Silicon Life! | 8- Cyber VISION to Security NOW! 9 — YOUR Action Plan for 215C Cyber!..

“Neural Security” “New Cyber Toolkit” | “CyberSecurity Plan”
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o
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Security 2018- 2025 Techno, Tools & Trends

—Scenarlo 2019 Internet of Thlngs - IoT-

“Self-Adaptive Security”
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Scenario 2019: “Internet of Things - loT”
*** Adaptive Security***

 Major Trends and Developments: Scenario 2020
— ALL Major Cyber Vendors market Al/ML Solutions
— Updated ISO/NIST Standards with Adaptive Security
— Embedded “Cyber” in ALL New Smart loT Devices
— Board Level CSO in C-Suites with CEO, CFO & COO
— International Protocols on Cyber Warfare (UN/NATO)

..... CyberSecurity now focused on Self-Adaptive
Modelling of “Normal” Net/User Behaviour &
Detection of Real-Time Anomalies & Threats!
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2019 Estimates for “loT” Connectivity

Figure 3:
Industry estimates for connected devices (billions) in 20202
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1 ‘Internet of Things Connections Counter’, Cisco Systems, 2014

2  http://wwwbusinessinsider.com/75-billion-devices-will-be-connected-to-the-internet-by-2020-2013-10; https://www.
abiresearch.com/market-research/product/1016390-over-30-billion-wireless-connected-devices/; ‘Forecast: The Internet of
Things, Worldwide 2013, Gartner, 2013; ‘The State of Broadband 2012: Achieving digital inclusion for all’, Broadband commission,
2012; ‘The Internet of Things: How the next evolution of the Internet is changing everything', Cisco Systems, 2011; "Towards
50 Billion Connected Devices', Ericsson Research, 2010; ‘The Internet of Things: Networked objects and smart devices', The
Hammersmith Group, 2010; http./www.marketplace.org/topics/tech/indie-economics/2020-there-will-be-10-web-connected-
devices-human; The Connected Life: A USD 4.5 trillion global impact in 2020', GSMA and Machina Research, 2012; http://\www.
itpro.co.uk/626209/web-connected-devices-to-reach-22-billion-by-2020

3 ‘The Internet of Things is Now’, Morgan Stanley, 2014
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“loT” Connectivity in the Home: IBM

Environmental
smartEngine

sensors
gateway
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IBM loT Foundation

opening smam:nrd reader
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o AUSCERT

RESEARCH PAPER

on

The Compromised Devices

of the Carna Botnet

(used for “Internet Census 2012"})

by Parth Shukla,
Information Security Analyst,
Awustralian Computer Emergency Response Team (AusCERT),

University of Queensland.

Email: pparth@auscert.org.au

Twitter: http://twitter.com,
Version 1

20 August 2013 — Released to AusCERT members

SRR RN _ 16:00 Los Angeles 01:00 Amsterdam 08:00 Shanghai
Carna Botnet exposed Legacy . 19:00 New York 04:00 Moscow 10:00 Sydney
ooy . /" ) 0 g P Ping re S Sour rna Botnet
Vulnerabilities in “/oT” Devices - 214 Security Futures: 2018 - 2025 - [
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Vulnerable Legacy Devices: “loT”
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loT Cybersecurity: 7-Level Architecture

FlipsCloud)  Cyber Security - 7 Security Layers Structure

Network Firewall ===2% 0

=
k.ér. % HX s aniivies By O
| © T ierion” Al ©
@ @ /(D@ “ (‘:;Q Encryption & e

7%-%_2 Key Management ‘?‘ 9

S_— g
é / ﬂ 4 7 ~~~__Trust Boot /Zone (2)
@ ;t \ + y
\\ Random Number Generator o

D =2

N H o)

- SYBERSECURITY
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EU/IERC — Research Cluster Reports:

“Smart Systems” & the Internet of Things

The
Internet of

T h 1 n g S o éonvég_l_n_g* Technologles for .,
:1% ! Smart Enwrdnmﬁllis at N
gt "y : % egr VIS W ’ 5 '\

New Horizons

.CA.S.AD RAS2
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BlockChains & CryptoCurrencies




BlockChains & CryptoCurrencies
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BlockChains & CryptoCurrencies

* BlockChains: Distributed “Spreadsheets “ with
Encrypted Verification of “Financial Contracts”

— Apps in MOST Economic Sectors for Peer-to-Peer
On-Line Trading with NO Central Authority...

— Apps from Banks, Governments, & Retail Sectors

* CryptoCurrencies: Virtual Currencies include
BitCoin, Ethereum, LiteCoin, Ripple & Zcash

— BitCoin is still most widely traded Virtual Currency

... BlockChain Apps may improve CyberSecurity
for On-Line Trading & Financial Contracts!...
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Security 2018-2025: Techno, Tools & Trends
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1- “CyberSecurity @ Board Level” 2 —CyberCrime:CyberTerror:CyberWar | 3 =Scenario 2018: Cyber & Physical Tools
e el o “ ca,

“YOUR Cyber Mission” | “OUR Cyber Society” | “Integrated Security
4 -Scenario 2019: Internet of Things-loT BT ET W IR VEL T EAEETGILEEN 6 —Scenario 2025: Artificial Intelligence

“Self-Adaptive” “Self-Learning” “Cyber-Intelligent”

8 — Cyber VISION to Security NOW!

”New Cyber Toolklt”

9 — YOUR Action Plan for 215'C Cyber!...

”CyberSecurlty PIan

7 - Scenario 2040: Artificial Silicon Life!

“Neural Securlty
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Security 2018-2025: Techno, Tools & Trends

5 —Scenarlo 2020 Machme Learnmg
”Self—Learning Security”
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Al & Machine Learning as Cyber Tools

36'" International East West Security Conference *** “Technology, Tools & Trends"

Artificial Intelligence (Al) : Developed during 1960s/70s :
Neural Networks, Expert Systems, Self-Organising Automata,
Adaptive Stochastic Learning, Algorithms, Robotics,
Autonomous Systems, Augmented Reality

Behavioural Modelling: Al/ML can be applied to real-time
modelling of ALL Network Traffic, Log & Audit Files, Net
Nodes, Servers and all “Smart loT” Devices

Zero-Day Attacks: Al Modelling & Machine Learning can
mitigate risks of new malware that have no prior “signature”.

Advanced Persistent Threats (APTs): Adaptive Learning
Algorithms can detect the step-by-step penetration of APT
malware (Phishing, Trojans, Adware, Botnets...)

Insider Threats & Attacks: Enterprise Al Traffic Modelling can
quickly expose the malicious activities of malicious “insiders”!
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“Surfing

the Evolutionary Cyber Waves”

- More than 45 Years of Al & CyberSecurity! -

e 1970-B
e 1976 -A

" Research Labs — IBM 360 —Digital PCM
Thesis — Stochastic Learning Automata

e 1982-A

& Expert Systems: UK Govt Programme

1991 — EARN/TERENA: European Networks Board

e 1992 —1In

ternational Net Conference: RAS, Moscow

e 1994 — EMEA — Internet, Security & eCommerce
e 2007 — Georgian Parliament Security Projects

e 2009 — Armenia eGovernance & CyberSecurity
2010 - Georgian Cybersecurity Audit & Roadmap

...... Global

Marketplace for "Cyber” Al/ML Apps will

mainstream during the Next 7 Years: 2018 — 2015 !

36" International East West Security Conference *** “Technology, Tools & Trends® **x AT

< 1 gL YBERSECURITY
_:1;, e —
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BT Research Labs: Digital Systems-1970
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- Dept of Mathematics & Statistics -
Cambrldge University : 1973 - 1976

David Probert
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Evolution of Stochastic Automata: Cambridge, June ‘76

¥  David Eric Probert - 1976
2 Churchill College, Cambridge

S’elf-Org atiof);
Of Stoc 1AS] :__,},earnmg Automata
DVt 4 fivironpients

#" Frontispiece:- "The Adaptation of Automaton ql(ﬁ}
Download WWW. valentma net/Thesis/Thesis.pdf in Enviromments (M ",
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Artificial Intelligence: “HAL 9000”
- 2001: A Space Odyssey (1968) -

- 21stC Security Futures: 2018 - 2025 -

th . : *** “Technology, Tools & Trends” ***
36" International East West Security Conference "' oo 51 Noverber 2017

© Dr David E. Probert : www.VAZA.com ©




Artificial Intelligence: “HAL 9000”

- 21stC Security Futures: 2018 - 2025 -

th . : *** “Technology, Tools & Trends” ***
36" International East West Security Conference 7 Technology, Tools & Trende o1y

© Dr David E. Probert : www.VAZA.com ©




Scenario 2020: “Advanced Cyber Tools”
*** Self-Learning Security ***

 Major Trends and Developments: Scenario 2025
- Enterprises now deploy Al/ML Based CyberSecurity Tools
- “Augmented Reality” Cyber Software & Smart Devices
- CSOs provide Pan-Enterprise Physical/Cyber Security
- ICT Networks migrate to Self-Learning Neural Security

- Intelligent “Al Bots” act a Real-Time “Cyber Police” to
Search & Quarantine Resources linked with suspected
CyberCriminals, Political Hacktivists & CyberTerror Cells!

....Business & Government Cyber Networks & Assets
now Secured 24/7 through “Intelligent Al/ML Bots”
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Worldwide Real-Time Financial Trading
—24/7 Global Networks
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Darktrace: Al/ML CyberSecurity
- The Enterprise Immune System -

- www.darktrace.com

" THE | ..-,.41:,.’_ boe
ENTERPRISE -f'__
IMMUNE . ° " " $

SYSTEM

POWERED BY MATH &
MACHINE LEARNING PROVEN TOWORK ‘9" DARKTRACE

DarkTrace: CyberSecurity Solution that “Learns” ALL Net Traffic, Assets & User Behaviour...
...Real-time Alerts provided & Assets Quarantined whenever “Non-Normal” Events Detected!
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Darktrace: Al/ML CyberSecurity

- The Enterprise Immune System -

(10.1.0.0/24 ) ws  Fri Mar 20 2015  10:08:00 *™
10.1.0.0/24 dd| nq 204 me¢ [ » ]| »m d20pn pa | ]
# o st ~ e www.darktrace.com

buildm2 transco.couk

Hostname: buildm2 transco.co.uk
IP Address: 10.1.0.33 (Wed Mar 18, 17:00:00)
Type: = Servar
Subnet  101.0.0/24

Thu Mar 12, 06:08:36 Fri Mar 20, 10:13:57 Models. most recent breaches B incude acknowledged breaches B itter by priority ¥

DarkTrace: CyberSecurity Solution that “Learns” ALL Net Traffic, Assets & User Behaviour...
...Real-time Alerts provided & Assets Quarantined whenever “Non-Normal” Events Detected!

A D PR B P
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Typical “Machine Learning” Algorithm
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Google I/O AI/ML Futures — 17th May 2017
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Ulra High Sp — Tensor Processing Unit: TPU
*** AL/ML/Big Data Apps - 180 TeraFlops ***
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Google 1/0: Al/ML Futures — 17t May 2017

| &

“Integrated Intelligent CyberSecurity” B "
using Google TPU within 5 Years running \ '
Ultra-Fast Real-Time Al/ML/Big Data!
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Google 1/0: Al/ML Futures — 17" May 2017
=

'I
- F.
-

21 tC Security Futures: 2018 - 2025

th **x* “Technology, Tools & Trends"”
36" International East West Security Conference Sevme’ a1t Novemter o1y

© Dr David E. Probert : www.VAZA.com ©




SparkCognition: Al & Machine Learning
DeepArmour — SparkPredict - SparkSecure

LYBERSEGURITY
':_‘_"‘._/"-_‘:

Link: SparkCognition.com — Austin. Texas, USA .
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SparkCognition: Al & Machine Learning

DeepArmour — SparkPredict - SparkSecure

JEEPARMUR

Signature-free, Machine Learning Anti Malware

@spnrk cognition

Link: SparkCognition.com — Austin. Texas, USA | Security Futures: 2018 — 2025 -
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SparkCognition: Al & Machine Learning
DeepArmour — SparkPredict - SparkSecure

SparkCognition Cognitive Analytics — Beyond Machine Learning

Powerful advancements in state of the art

Deep Learning and Reasoning
algorithms

Matural language processing
. ITPInOE S 800U 30y
- Enables recall of answers, m contex ' LEaarm Coimpe x patteErns
=  Analyas of human readable text far clues v i b [ fcienn thy - g
J - 1 5
L o] ' ol | ol

nuaghts and ewvidencos
data

Automated Model Building and Infinite Fowerful Visualization with Evidential
Learning Insights

*  Prowsdes trans parency and evidence about
what the cagnitive system i keaming and
proapasng

* Presants data slegantly — Anakyst friendly

nierface, ey feedback
Elevates avidence ) reasaning for

Al T aty

LYBERSECURITY

Link: SparkCognition.com — Austin. Texas, USA _ -
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Security 2018-2025: Techno, Tools & Trends

36" International East West Security Conference

1 - “CyberSecurity @ Board Level” 2 -CyberCrime:CyberTerror:CyberWar
“YOUR Cyber Mission” | “OUR Cyber Society”
4 — Scenario 2019: Internet of Things: loT | 5-Scenario 2020: Machine Learning
“Self-Adaptive” “Self-Learning”
7 - Scenario 2040: Artificial Silicon Life” | 8 — Cyber VISION to Security NOW!
“Neural Secu r|ty "New Cyber Toolklt”
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3 -Scenario 2018: Cyber & Physical Tools
“Integrated Security”

6 —Scenario 2025: Artificial Intellgence

“Cyber-Intelligent”

9 - YOUR Action Plan for 21%tC Cyberl..

”CyberSecurity Plan”




Security 2018-2025: Techno, Tools & Trends

6 —Scenarlo 2025: Artnfncnal Intelllgence

“Cyber-Intelligent Security”

R
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Scenario 2025: “Intelligent Security

* Transition & Full Deployment of Enterprise-Wide
Al/ML-based Intelligent “CyberSecurity” Tools

* Real-Time Behavioural Modelling of ALL aspects of
Net Traffic, System/Event Logs, Net Nodes, Servers,
Databases, Devices & Users

* Focus on Al/ML Modelling of the “Known Good” to
augment Classic Detection using “Known Bad”, and
hence provide New Generation “Defence In-Depth”

e Trial Deployment of Autonomous Real-Time
“Cyber” Alerts that integrate both Traditional &
Advanced Al/ML “Cybersecurity Tools”
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Hybrid 215tC Business Organisation
- Hierarchical & Networked -

* Transition from 20t"C to 215tC Business, Governance & Security
requires fundamental re-structuring of operations:

— 20'™C Industrial Organisations: Hierarchical Bureaucracies -
”Pyramids” - to manually process data/information.

— 21%C Intelligent Organisations: Networked Peer-to-Peer Business
& Agencies with data processed in Global “BIG Cyber Clouds”

* Living Systems, such as Mammals & Birds, use Hybrid Organisation of
their extended nervous system (Brain & Body) to optimise real-time
learning and effective self-organising environmental adaptation!

* Intelligent Security Solutions will also require Hybrid organisation to
optimise real-time response to Cyber & Physical Attacks.

Scenario 2025 Business will evolve to Intelligent Hybrid Security Operations!
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ARTIFICIAL

$2.2
BILLION

Healthcare

$2.9
BILLION

Advertising

$3.4
BILLION

Consumer

$23
BILLION

Finance

$3.1
BILLION

Business
Services

$2.7
BILLION

Media &
Entertainment

FrEFErri

FEESEFTEFFNE)

$1.3
BILLION

Education

3

JIFERRETFREET
FIFFFFERTENE]

FEFFEETERSS

of Al Revenue Forecasts
to 2025 Comes from
Consumer, Business
Services, Advertising,
Media & Entertainment
and Investment
Industries

£1.9
BILLION
Manufaeturing

5200
MILLION
Gening

55
MILLION
Eubding
Anmaton

1, A 30,000 ft View of the Artificial Intelligence Industry

Visit www artificialintelligenceevent.com for details. This infographic is for educational purposes and uses forecasts from Tractica.

ARTIFICIAL INTELLIGENCE REVENUE BY
INDUSTRY, WORLD MARKETS: 2025

INDUSTRY 2025

Consumer

Business Services
Advertising

Media & Entertainment
Investrnent
Defense

Finance

Healthcare
Manufacturing
Agriculture
Education

Legal

0il, Gas, and Mining
Retail

Automotive
Information Technology
Telecommunications
Transportation
Logistics

Sports

Aerospace

Real Estate
Government

Life Sciences
Gaming

Building Automation
Fashion

T YT
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$3.4 billion
$3.1 billion
$2.9 billion
$2.7 billion
$2.4 hillion
$2.3 hillion
$2.3 billion
$2.2 billion
$1.9 billion
$1.5 hillion
$1.3 billion
$1.2 hillion
$11 billion
$11 billion
$996 million
$876 million
$819 million
$797 million
$769 million
$708 million
$631 million
$441 million
$407 million
$348 million
$290 million
$255 million
$168 million
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* WorldWide Al MarketPlace *
(1) Investments & Acquisitions: 2012 - 2017
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* WorldWide Al
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v, Where are the largest market opportunities for Al?

LCGRAREGERIENE  \isit www artificialintelligenceevent.com for details. This infographic is for educational purposes and uses forecasts from Tractica.

Businesses Use Artificial Intelligence to Improve Strategy Performance as Well as Processing Big Data

ARTIFICIAL INTELLIGENCE REVENUE,
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Scenario 2025: “Intelligent Defence Bots”

1982 < -Review Past 34 years-> 2016 <- Explore Fut

TRON (1982): Sci-Fi Security Perspective! _
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Scenario 2025: “Intelligent Defence Bots”
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Mapping 215C Social Medla Networks L/nkedln (Probert)
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Mapping 215C Social Media Networks: LinkedIn (Probert)




Deep Learning & Neural Networks

Advanced CyberSecurity Solutions

ARTIFICIAL
INTELLIGENCE

MACHINE
LEARNING

1950's 1960°s 1970°s 1980's 1990 2000's 2010's
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Deep Learning & Neural Networks

Advanced CyberSecurity Solutions
HOW A DEEP NEURAL NETWORK SEES
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Deep Learning & Neural Networks
Advanced CyberSecurity Solutions

Seville, Spain — 20t-21st November 2017
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Deep Learning & Neural Networks
Advanced CyberSecurity Solutions

How Artificial Intelligence Wil _
Secure the 27° Century -

Machine Learning and Mathematics Introduce a Brave New World
of Predictive Cybersecurity That Rewrites the Rules of Protection

www.cylance.com/content/dam/cylance/pdfs/white_papers/Al_and_Machine_Learning.pdf

CYLANCE
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Deeplinstinct: Real-Time APT Protection

d=cpinstinct

—=n

s Tl B
B ,-__.___ r e, A
J-_,' - '
Y L e i
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Deeplinstinct: Real-Time APT Protection

d=cpinstinct

9 k1
F F i
DATA DEEF PREDICTIVI
HAINING LEARNING CAFPABILITIES
Each object is broken-down into Proprietary, deep learning Lightweight, real-time cyber
its smallest parts. Process is algorithms. Continuous learning intelligence distributed across
agnostic to the data's origin the organization's infrastructure

Provides Deep Learning CyberSecurity for APT Protection of Mobile & End-Points!
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Deeplinstinct: Real-Time APT Protection

Our Value: Zero-Day and APT Prevention

Deep Instinct enables real-time detection AND
prevention capabilities of first-seen malicious activities
on all organizational assets.

Real-time APT detection
and prevention

' Deep Instinct’s accurate prediction capability is enabled by its Prediction of future
! proprietary Deep Learning algorithms. cvber threats

= Mobile: Immediate on-device decision

Infrastructure agnostic : : ;
B » Endpoints: Pre-execution action. Faster than real-time!

Light prediction model enables direct action on the device

without any external dependency. Connectionless

. . Fast and ea sy Light agents enabling a smooth deployment with no
WWW.deepI nStl nCt.COm deplovment impact on the entire organization’s assets.
d=epinstnct

Provides Deep Learning CyberSecurity for APT Protection of Mobile & End-Points!

& 1; L YBERSECURITY
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SingularityNet: Platform for Al Economy

- Distributed BlockChain Payment Net -

8 SingularityNET Features / Team s Blog /7 Join

A Platform for
the Decentralized C
Al Economy

The free and open market for Al

technologies, built on smart contracts. )
Create, combine and monetize Al \ ‘ l
technologies at scale.

LYBERSECURITY
-
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SingularityNet: Platform for Al Economy

- Distributed BlockChain Payment Net -

8 SingularityNET Features / Team / Blog / Join

Emergent artificial general intelligence in the Al economy

Towards the Singularity ( C_) (D

The proliferation of Al will be one of the biggest growth opportunities this century,
with the market forecasted o grow from $234 billion in 2017 to $3.1 trillion by 2025. ] e

As the first platform enabling Als to coordinate resources and capabilities at scale,

SingularityNET is positioned as a critical mediator across all future Al
developments.

SingularityNET offers organizations massive financial and operafional advantages.
The network creates the first interoperability standards for Als, radically improving

the process of discovering and coordinating Al services, while allowing developers
to easily monetize Al tech. All of this is made possible through a sireamlined,

scaleable system for payments through the AGI token.
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1- “CyberSecurity @ Board Level”

“YOUR Cyber Mission”

Security 2018-2025: Techno, Tools & Trends

2 —CyberCrime:CyberTerror:CyberWar

“OUR Cyber Society”

- .
i i
| = . 5 _.- 2 o -

3 -Scenario 2018: Cyber & PhysicaITooIs
“Integrated Security”

4 — Scenario 2019: Internet of Things - loT

“Self-Adaptive”

7 - Scenario 2040: Artificial Silicon Life!
“Neural Security”

Sy

36" International East West Security Conference

5 -Scenario 2020: Machine Learning

“Self-Learning”

6 — Scenario 2025: Artificial Intelligence

“Cyber-Intelligent”

8 — Cyber VISION to Security NOW!

9 — YOUR Action Plan for 215'C Cyber!..

“New Cyber

i
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Security 2018-2025: Techno, Tools & Trends

1"‘ o

-

7 — Scenario 2040: Artificial Silicon Life!

“Neural Securlty
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Scenario 2040: “Neural Security & Society”

g

: i‘ N / --» : .,fi —/, ".‘\“' r '1"'./ |
1992 < -Review Past 24 years-> 2016 <- Explore Future 24 years-> 2040
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Scenario 2040: “Neural Security & Society”

1992 < -Review Past 24 years-> 2016 <- Explore Future 24 years-> 2040

< ;2L YBERSECURITY
Sthee—
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Scenario 2040: “Neural Security”

* Full Implementation of Intelligent & Adaptive
Cybersecurity across the Extended Enterprise

* Autonomous “Alerts” and Real-Time Al/ML-based
Cyber Event, Traffic & User Modelling

* New Scaled Architectures and Operational Standards
for “Smart Systems” — Smart Devices, Business,
Cities, Government, Economy & Society

* Cybersecurity Operations transition to become
Ultra-Intelligent — “Neural Security” — through
Embedded “Al-Security Bots” for Real-Time Defence
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Scenario 2040: “Neural Security”
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Scenario 2040: Cyber Defense — NATO & Canada
.

2011 3" International Cﬂnfﬁence on Cyber Conflict ::rr;n:: :{m:wﬁh;ﬁﬂ?rdz:gﬁ:ﬂ:n; ;k.:::;:m“,::
The Future Tk, e 011 © CCD o€ Pblatiors S e o e e i
| |
Security
Environment Artificial Intelligence in Cyber

2013-2040 Defense

Enn Tyugu
R&D Branch
Cooperatrve Cyber Defense Center of Excellence (CCD COE)
and Estonian Academy of Sciences
Tallinn, Estonia
trugu@iese org

Abstract- The speed of processes and the amount of data to be used in defending the
cyber space cannot be handled by humans without considerable antomation. However,
it is difficult to develop software with conventional fixed algorithms (hard-wired logic
on decision making level) for effectively defending against the dynamically evolving
attacks in metworks. This situation can be handled by applying methods of artificial
intelligence that provide flexibility and learning capability to software. This paper
presents a brief survey of artificial intelligence applications in cyber defense (CD), and
analyzes the prospects of enhancing the cyber defense capabilities by means of
increasing the intelligence of the defense systems. After surveying the papers available
about artificial intelligence applications in CD, we can conclude that useful
applications already exist. They belong, first of all, to applications of artificial neural
nets in perimeter defense and some other CD areas. From the other side — it has
become obvious that many CI problems can be solved successfully only when methods
of artificial intelligence are being used. For example, wide knowledge usage is
necessary in decision making, and intelligent decision support is one of yet unsolved
problems in CD.

Keywords: applied artificial intelligence; intelligent cyber defense methods; newral
nets in cyber defense; expert systems in cyber defense.

Boll G Sl Canadd
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Security Futures: Towards “Neural Society”

* Real-Time Security Operations:

— Secure and monitor every cyber asset and critical physical asset through IP
Networking, RFID Tagging & communication of status to operations centre

 Augmented & Immersive Reality:

— Multimedia virtual world overlays on data from the real physical world,
through head-up displays & other forms of embedded sensors & displays

* Bio Neural Metaphors:

— Further developments of self-organising and autonomous systems for
monitoring and responding to cyber alerts & attacks in real-time

* 3D Adaptive Simulation & Modelling:

— Adaptive 3D computer modelling of physical buildings, campuses & cities,
as well as dynamic models of extended enterprises networks. The aim is to
visualise, model & respond to security alerts with greater speed & precision

“Smart Security” Architectures:

— Effective integrated security requires management through hybrid
hierarchical and “peer-to-peer” organisational architectures. Living organic
systems also exploit hybrid architectures for optimal command & control
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Interfacing “Human” and “CyberWorlds”

* Neural Al/ML CyberSecurity Solutions will require
enhanced Intelligent Human/Machine Interfaces!

e Human Communications run @ Sound Speed.... whilst
Cyber Worlds run I Million X faster @ Speed of Light!..

* Virtual, Mixed & Augmented Reality(AR) Devices &
Software(SW) will “Bridge” Human & Cyber Worlds!

....Expect New Generation AR Devices & SW Interfaces
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Scenarios: 2019-2049: Blade Runner
Sci-Fi Security for “Artificial Silicon Life”?!

BDENDE riudinery

<cUJd
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Neural Security for 215t Century Cyber-Physical Worlds!




1984: “Birth” of Intelligent Networks
... & “Death” of Personal Privacy ?...

198

A Nowvel by
GEORGE DRWEI‘:&,

CyberV|5|on 1984: Past 2017 Present 2050 Future?

ecurity rutures: 2ZU

4y
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Security 2018-2025: Techno, Tools & Trends
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1- “CyberSecurity @ Board Level” 2 —CyberCrime:CyberTerror:CyberWar | 3 —Scenario 2018: Cyber & Physical Tools

“YOUR Cyber Mission” | “OUR Cyber Society” | “Integrated Security”

4 —Scenario 2019: Internet of Things-loT | 5 -Scenario 2020: Machine Learning | 6 —Scenario 2025: Artificial Intelligence

“Self-Adaptive” “Self-Learning” “Cyber-Intelligent”
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Security 2018-2025: Techno, Tools & Trends
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“From 7 Year CyberVision to Reality!”

* 7 Year Evolution of Business “Security Culture”
e Cyber RoadMap managed by Board-Level CSO

* |Integrated Security with Intelligent Al Alerts!

* Professional Cyber Training for EVERY Business
* “Sell” Security Policy & Culture to ALL “Staff”

* Trial and Deploy Adaptive Al Security Solutions

..... CyberSecurity now requires $SS Investment in
Teams & Technology to Mitigate Major Risks!...
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7 Year CyberVision: “The New Toolkit”

* During the last 7 Years CyberThreats targeted:

— Critical National Infrastructure (CNI): Energy, Banks,
Transport, Government, Healthcare, Education...

— Major Events: Sports, Elections & Culture Festivals...
— Criminal eCommerce: “The Dark Web” & “SilkRoad”!

* The “New Cyber Toolkit” provides “Real-Time”
Defence against “Zero-Day” & “Insider” Attacks!

* Exponential Increase in Device Connections (loT)
requires Cyber Defence through Al/ML “Bots”
running 24/7 on ALL Networked System Assets!

- 215C Security Futures: 2018 - 2025 -  [IRIRGLGHE

th : : **x* “Technology, Tools & Trends” *** i‘;"-"*.--'-l—
36™ International East West Security Conference 7 Technology, Toole & trende iy GBS 111

© Dr David E. Probert : www.VAZA.com ©




CyberSecurity: “21stC Neural Defence”
* “Bad Guys” are already deploying Advanced

...2025 (Intelligent Security) & 2040 (Neural Security)

Image: David Shankbone: Occupy Wall Street — Sept 2011
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CyberSecurity: “21stC Neural Defence”

* “Bad Guys” are already deploying Advanced
CyberTools within Organised Crime Syndicates!

e Legacy loT Devices in EVERY Sector may be “hacked”
& exploited with ease by Global Criminal “BotNets”!

* CyberDefence for Business & Government requires
Managed 7 Year Transition to “Speed of Light”
“Neural Defence” and “Augmented Reality”!

...\We have discussed our CyberSecurity Visions for:
...2018 (Integrated), 2019 (Adaptive), 2020 (Learning)
...2025 (Intelligent Security) & 2040 (Neural Security)
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UK CyberSecurity Strategy: 2016 - 2021

5. DEFEND

o

HM Government

NATIONAL CYBER SECGURITY
STRATEGY 2016-2021

8 INTEHNATIONAL -] GONCLUSION:
C ON + .| CYBER SECURITY
: ; ‘| BEYOND 2021

5 Year Programme Launched by UK Chancellor
Philip Hommond: Tuesday 15t November 2016
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Securlty 2018- 2025 Techno Tools & Trends

1- “CyberSecurity @ Board Level” 2 —CyberCrime:CyberTerror:CyberWar | 3 -Scenario 2018: Cyber & Physical Tools

“YOUR Cyber Mission” | “OUR Cyber Society” | “Integrated Security”

4 —Scenario 2019: Internet of Things-loT | 5 -Scenario 2020: Machine Learning | 6 — Scenario 2025: Artificial Intelligence

“Self-Adaptive” ”Self-Learning” “Cyber-Intelligent”

7 -Scenario 2040: Artificial Silicon Life! | 8 — Cyber VISION to Security NOW! RCER{0IV/;¥ Yol WLETE{ 105 EloNal/ 114 M

“Neu ral Securlty ”New Cyber Toolklt” ”CyberSecurlty Plan”
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Securlty 2018- 2025 Techno Tools & Trends

9 — YOUR Action Plan for 215tC Cyberl..

“CyberSecurity Plan”
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YOUR TOP 10 Actions & RoadMap

1)
2)
3)
4)

5)

Assign CSO — Chief Security Officer
with Strategic Security Action Plan

Professional CyberSecurity Training
to International Certification - CISSP

Implement International Security
Standards (ISO/IEC- Biometrics)

Open Discussions with “Cyber”
Vendors and Trial Al/ML Tools

Profile YOUR Security Staff and
Contractors for Possible Risks

6)
7)
8)

9)

ICT: Hire Qualified Cybersecurity Systems
Technology, Software & Operations Team
Review Security Risks & Connectivity of ALL
Enterprise IP Legacy Assets & Devices (loT)
Design Practical Multi-Year Roadmap for
Strategic Operational Security Integration
Professional Association Membership for
Team Networking & Skill Building - IPSA

10) Cyber Legal Protection — Check Your Legacy

Contracts for “Cyber Theft” Trading Risks

Now YOUR Business will be Fully Fit to Defend against “Smart” Cyber-Physical Attacks!

36" International East West Security Conference

v 1 ,LYBERSECURITY
el ]

- 21stC Security Futures: 2018 - 2025 -

**x* “Technology, Tools & Trends"” ***

Seville, Spain - 20t"-21st November 2017
© Dr David E. Probert : www.VAZA.com ©




MSc CyberSecurity Courses: Certified
by the UK Government — GCHQ/CESG

cainburgh Napie W 3y SUTRREY W
Security | Lancaster E=3 ye
WARWICK

Lancaster | University $=; JE
0 Lt
THE UNIVERSITY OF WARWICK

Queen’s University el
Belfast UNIVERSITY OF UNIVERSITY OF

Southampton #/ OXFORD
Cranfield A

NIVERSITY m
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“Real-Time Security” @ “Light Speed”!

J—

Machine Learning
Cybersecurity Tools
Provide Real-Time

“Light Speed”

Defence against
Threats & Attacks!

“Frog Spirit shows the Ring of Dark Matter around the Sun” - 2002
- Pen & Ink Drawing by Dr Alexander Rimski-Korsakov -
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Security 2018-2025: Techno, Tools & Trends
6" East/West Security Conference: Seville, Spain
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Security 2018-2025: Techno, Tools & Trends
36’-"1 East/ West Security Conference Seville, Spam
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Download Presentation Slldes
- www.Valentina. net/SewIIe201 7/
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East-West Security Conference: Seville 2017
”Cyber Futures& Dfence On Line!

Secunty Futures: 2018 '2025+ Cyber Threats & Defence!
Technology, Tools & Trends - “Intelllgent CyberSecurlty

Theme (1): Security Futures:2018-2025 Theme (2): Cyber Threats & Defence

Download Link: www.valentina.net/Seville2017/
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Download Presentation Slides:
www.Valentina.net/Seville2017/

Thank you for your time!
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Additional Cybersecurity Resources

Smart Solutions: " Haster Class™ — Park 1

- Defining Smart Solutions

& Business Architectures -

Smart Solutions: "Haster Class” - Part 3

- Designing & Engineering
Smart Solutions -

- Armenia: Smart Economy -

“Smart Business Architectures for
Intelligent Economic Development™

- Smart Sustainable Security -

“Integrating Cyber & Physical Oparations™

"Master Class - Smart Theory & Practice

"21:tC Armenia - 2012: Smart Security”

"21stC Armenia: Smart Governance”

“Real-Time Armenia”

“Kocariag Gorrrmment & Fimavcia® Enterprive Speraiion®

“Roadmap for Real-Time Armenia™

“Eatmrrerasien, L Cmmeres sad - Seoweiy *
.

— e
‘-ﬂ

(S)USAID|CAPS

"‘ USAID|CAPS

a RoadMap for
'Rea Armenia

\ ﬁ'MEI‘rﬂ:ﬂ
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et et TLre [ e g A P
o e it e

"Real-Time Armenia” - White Paper

"Real-Time Armenia" - Slides

Roadmap for Real Time Armenia- Report

RoadMap for Real Time Armenia- Slides

“Real-Time"

R T Gamarin | Saminring Geirvanvuraied & [riborietion Chpiratiiors =+

“Real-Time Georgia™

SSevaring Geavermweat & Emterprise Gperation®

L21stC Georgia™....

. “Cyber- Vm rdzia”...

BT AN
21%C Georgia - “"Cyber Vardzia”
“Integrated Cyber & Fhysical Security™

for e=Government & e-Georgla

"Real-Time Georgia" - GITI 2008 Paper

Gorgeons Georgia: In Photos

21stC Georgia: "CyberVardzia” - Paper

21stC Georgia - "CyberVardzia" - Slides

* ITU Cybersecurity Strategy *
"3-Day Workshop Overview™

T
P e

i e
D e
[

“Organisatienal Structures
&

Incident Management
for
Cybersecurity in the Americas”

"Cybarsacurity Capacity Building
&

International Collaboration

O Do I et

Link: www.valentina.net/vaza/CyberDocs

36" International East West Security Conference

- 21stC Security Futures: 2018 - 2025 -
**x* “Technology, Tools & Trends"” ***
Seville, Spain - 20t"-21st November 2017
© Dr David E. Probert

www.VAZA.com ©




Professional Profile - Dr David E. Probert

Computer Integrated Telephony (CIT) — Established and led British Telecom’s £25M EIGER Project during the mid-1980s’ to integrate computers with
telephone switches (PABX’s). This resulted in the successful development and launch of CIT software applications for telesales & telemarketing

Blueprint for Business Communities — Visionary Programme for Digital Equipment Corporation during late-1980’s that included the creation of the
“knowledge lens” and “community networks”. The Blueprint provided the strategic framework for Digital’s Value-Added Networks Business

European Internet Business Group (EIBG) — Established and led Digital Equipment Corporation’s European Internet Group for 5 years. Projects included
support for the national Internet infrastructure for countries across EMEA as well as major enterprise, government & educational Intranet deployments.
Dr David Probert was a sponsoring member of the European Board for Academic & Research Networking (EARN/TERENA) for 7 years (1991 =»1998)

Supersonic Car (ThrustSSC) — Worked with Richard Noble OBE, and the Mach One Club to set up and manage the 1t Multi-Media and e-Commerce Web-
Site for the World’s 15t Supersonic Car — ThrustSSC — for the World Speed Record.

Secure Wireless Networking — Business Director & VP for Madge Networks to establish a portfolio of innovative fully secure wireless Wi-Fi IEEE802.11
networking products with technology partners from both UK and Taiwan.

Networked Enterprise Security - Appointed as the New Products Director (CTO) to the Management Team of the Blick Group plc with overall
responsibility for 55 professional engineers & a diverse portfolio of hi-tech security products.

Republic of Georgia — Senior Security Adviser — Appointed by the European Union to investigate and then to make recommendations on all aspects of IT
security, physical security and BCP/DR relating to the Georgian Parliament, and then by UN/ITU to review Cybersecurity for the Government Ministries.

UN/ITU - Senior Adviser — Development of Cybersecurity Infrastructure, Standards, Policies, & Organisations in countries within both Europe & Americas

Dr David E. Probert is a Fellow of the Royal Statistical Society, IEEE Life Member and 1% Class Honours Maths Degree
(Bristol University) & PhD from Cambridge University in Self-Organising Systems (Evolution of Stochastic Automata),
and his full professional biography is featured in the Marquis Directory of Who’s Who in the World: 2007-2018 Editions.
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Security 2018-2025: Technology, Trends & Tools
36" East/West Security Conference: Seville, Spain
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Web Link: www.valentina.net/ARK3/ark2.html
36" International East West Security Conference
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Security Equipment for Alpine Ascents
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£** Security Equipment for Alpine Climbing ***
g Sunrise on « Barre des Ecrins » — 4102metres

[

Security Equipment includes: 50m Rope, Steel Crampons, Ice-Axe & Screws, Karabiners, Helmet...
15th Sept 2015: « 7 Alpinistes killed in Avalanche » S —
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Towards 2025 : “Smart Security Solutions”

 The Application of Artificial Intelligence and Machine Learning
allows us to develop “Smart Security Solutions” as follows:

........ “Smart Security Solutions” typically possess the following features:

1) Space-Time Awareness: Location (GPS) & Real-Time Clocks

2) Learning, Adaptation & Self-Organisation: Real-Time Intelligence
3) Massive Memory & Storage: Local & Remote Cloud Storage

4) Sustainability: Embedded Security — Everywhere in the Network!

5) Scalable Networked Architecture: Smart Architectures will need to
scale in space & time from micro cells to macro solutions

6) Decision Focus: “Knowledge Lens” for Data Mining & “Big Data” from
Global Social Networks, Search & On-Line Trade & Commerce

7) Systems Integration: Cyber and Physical Solutions & Operations

......... Now we’ll consider how “Al & Machine Learning” principles are
being engineered into 215C Cybersecurity Solutions & Services...

=5, LYBERSECURITY

)
S i)
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Building our 2025 Smart Security Toolkit
(1) Smart Decision Principles - “D-Genes”

* Business Decisions require focusing & filtering of Big Data
sources in Space-Time to create local knowledge (Data Mining).
Hence a useful metaphor is the “Knowledge Lens”:

— Smart Decision “Genes” = Space, Time and Information Focus

— Conceptual “Knowledge Lens” can filter and focus information in
“Space” from searching Big Data Sets to a Small focused Short-List

— The “Knowledge Lens” can focus information & present in real-time,
possibly as an stream of multi-media news or market intelligence

* “Knowledge Lens”: This concept can be a useful architectural principle
in the design of Smart Security, Smart Business & Smart Governance

....21stC Cyber Attacks occur in Real-Time @Optical Speeds
so ultra fast analysis, decisions and action is a must!

h - 215C Security Futures: 2018 - 2025 - IEBRSGHE
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Building our 2025 Smart Security Toolkit
(2) Smart Learning Principles - “L-Genes”

* Smart Learning requires: Self-Organisation, Adaptation, Memory and
Scalable Architecture. The Decision “Genes” are relatively traditional whilst
these new Learning “Genes” lie at the heart of Smart Security.

— Self-Organisation & Adaptation are essential principles of living
systems and communities which include the well known self-
organisation of insect roles in communities such as ants & bees.

— Cellular Automata demonstrate relatively complex behaviour from
simple mathematical rules, as in Conway’s “Game of Life”

— Simple Dynamic Recursive Maps such as x => 4x(1-x) also result in
complex chaotic behaviour as found in real world insect populations

— Scalable Architecture is also an essential feature of plants & animal
life & Mandelbrot’s theory of Fractal Curves provides vivid examples.

..... Current Trends: Research into Al, Machine Learning, Self-Organisation &
Adaptation remains highly active in both Universities & Commercial R&D Labs
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2025 : Designing “Smart Security”

* Smart Security Solutions all use combinations of these Basic ICT
Learning & Decision “genes” shared with Intelligent Living Systems:

1) Hybrid Organisation: Hierarchical (Pyramid) & Organic (Networked)
2) Smart Decision Principles (D-Genes): Space, Time & Decision Focus

3) Smart Learning Principles (L-Genes): Memory, Scaling & Adaptation

4) Smart Security Solutions and Services: Integration of Decision
and Learning “Genes”, within Secure & Resilient Systems Environment

..... Using “Al & Machine Learning”, 215tC Cyber Ventures are now
marketing “Smart” Self-Learning Cybersecurity Tools to secure
Enterprises, Government & Critical Information Infrastructure!
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Ages of Computing, Networking & Intelligence: 1960 - 21stC

Overview: Ages of Computing First Age of Computing

Enterprise ___ 1975 21st century 1960 —= 1975 - Convergence

computin . : ;
— Physical explosion of size and power -

‘Hierarchical Architecture’
‘Big is BEAUTIFUL’

Team __  Fistage  Secondage .E:g;grggeeon Created commodity elements: 'MIPS and MBITS
computing Big is beautiful' ‘Small is'‘beautiful’ 4,0 desktop’ Focus on DATA - a STATIC universe

Computing
MIPS

End user ___
computing

Second Age of Computing Third Age of Computing
1975 —= 1990 - Bridge 1990 —= 2005 - Focusing Lens

Emergence of Networking Architecture - Biological Explosion of Intelligence -
‘Distributed Architecture’ ‘Organic Architecture’

‘Smalll is BEAUTIFUL’ ‘Enterprise on the DESKTOP’
Created Open Systems: OSI Focus on KNOWLEDGE -
Focus on INFORMATION - a DYNAMIC Universe a SELF-ORGANISING Universe

\ Knowledge

—— —— dg
Components ——= BRIDGE :: Applications Information ;c:;j D:;:%gr

. M . e 3l
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